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Who are we?

GATE team  http://gate.ac.uk
• Research team of approx. 15 based in the NLP group of the 

Computer Science Department
• Developing tools for analysing language
• GATE toolkit developed since 2000
• Media and social media analysis, information extraction, abuse 

detection, misinformation, legal text mining, food and climate 
change research, medical and biomedical NLP, ….

http://gate.ac.uk/


Social media is 
rapidly changing 
our lives

There are more than 
4.5 billion social 
media users around 
the world.



Even nomadic herders in Mongolia



But isn’t all this staring at screens bad for us?

Mental health and wellbeing:
• “Little association” between technology use and mental health problems (study by 

Oxford University published in May 2021).
• Children say social media allows them to do the things they want to do and keeps 

them entertained and feeling happy (research from the Children’s Commissioner)
• Social media can make young people feel less lonely (research by Talk Talk)

Literacy & creativity: 
• People actually read more now than ever before, even if it’s on a screen rather than 

a book or newspaper
• Audiovisual platforms like Youtube, TikTok and Instagram focus on creative arts 

(music, dance, photography)



Social Media and Disaster Relief

• Hurricane Sandy in the US:
• 1.1 million tweets in the first day; over 20 million in total
• > 800K photos with #Sandy hashtag on Instagram

• Haze in Singapore: > 23 million
• Nepal earthquake in 2015: more than half a million posts



Social media comes to the rescue



Aid workers in Nepal discussing strategy 





Tools to help disaster victims 
get aid quickly

10

Problem:
• Many NGOs are not local to the 

disaster area and may not have 
a good grasp of the geography

• Place names are ambiguous

Solution:
• Find mentions of locations in the 

text, match them to a 
knowledge base, and plot them 
on a map



• How important and urgent is 
the message?

• What actions need to be 
taken?



Adding semantic information (from BabelNet) improves cross-lingual crisis 
event classification

CREES Google Sheets Add-on



Understanding Social Media Behaviour: Intervention Strategies 
for Social Media Environmental Campaigns

Based on Robinson’s 
5 Doors Theory of 
Behaviour Change 



Behaviour Analysis

• Users in different behavioural stages communicate differently

• We can map these to linguistic features to track behavioural change on social media

Pajarito @lindopajarito . 2h

Our building needs 40% of all energy consumed in Switzerland! 

DJPajarito @DJPajaritoGenial . 12h
I'm so proud when I remember to save energy and I know 
however small it's helping 

Desirability: Negative sentiment (expressing personal frustration-
anger/sadness)

Buzz: Positive sentiment (happiness/joy). I/we + present tense

HotelPajarito @HotelPajarito . 18h
Join us today today to switch of a light for EH

Invitation: Positive sentiment (happy) + use of vocatives
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Social Media Campaign Recommendations
• Provide messages with very concrete suggestions on climate change actions 

• Most users are in the desirability stage: they want to change but they don’t know how

• Identify really engaged individuals and community leaders and involve them closely
• Few users in the invitation stage; most are organisations
• Exception is COP21 (a movement more oriented to act and change policy)
• The right person issuing the invitation is vital to its effectiveness

• Dedicate effort to engaging in discussions and providing direct feedback
• Communication in these campaigns generally functions as one-way broadcasting from the 

organisations to the public 
• Frequent and focused feedback can help build self-efficacy and nudge users in the 

direction of change 



But now the 
flipside….



https://www.youtube.com/watch?v=oTGD1oxtgEs


Twits, tw@ts and twaddle:
analysis of hate speech towards public figures 



Online abuse

• Puts people off debating online
• Puts people off becoming 

politicians, journalists etc.
• Seems to be getting worse
• Might be particularly bad for 

particular groups (females, ethnic 
minorities, LGBT etc)

"My staff try not to let 
me go out alone"

"Misogynist comments, 
sexual abuse … My 
children saw this"

"death threats"

" They were also calling for her to be 
sexually assaulted, killed and even 
“raped repeatedly to death "



• Who is being abused?
• Who is abusing them?
• What is the abuse about?
• What kind of people send abuse?
• Is it getting worse?
• How do people respond to abuse? (victims/bystanders)
• How can we prevent/mitigate it?
• How can we prevent it escalating (eg to offline abuse)?
• How do abusers avoid detection and how can we mitigate this?

Analysis of online abuse



Finding abusive terms

n*gger

witch

homo

God botherer

There are a lot of offensive words and 
phrases that we can try to spot

shut up

f**k you
Uncivil language

idiot

kill

Threats die

Obscene nouns

c*nt
tw*t

rape

Racist and bigoted 
language



Identifying the right idiot

● Just mentioning the word “idiot” isn’t precise enough

○ “I’m an idiot” – self-abusive
○ “You idiot!” – abusive towards addressee
○ “What kind of idiot would do that?” – ambiguous 
○ “They’re idiots” – abusive towards others 
○ “Donald Trump is an idiot” – directed towards a specific person



Abusive terms are often found in hashtags

@RanaAyyub Dont call urself Journalist, u insult the 
#Journalist #Community.. u r just a #Hypocrite 
#Fake #FakeNewsMedia #communal #antihindu
#antinational..



Separating out hashtags can be tricky

#powergenitalia
#lesbocages
#molestationnursery
#teacherstalking
#therapist
#expertsexchange

And we also have to be careful about language 
– what about  #slagroom?



• Collect all tweets to, from and about our targets (e.g. politicians, 
journalists, footballers, etc.) 

• Annotate all the interesting information (who, what, when, 
where) with our social media toolkit 

• Run an abuse classifier 
• Index all the information and apply sophisticated search
• Build a dashboard to visualize the results of queries
• Mixed methods approach to combine with contextual knowledge 

and a manual deep dive into interesting cases

Methodology for Analysing Abuse



Analysing the data

 Abuse differs in style when directed at men and women



Top abusive words directed at MPs



Quantifying online abuse directed at UK MPs

20172015
• There was more 

abuse in 2017

• Men got more abuse 
than women

• Conservatives got 
more than Labour





Characterising Abuse Against Women Journalists



Top abusive terms in Facebook comments to Maria Ressa







Abuse and Disinformation

● Many people are distrustful of 
journalists generally.

● Journalists often get accused of lying 
or being bad at their job in order to 
discredit them

● Journalists who report on 
disinformation get a lot of abuse

#presstitute

lying bitch

#FakeNewsQueen

“Carole Codswallop”





But many problems!

• Under the radar abuse (especially 
manipulated images)

• Subtle gaslighting (targeted at credibility 
and reputation, effect only seen over time

• Contextual references
• Correct identification of abuse target 

@carolecadwalla @Nigel_Farage Dear 
Arron Banks I am also sorry. Sorry you are a 
slippery cunt. 



Understanding the Escalation of Violence



Abuse against Rana Ayyub

• Analysed 13 million tweets sent over the last 2 years
• >44,000 blatantly abusive tweets



>40% of Rana’s tweets had at least 
1 abusive reply



What Triggered the Abuse?

Tweet URL All 
Replies

Abusive 
Replies

% 
Abuse

First Abusive 
Reply

https://twitter.com/ghadaoueiss/status/14531
69069314789376 686 24 3.50% 1h 28m 17s

https://twitter.com/ghadaoueiss/status/1
459620996089004035 516 13 2.52% 14m 14s

https://twitter.com/ghadaoueiss/status/1
465239554181447686 368 12 3.26% 30m 36s

https://demos.gate.ac.uk/fcdo/ghadaoueiss/
https://demos.gate.ac.uk/fcdo/ghadaoueiss/
https://demos.gate.ac.uk/fcdo/ghadaoueiss/


Hashtags



How quickly do abusive replies get sent?

• For Rana Ayyub, the first abusive reply often comes almost instantly
• Some occur within 2 seconds
• The majority occur within 3 minutes
• Strongly suggests these are co-ordinated attacks



Co-reply network



What more can be done?

• Methods of attack are growing more sophisticated and evolving with 
technology. 

• They are also increasingly networked and fuelled by political actors.
• Need for responses to online violence to grow equally in 

technological sophistication and collaborative coordination. 
• Most women journalists do not report or make public the online 

attacks they experience
• People are still reluctant to take online violence seriously. 
• Failure of the internet communications companies - whose services 

facilitate much of the abuse - to take effective action



Potential Indicators of Escalation to Offline 
Harm

• Doxxing can lead to physical stalking & violence
• Death and rape threats
• Evidence of orchestrated attacks and disinformation e.g., large scale & 

instantaneous pile-ons
• Targeted attacks or threats against family members
• Hashtags and trending narratives associated with abuse
• Potential for significant long-term psychological harm, e.g. gaslighting, 

high volume abuse over a long time period



Challenges Ahead 

• How do we maintain the balance with freedom of speech and 
online safety / integrity?

• Accuracy of and bias in ML models for abuse detection
• How can we detect the real subtleties of speech?
• How can we work with social media platforms to ensure best 

practices?
• Many ethical issues around the use of personal information (e.g. 

predicting individual characteristics)
• Ensuring our own mental and physical safety 



More info
• GATE NLP toolkit http://gate.ac.uk
• Our Social Media Analysis work https://gate-socmedia.group.shef.ac.uk/
• Our studies of online abuse against journalists:

• The Chilling: Global Trends in Online Violence Against Women Journalists
• Maria Ressa: Fighting an Onslaught of Online Violence

• EU projects studying misinformation
• WeVerify http://weverify.eu
• Vera.AI @veraai_eu
• EDMO Ireland Hub https://t.co/vMxExC5ASH @Ireland_EDMO

Work supported by Unesco, the UK FCDO, and the European Union/EU under the Information 
and Communication Technologies (ICT) theme of the 7th Framework and H2020 
Programmes for R&D WeVerify (825297). vera.ai (101070093)

http://gate.ac.uk/
https://gate-socmedia.group.shef.ac.uk/
https://www.icfj.org/our-work/chilling-global-trends-online-violence-against-women-journalists
https://www.icfj.org/our-work/maria-ressa-big-data-analysis
http://weverify.eu/
https://t.co/vMxExC5ASH
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