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Who are we? G/ E ot

GATE team http://gate.ac.uk
* Research team of approx. 15 based in the NLP group of the

Com pUte r SCie nce De pa rtm e nt Analy:sAtIxft?:;eabuswe phrases
* Developing tools for analysing language @ Souse s aimed t. Ae wel 26 fnding
. . abusive phrases it tags standard
i GATE tOOIklt dEVE|Op6d S|nce 2000 named entities, UK political topics/entities and,
when processing Tweets, hashtags and user
 Media and social media analysis, information extraction, abuse mentions.

detection, misinformation, legal text mining, food and climate aruer baches £0.80 7 CPU hous

change research, medical and biomedical NLP, ....

I
[

Journalist Safety Analyser Source Credibility Tweet Stance
- Annotates descriptions of Annotates URLs to highlight Classification
c F violations against journalists ‘ the credibility of the source Classifies a reply to a tweet

such as killings, threats etc. ’ at which they ultimately based on it's stance
Identifies key information point. m (support, deny, query, or
about the event and people involved. L 1,200 free requests / day comment) to the original

Batch processing not available E 1,200 free requests / day
~ Larger batches £0.80 / CPU hour

E 1,200 free requests / day
~ Larger batches £0.80 / CPU hour



http://gate.ac.uk/

Social Media

['s6-shal ‘me-dé-a]

A computer-based
technology that facilitates
the sharing of ideas,
thoughts, and information
through virtual networks
and communities.

2 Investopedia

Social media is
rapidly changing
our lives

There are more than
4.5 billion social
media users around
the world.




Even nomadic herders in Mongolia
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But isn’t all this staring at screens bad for us?

Mental health and wellbeing:

e “Little association” between technology use and mental health problems (study by
Oxford University published in May 2021).

* Children say social media allows them to do the things they want to do and keeps
them entertained and feeling happy (research from the Children’s Commissioner)

* Social media can make young people feel less lonely (research by Talk Talk)

Literacy & creativity:

* People actually read more now than ever before, even if it’s on a screen rather than
a book or newspaper

* Audiovisual platforms like Youtube, TikTok and Instagram focus on creative arts
(music, dance, photography)



Social Media and Disaster Relief

Hurricane Sandy in the US:

1.1 million tweets in the first day; over 20 million in total
> 800K photos with #Sandy hashtag on Instagram

Haze in Singapore: > 23 million

Nepal earthquake in 2015: more than half a million posts




Social media comes to the rescue

Sign In | Register .. u

SCIENTIFIC
AMERICAN"

I How Social Media Is Changing

I D t R Global development professionals network
1Saster nesponse . . . . .
i Congress is grappling with the benefits and risks of using Facebook, Twitter and other s« SOC]‘a‘]‘ medla" CI]'S]‘S ma‘pplng and the neW

media during emergencies frontier in disaster response

By Dina Fine Maron | June 7, 2013

theguardian |

Winner of the Pulitzer prize 2014

UK world politics sport football opinion culture business lifest = all

During a crisis the large amounts of data produced can be overwhelming to analyse.
. Microtasking could help solve that problem by harnessing the power of the crowd
World Sport Technology Entertainment > IVIOI %

OC
PROGRAMMES ~  OPINION INVESTIGI

Heading off disaster, one tweet at ==
By Jim Spellman, CNN _ _ Kg AI.JAZEERA NEWS ~

September 22, 2010 -- Updated 1713 GMT (0113 HKT) | Filed under: Social Media
Topics: Greece Boko Haram Egypt Cuba ISIL

OPINION
ForbesBrandVoice Connecting marketers to the Forbes audience. What is this? When d isaSte r Stri kes ’ co u nt O n
10/29/2013 @ 8:17AM | 2,894 views tweets an d d ata

SOCial Media's ROle In Disaster Social media is increasingly becoming an important tool for emergency management

Response Improves Over. "¢ republica
Organizational Resiliency Earthquake rescue: Twitter for crisis

communication

12 Jul 2015 | 20:16pm | | Dr Rajib Subba | o Comments




Aid workers in Nepal discussing strategy

&




CROWDSOURCING

EMERGENCY
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= Google Person Finder

Kerala fiooding
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You can wse this tool o halp peopls find each other |
the aftarmmath of the August 2018 floods in Kerala an
nearby regona.

Please note: To reguast help or 1o find other rescus

related information, please see kermlarescue in. For

reecus phone numbers and acddional informaton o
the flooding, see Google Search.

Person Finder SMS
Finc a Person
Send an SMS 1o Person Finder by texting +51-

e

To search, 18xt Search [name]. For example, 10 Searc
for John, text Search Jahn.

L Y

Add a person, 1o Say you'ne oxay
Send an SMS 1o Person Finder by texting +91-

Text | am [l name). For exampie, if you are John Dt
and you are DK, text | am Jahn Doe.

Mor e blswe




Tools to help disaster victims

get aid quickly

Problem:

Many NGOs are not local to the
disaster area and may not have
a good grasp of the geography
Place names are ambiguous

Solution:

on a map

* Find mentions of locations in the
text, match them to a
knowledge base, and plot them

Location
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Annotation from YODIE

A huge fire has engulfed a tower block in West
London. The fire broke out shortly before 1Tam on
Wednesday at Grenfell Tower in Latimer Road near
Notting Hill. The tower is at least 24 storeys high
and contains 120 apartments. 200 firefighters have
been tackling the blaze with 40 engines. A number
of people have been treated for a range of injuries
according to the fire brigade There have been
multiple reports of people trapped in the blaze.
These have not been confirmed by police or the fire
brigade. Streets around the tower have been sealed
off and recidents in ther hotices evactliated | ondon




30 injured In tube train crash

& Under review - m Kenny - 2 days ago - via Web V 4 mee

* How important and urgent is
the message?

* What actions need to be
taken?

Auto categories

W related, derailment, affected_individuals

More than 30 people were taken to hospital after a crowded Tube train crashed into a tunnel
wall, then hit the station platform, when it derailed in central London. Shocked passengers who
were on board the Central Line train spoke of flying glass, and panic as they discovered some
carriage doors were jammed shut. No-one was seriously injured. Fleets of ambulances
surrounded the exit to the station as a major emergency services operation swung into action
following the incident, which occurred at around 1.50pm on Saturday. A London Underground
spokeswoman said it was believed all 800 passengers had been taken off the train and
casualties had been taken to three nearby hospitals, but the Fire Brigade said crews were still
searching the scene.



CREES Google Sheets Add-on

Adding semantic information (from BabelNet) improves cross-lingual crisis

event classification
Notes

Text of request
Young nurse needing rescue!

Together we will rebuilt page - Celia Torres
Only have bank address from Twitter
#disabled lady is #stranded in #LeagueCity
#dickinsontexas #fineedrescue #help
#hurricaneharveyanimalrescue

Been trying numbers for hrs - busy signal. Elderly
couple desperately #NeedWaterRescue: 10202
Willowgrove, 77035. Near 5 Post Oak & W Belfort

Can't get through on the coast guard number
reported 2:19 pm CT

RELATED
non-related
related
non-related
related
non-related

related
non-related
non-related

related
non-related

non-related

EVENT

none
floods
none

floods
floods

floods
none
nona

floods
nonea

floods

INFO
sympathy_and_support
donations_and_volunteenng
sympathy _and_support
infrastructure_and_ utilities
other_useful_information

affected_individuals
sympathy_and_support
sympathy_and_suppor

other_useful_information
sympathy _and_support

affected_individuals



Understanding Social Media Behaviour: Intervention Strategies
for Social Media Environmental Campaigns

Based on Robinson’s

5 Doors Theory of a
Behaviour Change iﬁﬁ%ﬁ
* 9P
SATISFACTION ’ Feedback




Behaviour Analysis

e Users in different behavioural stages communicate differently

* We can map these to linguistic features to track behavioural change on social media

Pajarito

Our building needs 40% of all energy consumed in Switzerland!

{i

c
©
te) Desirability: Negative sentiment (expressing personal frustration-
< anger/sadness)
C
_9 . A -~
*§ = DJPajarito
'% 3 I'm so proud when | remember to save energy and | know
o .= however small it's helping
S ©

C

S Buzz: Positive sentiment (happiness/joy). I/we + present tense
Q
CB [ .
> = HotelPajarito
o H oammn i . .
> sgssasssg Joinustoday today to switch of a light for EH
N A B E saTas B E

0 W” e Invitation: Positive sentiment (happy) + use of vocatives
)



Social Media Campaign Recommendations

* Provide messages with very concrete suggestions on climate change actions
* Most users are in the desirability stage: they want to change but they don’t know how

* |dentify really engaged individuals and community leaders and involve them closely
* Few users in the invitation stage; most are organisations
e Exception is COP21 (a movement more oriented to act and change policy)
* The right person issuing the invitation is vital to its effectiveness

* Dedicate effort to engaging in discussions and providing direct feedback

 Communication in these campaigns generally functions as one-way broadcasting from the
organisations to the public

* Frequent and focused feedback can help build self-efficacy and nudge users in the
direction of change



But now the
flipside....

This is Bill.

Bill has lots of opinions about
different things. Bill knows that
other people have their own
opinions about things too.

Bill doesn’t think that everyone
else is wrong just because their
opinions aren't the same as his.
Bill is smart.

Be like Bill.



This Is Daphne Caruana Galizia.

Galizia was a journalist who helped lead
the Panama Papers exposée, which
showed that many rich people,

internationally, were keeping their
fortune in illegal offshore accounts.

None of them were punished for it.

After the story broke, assassin planted a
bomb in her car, killing her.

REMEMBER HER.



https://www.youtube.com/watch?v=oTGD1oxtgEs
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Twits, tw@ts and twaddle:
analysis of hate speech towards public figures

MAY CONTAIN
SWEARS
ACTUALLY, IT'S PRETTY LIKELY




On | N e a b use Maria Ressa scrotum-skinned, scrotum-looking,
* scrotum-minded, lives like a scrotum! You don't knoy
math! Like her master, Leni [Robredo]!

* Puts people off debating online

e Puts people off becoming %
politicians, journalists etc. %X{#WEE} | \

* Seems to be getting worse ' ATHOUSAND /

* Might be particularly bad for | i
particular groups (females, ethnic D\
minorities, LGBT etc)

"death threats"

_/

"Misogynist comments, ) " They were also calling for her to be
sexual abuse ... My My staff try not to let sexually assaulted, killed and even
children saw this" me go out alone “raped repeatedly to death "

— — —



Analysis of online abuse

no is being abused?
nNo is abusing them?

nat kind of people send abuse?

it getting worse?

ow do people respond to abuse? (victims/bystanders)

Oow can we prevent/mitigate it?

oW can we prevent it escalating (eg to offline abuse)?

ow do abusers avoid detection and how can we mitigate this?

W
W
e Whatis the abuse about?
W
S



Finding abusive terms

There are a lot of offensive words and

phrases that we can try to spot Threats
Obscene nouns @

God botherer
Racist and bigoted .
Uncivil language
language



|dentifying the right idiot

e Just mentioning the word “idiot” isn’t precise enough

o “I'm an idiot” — self-abusive

- “You idiot!” — abusive towards addressee

- “What kind of idiot would do that?” —ambiguous

o “They’re idiots” — abusive towards others

o “Donald Trump is an idiot” — directed towards a specific person



Abusive terms are often found in hashtags

@theresa_may If you legalise #foxhunting |
will fire an arrow through your face.
#promises #killthewitch

12:32 AM - 10 May 2017

@RanaAyyub Dont call urself Journalist, u insult the

#lournalist #HCommunity.. u r just a #Hypocrite
H#Fake #FakeNewsMedia #fcommunal #antihindu

#antinational..




Separating out hashtags can be tricky

#powergenitalia
#lesbocages
#molestationnursery
#teacherstalking
#therapist
#expertsexchange

And we also have to be careful about language
— what about #slagroom?

- e
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.
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=
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R e e R
e e
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POWERGEN ITALIA...




Methodology for Analysing Abuse

Collect all tweets to, from and about our targets (e.g. politicians,
journalists, footballers, etc.)

Annotate all the interesting information (who, what, when,
where) with our social media toolkit

Run an abuse classifier

Index all the information and apply sophisticated search

Build a dashboard to visualize the results of queries

Mixed methods approach to combine with contextual knowledge
and a manual deep dive into interesting cases



Analysing the data

theresa_may
jeremycorbyn
Borisjohnson
Sadigkhan
HackneyAbbott
Jeremy_Hunt
David_Cameron
timfarron
Ceorge_Osborne
Emily Thornberry
nick_clegg
Ed_Miliband
David Lammy
AngelaRayner
JamesCleverly
AmberRuddHR

cunt

idi ot

fuck off

YOur arse

Lwwal

prick

Mo ron

SCUIM
bitch

fuck you
coward

bastard
wanker
a cock

VOUE 255
kil

die
balls

dick

mu ppel
bellend

sCUMmbag
wilch

Cow

nonce

arsehole
relard

cretin

dickhead
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Iy :
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» Abuse differs in style when directed at men and women



Top abusive words directed at MPs
B Women

o Men




Quantifying online abuse directed at UK MPs

2015

e There was more
abuse in 2017

|

|
6.9%

of replies (3876 of
56350) received by
David_Cameron were
abusive

* Men got more abuse
than women

of replies (4893 of
52443) received by
Borisdohnson were
abusive

* Conservatives got
more than Labour




In the eye of the storm: presstitute

5 years of online abuse #dicks]acker
liars go to hell

e Using NLP, we analysed almost half a million scrotum face
Facebook and Twitter posts syestoshutdownrappler

e The most comprehensive assessment of online
violence against a prominent woman journalist

o Almost 60% of the attacks were designed to

undermine her professional credibility, frequently \ (i)
ATHOUSAND /

deploying disinformation tactics
e Over 40% of the attacks were personal
e Evidence of coordinated and orchestrated attacks

e Offline consequences: the enabling environment
for her persecution, prosecution and conviction




Characterising Abuse Against Women Journalists

ABC Australia
interview

Libel
verdict

150

Philippines tops
COVID chart

100

Tweets per week

50

Jan 2020 Mar 2020 May 2020 Jul 2020 Sept 2020

testicle gl 1t up chinese prosti . qjicker
putang ina mo fuck @mariaressa morons

gueen of fake news sereading lies

stupid liar  mother fucker ass @mariaressa
loser liars go to hell shut the fuck up douchebag

fakg neWS peddler faggot your ass cunt go to hell bitch clown
pathetic liar ugly @mariaressa  covidiot dumbass

ugly bitch go to hell coward i
mor full of shit
- “ Pty moron boang

fucking idiot il you . liar liar gy mp bitch shithole
I a rpiece of shit twat imbecile

ugly maria ressa ; Al “hol
IdiOt  ahole e cretin your ugly face stupid idiot
n

rot in hell
scun rd fu ching chong scrotum face

il @irars asshole turd fu .
stupid @mariaressa ass licker telling lies b|tCh motherfucker :
fuck off psycho dumb bastard  retard get lost you are stupid

fucking liar fucker |jars gaga @mariaressa NINCOMpPoop
grin shut your mouth liar bitch
fuck u bitch you are a criminal pants on fire

stop your nonsense stfu fake news q ueen

fuckin mariaressa
9@ your fake news fake news maker

scumbag




Top abusive terms in Facebook comments to Maria Ressa

idiot

shut up
presstitute

liar

liars

fuck you

go to hell
asshole

loser
yellowtard
coward |

milf

spreading lies
YyOur ass

get lost

bitch

imbecile

queen of fake news
yellowtards
fake news queen
fu

IOron

retarded

SCUM

your fake news

Abusive term

attacks on professional credibility
personal attacks:

— sexist, misogynistic and explicit abuse
— other

political

10 15

Percentage of occurrences



Topic cluster of comments on _
Maria Ressa’s Facebook page Lot Cy R

- A\ *
- s W b %
4
a 47 1 t/ —
“: Y¢ P’ \

Narratives

Attacks on Credibility 25% Aacks on | @ Du30 Spam <
Other Comments 22% > Credibility > < Personal Attacks <
‘Dilawan’ and Bias 15% | | 1 e A~ < ther Commants
Personal Attacks 14% i R, T\ B 77 A

Du30 Spam 8.1% \ , L

Drug War 5.6% 'Dilawan’ N

Marcos and Martial Law 4.2% > and Bias /4< Supn;l:;tafor <
Support for Maria 4.0% 21 -

" Marcos &
: Martial Law

> Drug War




Typical methods

® Key significant attacks appear to be orchestrated (with the use of fake and
bot accounts), and on occasion this has led Facebook to remove networks of
accounts identified as participating in what they call ‘coordinated inauthentic
behavior. However, the company’s response to the attacks on Ressa has been
wildly inconsistent and “woefully inadequate,” in her words.

Hashtags designed to encourage swarms of attackers and fuel ‘patriotic
trolling’ are frequently used, and sometimes include threats within them e.g.,
#ArrestMariaRessa.

® Memes and manipulated images are deployed to increase engagement with
the attacks on Ressa and avoid automated abuse detection tools.

® Doxxing (publishing private or personal identifying information) is used to
motivate Ressa’s online attackers to attack her offline as well.




Abuse and Disinformation

Hpresstitute

#HFakeNewsQueen

e Many people are distrustful of
journalists generally.

e Journalists often get accused of lying
or being bad at their job in order to
discredit them

“Carole Codswallop”

e Journalists who report on
disinformation get a lot of abuse

- » Marianna Spring &
@mariannaspring

lying bitch

.

After reporting first-hand on online conspiracy theories
about covid promoted at protests, | have been bombarded
with horrific abuse and threats.

| am very happy the BBC has a specialist disinformation
reporter investigating their impact. No-one should receive

this vitriol.

A few thousand? More like a
million you daft cow.

One day your children will resent
everything about you, the choices you
made and the choices that affected their
future and their friends. Hell awaits you.

Marianna | for one believe you should

lhavia tlha himnAaminAal Ar cAamrn An mAanaillklA
21:48
T O 7 O e—

@mariannaspring Your an arsepiece

By © /'O —
@mariannaspring And yet you punt them daily ya
fucking mutant

(Nice rack btw, put that on your news!)

9:02 AM - Apr 25, 2021

P J— |

You are a simple piece of sh*t who works
for a bigger sh*t! A simple licky-licky
slave! Ugly in and out disgusted!

You're a miserable cunt, get
laid.

UL e L U G o e e
Marianna, you're a traitor to your country.
M M 28 0

These traitors seem to not take to
account we all have firsthand experience
of who was on what side of history - the
traitors they are.

We will never forget.

®



Congratulations MARIA RESSA. Ikaw na ang reyna ng
Fake News.

Translate Tweaet

EHCONGRATuaTlc)Ns"T

— - from the 11 million .-mplu:a:p of ABS-C CBN.

o E!.-ur:atE._.a

2:08 PM - Jun 15, 2020 - Twitter for iPhone

102 Retweets 63 Quote Tweets 451 Likes



But many problems! _

f-a kureel.manoj
Y

Happ !
Vacant Bay °/

 Under the radar abuse (especially
manipulated images)

e Subtle gaslighting (targeted at credibility
and reputation, effect only seen over time

* Contextual references

* Correct identification of abuse target

@carolecadwalla @Nigel_Farage Dear
Arron Banks | am also sorry. Sorry you are a
slippery cunt.




Understanding the Escalation of Violence

of women journalists surveyed in a
recent UNESC-ICFJ survey said they
had been attacked or abused offline
in connection with online violence they
had experienced.

Now, we’re launching a research project to
develop an early warning system to help
detect, predict, and ultimately prevent
violence against women journalists.

0
o e
-. -—‘}

ziska Barzyck; UNESCO

stration credit: Fran

[T



Abuse against Rana Ayyub

* Analysed 13 million tweets sent over the last 2 years
e >44 000 blatantly abusive tweets

your fake news jerk — covidiot
psycho  Yyour ass thief "™ YU madarchod jgnorant

sssnoes DIOOdY panauti '9I0tS bulishit cowards
bastards Chutiy’a [pl'ESStltutes witch dumbass

fake news peddler wu |jgqr v e fekwe

ass raand

SCUM poki v - |
oosyimaar PN YYD O [t E coward
B i idiot fool MOron scumbag
b;;ta'?draml shut up kutte Piece of shit
bc stfu )
morons Ugly pathetic

retarded kutiya dirty dumb liers bltCh shitty ir‘wlie:;_:il-:e

iosers fUCK Off criminal loser Uk fu ' mc e ™"
spreading lies .. presstitute scammer
bhadwa Whore hag Shlt shithole puke S randl
retard damn asshole Crap tmkb S upid pakis
Shitting  prich fucking go to hell you are aliar

bloody hypocrite bakwas und gimwit You are lying  bloody cowards
choot fake news queen ; ~ bloody liar

all types of abuse




000

500

000

500

Racist ANALYSE TWEET @ Sexual ANALYSE TWEET
/3 Atmanirbhar Vi_rus*j L 4 g:mbule L 4
@susntaDR -
_ Replying to @RanaAyyub
Replying to @RanaAyyub Mocking indian products......ok ok | got
Shameless paki living here with managed it.....even ur D!ILDO is made in china......
Endian passport , ,
Must be printed on it..
8:01 AM - Jun 29, 2020 ©)
In the Name of Jihaad.....
AL A] Retweets '
Keep it up....up
7:54 AM - Jun 29, 2020 ©)

>40% of Rana’s tweets had at least
1 abusive reply

|
y 1#{1 ifw:,j }' l

1 '. !
R | g | N g‘ﬁj. RIE, I M I ', Ii!ﬂ J..lx [J'?' _[L_ - b |
| TR Yy Ti') | 'PMETRAY nmig "IYFy | ' PO PR T (U ¥ (I I TR

4 .
i i

Unique Tweets [ Retweets

! [
o A é ﬁIn. i el o :-fl'.!ﬁ.l'y’ké Y T m

Jan 2020 Apr 2020 Jul 2020 Oct 2020 Jan 2021 Apr 2021

Jul 2021 Oct 2021 Jan 2022



What Triggered the Abuse?

Tweet URL All Abusive % First Abusive
Replies Replies Abuse Reply

https://twitter.com/ghadaoueiss/status/14531

69069314789376 686 24 3.50% Th 28m 17s

https://twitter.com/ghadaoueiss/status/1 o

459620996089004035 216 13 2.52% | 14m14s

https://twitter.com/ghadaoueiss/status/1 368 19 326% 30m 36

46523955418144/686



https://demos.gate.ac.uk/fcdo/ghadaoueiss/
https://demos.gate.ac.uk/fcdo/ghadaoueiss/
https://demos.gate.ac.uk/fcdo/ghadaoueiss/

l TRANSLATE TWEET l

{0 Reputation TRANSLATE TWEET ANALYSE TWEET

Ghada Oueiss ous 542 & . 4
@ghadaoueiss - Follow

aS,> 9l Wiz il Cmidl G (s>15,8 259> halsug
ocl.u:[ p;:l.i)g a jl.zilb aiblabol wowly > as)

L) oswoiiy sl AngSuly ool aile> (o)udai 8 axliun
Ade s V 2> o8

wacly @l e a2uly wlisluell gl (sasS| i
gb>Vl oo angsloll AiegS>9 amas

2:17 AM - Oct 27, 2021 @®

¥ 338K & Copy link

® Reply

; Jyala Hlidiae

.

Ghada Oueiss o 5= 32 &
@ghadaoueiss

884 Following 1.05M Followers

@RE3yGSrsm1W75gu - Follow

Replying to @ghadaoueiss
.aacliq asdlio
> o0 U add Wige Sl > =) 29>
sl oS, lend puily S5 (08 juall od asllb aduc

Responses >Vl x,._SLJlg
4 AM - Oct 27, 2021 @
Filter by 30 Tweets Hashtags +H-
) ® Reply & i
TYPE OF ABUSE ¥* +H- cb
@ Sexual TRANSLATE TWEET ANALYSE TWEET Read L_L y —_—
@ Reputation T A g
@ Sexist fF M Dl eLll . - |
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How quickly do abusive replies get sent?

For Rana Ayyub, the first abusive reply often comes almost instantly
 Some occur within 2 seconds

* The majority occur within 3 minutes

e Strongly suggests these are co-ordinated attacks

300

20 25 30 35 40 45 50 55

Number of minutes until the first abusive reply



Edge Details

Co-reply network

ve' " and Ab**" co-replied abusively to 5 tweets of the target
Abused Tweets:

1296078111780429824,

1295618080312184832,

1306242809431642113,

1297424266602745856,

1297918447582498816

wnaT")

_-

abusively replied 10 87 tweets | .-
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What more can be done?

* Methods of attack are growing more sophisticated and evolving with
technology.

* They are also increasingly networked and fuelled by political actors.

* Need for responses to online violence to grow equally in
technological sophistication and collaborative coordination.

* Most women journalists do not report or make public the online
attacks they experience

* People are still reluctant to take online violence seriously.

* Failure of the internet communications companies - whose services
facilitate much of the abuse - to take effective action



Potential Indicators of Escalation to Offline
Harm

* Doxxing can lead to physical stalking & violence
e Death and rape threats

* Evidence of orchestrated attacks and disinformation e.g., large scale &
instantaneous pile-ons

» Targeted attacks or threats against family members
* Hashtags and trending narratives associated with abuse

* Potential for significant long-term psychological harm, e.g. gaslighting,
high volume abuse over a long time period



Challenges Ahead

How do we maintain the balance with freedom of speech and
online safety / integrity?

Accuracy of and bias in ML models for abuse detection
How can we detect the real subtleties of speech?

How can we work with social media platforms to ensure best
practices?

Many ethical issues around the use of personal information (e.g.
predicting individual characteristics)

Ensuring our own mental and physical safety



More info

GATE NLP toolkit http://gate.ac.uk
Our Social Media Analysis work https://gate-socmedia.group.shef.ac.uk/

Our studies of online abuse against journalists:
e The Chilling: Global Trends in Online Violence Against Women Journalists
 Maria Ressa: Fighting an Onslaught of Online Violence

EU projects studying misinformation
* WeVerify http://weverify.eu

« Vera.Al @veraai_eu
 EDMO Ireland Hub https://t.co/vMxExC5ASH @Ireland EDMO

Work supported by Unesco, the UK FCDO, and the European Union/EU under the Information
and Communication Technologies (ICT) theme of the 7th Framework and H2020
Programmes for R&D WeVerify (825297). vera.ai (101070093)


http://gate.ac.uk/
https://gate-socmedia.group.shef.ac.uk/
https://www.icfj.org/our-work/chilling-global-trends-online-violence-against-women-journalists
https://www.icfj.org/our-work/maria-ressa-big-data-analysis
http://weverify.eu/
https://t.co/vMxExC5ASH

Maria Ressa:
Fighting an Onslaught of

Online Violence
Global trendsin What More Can News . :
e Vil Organisations Do to

inst Combat Gendered
.agams .women Online Violence?
journalists

Research Discussion Paper

The Chilling:

Julie Posetti, Diana Maynard, and Kalina Bontcheva
With Dan Kevin Hapal and Dylan Salcedo

AUTHORS
Julie Posetti
and Nabeelah Shabbir

“ Intemational Center
for Journalists
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