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-Mikrosystem 
technology

-Integrated image
processingmethods

-Diagnosticsanddrug
developmentresearch

Fraunhofer Institute forApplied Information Technology

Life Science 
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Prof. Berlage

RiskManagement
Prof. Rose

-Data analyticsfor
financialimpract
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-Methodsandtoolsfor
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Prof. Buhl

-IT-assistedsolutionsfor
fundamental business
decisionprocesses

-Mathematicalsupport
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Prof. Prinz

-ICT technologies&
consultingfor
digitalization

-Interaction and 
visualizationconcepts

-Big data&mixedreality
-Intelligent mobility
-Digital Energy

User-Centered
Computing

Dr. Eisenhauer

-User-friendlycyber-
physicalsystemsfor
monitoring,
optimization&control
of IoTdevicesSysteme 
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-Smart  Factories, Smart 
Cities, Industrie 4.0
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Motivation –Changes in Electricity Supply
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*The sim
ulations are based on scenario B

 of the G
erm

an grid  developm
ent plan.

(PV) + (Wind) -(Consumption) =Residual Load

Most likely 
scenario for 2024
40% renewables*

High Share of Renewables

Most likely 
scenario for 2035 
80 % renewables*

100 MW

0 MW

-100 MW

50 MW

-50 MW

500 MW
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-500 MW

250 MW

-250 MW

Removal of large Power Plants

Increase of decentralized Energy Conversion
Integrated / Coupled Energy Systems

Flexibilities & Storage 

More Stakeholders and  Interactions

New Business Models / Markets

Increasing Demand of Digitization, Networking and Automation 

Past
Production follows Consumption

MoreStakeholdersandInteractions

Today
Unbalanced Production and 
Consumption

Integrated/CoupledEnergySyste

Future
Production decoupled from 
Consumption
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Motivation –Future Action Lines of the Energy System Transformation

1.Ensuring Reliability of Supply: 
Management of Renewables, Storages, Industry and Historical Grid 
Equipment 

2.Digitization & Automation: 
e.g. Integration of Information Technologies for Operation 

3.Cyber Security:
Key Technology for a successful Digitization of critical Infrastructures / 
Sectors

4.Planning & Operation of Energy Supply Systems:
Forward-looking development with Digital Twins  

5.New Business Models 
in changing Environments 
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Establishment of domain-spanning expertise of leading research institutions with their own laboratory infrastructure in the Rheinland:
"Deep knowledge of the energy sectorcombined with deep knowledge of cyber security,digitizationandfinancial management".
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„Fraunhofer-Center Digital Energy“ -Objectives and Concept
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Establishing an interdisciplinary, directly 
operational, trustworthy and independent 
cooperation under the Fraunhofer umbrella to 
promote IT security, digitization and financing of 
energy supply:

Energy Systems:EE @ RWTH Aachen University
Digitization:    Fraunhofer FIT 
IT-Security:Fraunhofer FKIE 
Business Models:      Fraunhofer FIT

Supporting services, organized close to the 
application:

Research & Development: 
New Technologies and Methods
Education & Training: 
Young Talents, Specialists and Managers
Test and Validation: 
Integration in real systems

Digital
Energy

Education & 
Training

Digital
Energy

Education& 
Training

Energy SystemsIT-Security

DigitizationBusiness 
Models
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Research Area „Digitization“ –Digital Technology Integration

Central challenge in ICT research and application for the coming decades is the 
comprehensive linking of data, algorithms, devices and people via networks and 
software in all areas of business and life.

Internet of Things, Big Data, Industry 4.0, Cyber-Physical Systems, ....

Key challenges focus on controllability of the resulting systems andstructures:

Dealing with complexity and heterogeneity 
(reliable software, architectures, middleware, usability, acceptance, ...)

Integration of innovative information technologies (e.g.: Blockchain, HPC, ...) 
in different industries and fields of application

Dealing with large, heterogeneous masses of data 
(big data analytics, visualization, machine learning, ...)
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Foto: Martin Braun

Energy consumption of Metro station PasseigdeGràciain Barcelona reduced by 5% 

(= 700 households) at ventilation shafts, lighting, escalators and lifts

SUSTAINABLE ENERGY MANAGEMENT
FOR UNDERGROUND STATION
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Provides data for the post processing 

and sensor-fusion. 

Links Sensor network data with the 

numerical model

Based on several local Sensor 

Models

Environmental Monitoring

©Fraunhofer FIT

SEAM4US–MODELLING

Predictive-adaptive Models
Estimate the future thermal and 

airflow conditions of the station 
on the basis of the past history, 
of the weather forecasts, of the 
occupancy predictions

Seam4Us models can learn from 
control history and adapt 
accordingly

Seam4Us developed a unique 
methodology for the 
development of embeddable 
predictive-adaptive models
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Dynamic Control of lights

Lower lighting levels 
during higher occupancy  

SEAM4US–CONTROLPOLICIES
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T8_CP0_Dyn_MaximizeSaving
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Reduction Potential

Baseline 
(Energy Audit)CP0: NormalCP1: MaxSavingCP2: MaxComfort

Loadcategories
Yearly

consumption
(MWh)

Role
Percentage

Yearly
consumption

(MWh)

Saving
Percentage

Yearly
consumption

(MWh)

Saving
Percentage

Yearly
consumption

(MWh)

Saving
Percentage

Lighting239.9140%187.6122%145.3939%203.9315%
Ventilation75.8113%50.7233%46.9338%48.6736%
Escalators37.346%25.1733%25.1733%25.1733%
Controlled
Energy353.0759%263.5025%217.4838%277.7721%

Demand Driven 
controllable 
equipment

128.7221%128.72128.72128.72

Out of Scope 
Equipment118.2520%118.25118.25118.25

Total 
consumption600.04510.4715%464.4523%524.7313%



©Fraunhofer FIT

Talk Outline

Motivation and Conceptof theDigital Synergie Center

Research Challenge Digitization–Seam4Us 

Research Challenge EnergySystems --PlaMES
Research Challenge IT Security --MEDIT

Research Challenge Business Models --Pebbles

Summary

15

©Fraunhofer FIT

PlaMES: Integrated Planningof Multi-EnergySystems (2019-2022)

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 863922.
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PlaMESTool

Expansion planning of distributed systems

Expansion planning of central systems

Transmissiongrid Energy supply 
structures

Energysupply 
structures

GHG EmissionLimits

PoliticalRestrictions

Known/PlannedGen. 
Expansion

Known/PlannedGrid
Expansion

FuelPrices

EnergyDemandsper 
Sector

Future Tech.-
Parameters

Meteorological
Conditions

Fixed
Param

eters

U
ncertain

Param
eters

Expan
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PlaMESTool

Expansion planning of distributed systems

Expansion planning of central systems

Transmissiongrid Energy supply 
structures

Energysupply 
structures

Investmentdecision
(per TG-node):

Centralpower plants
Renewableenergies
Flexibilities(P2H, P2G,…)

System Operation
Market Simulation
Unit Commitment

Restrictions
Power Plant constraints
Central energybalance

Investment decision
(per DG-node): 

Localisationofrenewable
energiesandflexibilities
Representativesizingof
single-units

System Operation
Predefinedbymarketsim.

Restrictions
Expansion potentials
Decentralenergybalance

Investment decision(EHV)
Transmission lines
Power Flow Controlling 
Devices
GridFlexibilities

System Operation
GridOperation
Redispatch

Restrictions
DC-Power Flow
…

Investment decision
(Distribution GridLevel): 

Distribution Line / Station 
Expansion

System Operation
Gridoperation
Congestionmanagement

Restrictions
Power Flow
…

Central EnergySupply Structure

DecentralEnergySupply Structure

Transmission grid

Distribution Grid
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Future Energy
Information Networks

•Whatinformationflows?
•Interplay Energy& ICT-

Network?
•Data trafficduringlossof 

energynetworkstability?

SpecializedIT-Security 
Technologies

•Howtostructuredomain-
specificintrusiondetection
methods?

•Whichreactionsare
adequateandfeasible?

•Howtoeliminate/prevent
securityrisks?

Validate& Test IT-
Security 

•Requirementsdueto
interactionwithnetwork
operations?

•HowtotestnewIT security
conceptsandtechnologies
realistically?

IT Security ChallengesinEnergyNetworks

19

Impact of IT Attacksand 
Outages

•Whichpotential scenarios
willexist?

•Howdotheyinfluence
energyprovisionsafetyand
systemstability?

Fotos: M
artin B

raun
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Partner

Ziele

DevelopICT-Monitoring and Intrusion Detection
systemsforprocessdata
Guidelinesandtrainingcenterforhuman Incident 
Response Teams
Study specialactorsecurityrequirements(Network
operators,virtualpower plants,measurement
stationoperators, …)

M
ethodik

Constructdevelopmentenvironment(link co-
simulation ofenergynetworksand IT networksto
real physicalinfrastructure)

DevelopITsecuritytoolsandvalidatein real 
environments

Conductverificationandfieldtests Power System Simulation

Co-Simulator Management

ICT Network Simulation CTNtkSilti

DER 
Control

RTU

SMGW

IED

DER 
Control

DER 
Control

DER 
Control

SMGW

S

IED

DER 
Control

DER 
Control

IED

IEDIED

DER
Cont

ging
ing

API

MEDIT 
Methodsforenergynetworkactorstoprevent,detect,reacttoITattacksof failures
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Research Area „Business Models” for Digitizations
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Digital Disruption
Replacement of existing 
technologies, products or 
services by digital 
innovations

Goal: To unlock the 
economic potential of new 
information technologies

Example: Change in the energy 
industry due to blockchaintechnology

Digital Business
Development and evaluation of innovative business models under consideration of:

Opportunities and risks of current technical and economic framework conditions and changes 
Effects on the entire company against the background of digitization.

Example: Sharing Economy in the area of energy and mobility

Digital Transformation
Scientific consulting, 
conceptual design and 
implementation support

Derivation of economically 
sensible and technically 
and organizationally 
feasible transformation 
paths.

Example: Flexibility of energy demand 
through end-to-end IT systems

DIGITAL BUSINESS

DIGITAL 
DIS-

RUPTION

DIGITAL 
TRANSFOR-

MATION

VALUE DRIVERS: CUSTOMERS

ChancesRisks

© Fraunhofer FIT
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Pebbles: Blockchain-Based Local Energy Markets (LEM)

Conceptualization and 
development of LEM

Conceptualization and 
development of grid 
services

Development of 
softwareand 
hardware

Identification and evaluation of new business models

Analysis of the legal-regulatory framework

Conceptualization and 
development of the 
interfaceswith centralized 
markets & DSO

Field tests

http://wetter.bild.de

Cloud 
participant 

1
Cloud 

participant 
2

Cloud 
participant 

3 prosumers

Commercial & 
services 
sector

Energy 
campus

Virtual 
participan

ts

supplierDSO

Virtual 
power 
plant
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Situation

DSO facesvoltageproblems,
mainlyin thelowvoltagegrid
OnlyDSO knowsthegridstate,
gridtopologyandconnection
power ofcustomers
Objective:motivatelocal
energymarketto a grid-friendly
trading

Idea
Reactto voltageproblemswith
grid-orientedpriceincentives
The gridpriceincentiveis 
consideredin themarket-
matchingmechanism

Pebbles:GridServices (I)
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Voltage-dependentgridservices

Voltagein LV gridssubjectto 
lowerandupperboundaries

Every phase‘svoltagemeasured
at theconnectionpointofeach
market-participant

ByusinghistoricaldataEMS 
predictsvoltagelevels

DSO definesgridfeesforvoltage
rangesconsideringgrid
operationfactors

The customer‘ssoftwareagentis 
ableto optimizeitsresidual load
profileconsideringthegridfees

Pebbles:GridServices (II)

©Fraunhofer FIT

PebblesSimulation Framework

Cloud 
Participant

Objectives&premises

Efficient energy allocation at 
local level

Transaction object:Discrete
energyproducts
Individualized forecasts for 
generation & load available
LEM determines allocation 
and prices
Residuum is processed via 
back-up instances

0246810121416182022
-100

-50

0

50
Messwerte

Prognose

Market Design & Participicants

Optimize against the market on 
the basis of their electrical 
behavior and flexibility

Place bids
Quantity

bids

Price 
settlements

Price-Quantity-
Bids

Price settlements
bycoordinator

Volume 
Optimizationby

Participants
Evaluation of

Residuum

Determination of-
coefficients

Winner Determination 
Problem (MILP) Combinatorial 

optimization model

Solution complexity 
depending on the 

number of 
participants
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SynErgie–National 10-Year Strategic Project withover
60% of German industrialenergyusage

Seite 28

Makeenergy-intensive processesmoreflexible
Synchronizethedemandof energy-intensive industrialprocesseswiththevolatile 
characterof renewableenergies.

ProductionprocessesPlatformforenergy
synchronization

Market & electricity
systemevolution

Analyzeand developenergy-
flexible productionprocesses
Buildplatformsforflexibility-
releantindustialdata
Developoptimizationservices
forusingand selling
flexibility
Industrytestingof the
developedsolutions

Evolutionarymigrationpath
and decisionsupportsystems
foruserindustries
Identifyneededregulation
changes
Analyzeand design newrules
forthemarketdesign 2030-
2050fortheemerging
solutions

Networking diverse actors
such asnetworkoperators
and usercompanies
Real-worldtestin model
region
Co-evolution of themodel
regionunderparticipationof 
all stakeholders
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Summary of Research Themes
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Fraunhofer-Center „Digital Energy“

Energy Systems

Business Models

Digital Technologies and IT-Security

•Blockchain•Communication 
Infrastructures•Data Science

Computer Science

Energy

Business

Education and TrainingTesting and Validation Research and
Development

•Enterprise 
Transformation

•Value-Oriented 
Management

•Integrated Yield & Risk 
Management

•Innovation & Process 
Management

•Energy-Information-
Systems

•Sector 
Coupling •Digital Twins•IT-Security

•Super-
Computing

•IT –Security 
Technologies

•Control 
Technology

©Fraunhofer FIT

More Information on www.digitale-energie.fraunhofer.de

30

Digital
Energy

IT Security 
Technologies

Disaster Response & 
Recovery

Automation

Data Management 
and Visualization

Planning & Operation

Energy Markets & 
Sector Coupling

Distribution Grids

Energy Information 
Networks

Integration in 
Laboratories  / 
Distribution Grid 

Model Verification

Penetration Testing

Certification

Local Energy Platforms

Coupled Energy and 
Information Networks

Parallel and 
Distributed 
Simulations

Real-Time 
Simulation Systems

Cyber-Physical-System

Energy Information Systems and IT Security

Research&
Development

Infrastructure 
& Tools

Fotos: Martin Braun


