












































































Computation integrity – 1

• Data processing may be performed by non trustworthy providers

• Need mechanisms that provide integrity for computation results:

◦ correctness: computed on genuine data

◦ completeness: computed on the whole data collection

◦ freshness: computed on the most recent version of the data
1

1
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Computation integrity – 2

• Deterministic solutions based on a data structure (e.g., signature
chains, Merkle hash trees, skip lists), need knowledge of the
workload

• Probabilistic solutions based on dynamic insertion of control
information:

◦ sentinels: fake tasks for which result is known

◦ data job replication: replicated tasks to check consistency in the
result
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Integrity checks

• Integrity control for distributed ML (e.g., classification) jobs

• Distribute job execution (e.g., classification tasks) to workers

Inject pre-computed jobs (sentinels) and replicated jobs (twins)

how should sentinels be distributed in the class?

better more twin pairs or more replicas of the same job?

how many sentinels and twins for achieving a given guarantee?
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Sentinels

• Signal violation if job is omitted AND the returned result is wrong
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Sentinels

• Signal violation if job is omitted AND the returned result is wrong

• Lazy worker most convenient guessing
strategy:

◦ always return one class
ideally, the most frequent for sentinels

Which client distribution strategy for
sentinels into classes is better?
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inverse of genuine data distribution

uniform distribution
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Sentinels

• Signal violation if job is omitted AND the returned result is wrong

• Lazy worker most convenient guessing
strategy:

◦ always return one class
ideally, the most frequent for sentinels

• Which client distribution strategy for
sentinels into classes is better?

◦ genuine data distribution

◦ inverse of genuine data distribution

◦ uniform distribution
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Twins

• Signals violation if results are in disagreement

• Better to use more twin sets or a higher replication factor?
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Twins

• Signals violation if results are in disagreement

• Better to use more twin sets or a higher replication factor?

• The probability of an omission
going undetected decreases:

◦ exponentially with twin sets
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Twins

• Signals violation if results are in disagreement

• Better to use more twin sets or a higher replication factor?

• The probability of an omission
going undetected decreases:
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• Better use one replica and a higher number of twin sets
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Effectiveness of twins

• Twins are more (roughly twice) effective than sentinels

• Twins lose their effectiveness with:
◦ highly skewed data distribution: high probability of correct guess
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Effectiveness of twins

• Twins are more (roughly twice) effective than sentinels

• Twins lose their effectiveness with:
◦ highly skewed data distribution: high probability of correct guess
◦ extreme omissions: high probability of omitting pairs of twins

0

0.2

0.4

0.6

0.8

1

0 0.25 0.50 0.75 1

p
_
u
n
d
e
te
c
te
d

omissions

l=4
l=7
l=10

SECrypt 2026, July 16th, Porto 41/45



Combining sentinels and twins

• The number of sentinels/twin sets depends on the threshold on
the probability of omissions going undetected

◦ the lower the probability, the higher the number of control jobs

• Twins or sentinels?
◦ sentinels if Pmax > 1

2 · (1 + 1
c )

◦ twins (and a handful of sentinels
to detect extreme omissions)
otherwise
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Open issues

• Support for different ML/AI tasks

• Support for non-deterministic tasks

• Collusion among workers

• Identification of lazy/malicious workers

• Different trust assumptions, possibly evolving over time, on
workers

• Generation of unrecognizable sentinels
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