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ERCIM Threats with daily reminder

European Research Consortium
for Informatics and Mathematics

1 société sur 2 ?

Il s'agit du nombre de sociétés victimes de
cyberattague en france en 2021

Cybersécunié en enfreprisze CESIN 2022

50 000€, c’est le colit médian d’'une cyberattaque avec pour
conséquences :
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Political Pressure:
The EU

MUST DO
something about it!
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ERCIM  Join 2020/18 Cybersecurity Strategy

European Res
flfrncsdl'v‘lhmcs

* Transport, energy and health, telecommunications,
finance, security, democratic processes, space and
defence are heavily reliant on network and

information systems that are increasingly
interconnected.

* Threat on Critical Infrastructure
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ERCIM Errors in Security

European Research Consortium
for Informatics and Mathematics

A CRYPTO NERD'S| WHAT WOULD |
i |ﬁH31NﬂT|i:’M: I 1 P.':WALL‘T I-'IH'FP'EHI.I

HIS LAPTOR'S ENCRYPTED. HIS LAPTOP'S ENCRYPTED.

LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
c:.umn To CRACK \T. THIS $5 WRENCH UNTIL
EWL PLF'uH
1S FOILED! ™~

https://xkcd.com/538/ \R
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ERCIM How we imagine we do

European Research Consortium
for Informatics and Mathematics

CC bysa 2.5 Holotone at English Wikipedia

By elconomeno@email.com

SECRYPT 2023 7 of 35



https://en.wikipedia.org/wiki/User:Holotone

How we actually do

European Research Consortium
for Informatics and Mathematics
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ERCIM  EU covers us with Regulation

Data
Regulations




ERCIM The most important:

* Cybersecurity Act (CSA) 2019/881/EU
* Proposed NIS2 — Directive 2020/823/COM

* Cyber resilience Act (CRA) 2022/454/COM
* Revision of e|DAS
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http://data.europa.eu/eli/reg/2019/881/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0823
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0454
http://www.europarl.europa.eu/RegData/etudes/BRIE/2022/699491/EPRS_BRI(2022)699491_EN.pdf

ERCIM Wide range of national legal acts

fnlfmcsdl'v‘lhmm

* Telecommunications * Adressing

* Energy — Administration!!

e Water — Critical infrastructure

— Now also the private

* National cybersecurity sector

structures/schemes
~ (BSI,ANSSI, ACN)
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How to get from
Regulation
to
Security?

Or how to deflect responsibility & difficulties to find consensus
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. Creating an

i dhd . administrative Framework
for Security management

on a governmental level

EU Level A National Level :

Cybersecurity Cybersecurity
- Strategy f - Strategy '
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ERCIM

European Research Consortium
for Informatics and Mathematics

Process
Art. 46-65
CSA

SECRYPT 2023

Opinion

Request for a European
Cybersecurity
Certification Scheme

Advice

Advice

Candidate
Scheme

Assessment

Scheme Drafting

(429

Public

Consultation

;
a8

Opinion

Candidate
Scheme

Legend

Preparation of a Union Rolling
Work Programme

@ Request to prepare a candidate
cybersecurity certifications scheme

@ Preparation of a candidate
cybersecurity certification scheme

Transmission and adoption
of a candidate cybersecurity
certification scheme

3 Schemes under development:

(1) o Fi

EUSG EUCS EUCC

European
Cybersecurity
Certification
Scheme

Draft
Implementing Act
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ERCIM  Current certification schemes

S
CS

* The European Cybersecurity Certification Scheme
(EUCCQ)

* The European Certification Scheme for Cloud
Services (EUCS)

* The European Cybersecurity Certification Scheme
for 5G (EU5G)
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European Cybersecurity
ERCIM Certification Scheme (EUCCQC)

. Responsible: ENISA, Confirmation by EC via delegated
ACT (not yet)

* Can develop on demand of European Cybersecurity
Certification Group (ECCG)

* Must develop on demand of the EC

* Art. 50 CSA: ENISA must provide a dedicated website for

certification
(https://certification.enisa.europa.eu )

SECRYPT 2023 16 of 35
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https://certification.enisa.europa.eu/

M EUCC

for Informatics and Mathematics

e Meta: A Schema for Certification schemes based on
Common Criteria (280 pages)

* Assurance level defined in CSA (Art.52, basic, substantial,
high)

* Matrix of criteria (AVA_VAN.|-5) mapping to those levels

* The EUCC Scheme shall not allow for conformity self-
assessments.
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ERCIM

European Research Consortium
for Informatics and Mathematics

Example
Patchmanagement

Figure 1: Patch management process

Developer details
Patching Process using
relevant SAR units

Developer Details
TOE Definition

Defines TOE Boundary within
Security Target ASE_INT

Security Target Defines a
unique identifier for TOE and
Outside of the TOE ASE_INT

Developer Details Patching
mechanisms using the relevant
SAR work units

SECRYPT 2023 Developer ITSEF

ITSEF verifies that the
developer matches the claims
made according to relevant
SAR units

ITSEF verifies that TOE is
correctly isolated from the
outside and that thereis a

unique identifiers for the TOE
and the outside of the TOE

ITSEF verifies and tests
the strength of
the patching functionality

CcB

Report delivered to CB

Certificate issued including
agreed TOE boundary, patching
mechanism and patch process
of the developer



ERCIM Examples from EUCS

fnlfm-::dehmm

* Use standards compliant to 1025/2012/EU
- ISO and ESOs (ETSI/CEN/CENELEC)
— Fortunately RFC8446 (TLS)was recognized here

— It is funny to see that the Commission Decision did not
mention a version

* Format still in review

— Machine readable!?
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http://data.europa.eu/eli/reg/2012/1025/oj
https://single-market-economy.ec.europa.eu/single-market/european-standards/ict-standardisation_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017D0168

ﬁ"

ERCIM  Presumption of conformance

European Res
flfrncsdl'v‘lhmcs

* Certification scheme has requirements

\\

* Requirements can be measured
e Results can be testified and secured
e Also serves as a conformance how to

* Conformance as a major vector for market
policing (see CRA)
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ERCIM Certification is

rch Consortium
folfmt-::s thhmtm

* Expensive
(Ok, security researchers can make money)

* Burdensome The new US-EU

. . Privacy Framework is out
* Time consuming '

and
e A pain requires
CERTIFICATION
Automation is key! We need data!
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https://commission.europa.eu/document/fa09cbad-dd7d-4684-ae60-be03fcb0fddf_en

e

ERCIM And all | got was a bumper sticker

European Research Consortium
for Informatics and Mathematics

OVERARCHING .
ECCE LABEL ~—{r Elements to be added for the EUCC scheme:
1. EUCC logo
2. OR code {link) to Enlsa ECCF website
3. CSA assurance level (substantial - high)
Deiio Lakiel 4. ‘._-’ulnerabiliw Eualuat_im? Level [AVA *_mm
5. Sentence: “certified In European Union”
ECCF Logo * EUCC Logo *
Certified in the European Union  « ECCF Enisa website

L

C5A - Assurance Level
(substantial / high)

Vulnerability Evaluation Level
AVA VAN

* Logo and rules for its usage to be developed by the entity that registers the respective logo.
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. The Cost of Reading Privacy Policies
ERCIM Aleccia M. McDonald 2008

for Informatics and Mathematics

* Calculations: 76 days per person for reading privacy policies

* Test on 75 of the most popular websites ~ 2514 words per policy

; *-i'_f}n_-f..m

L3

Reading rate: 250 words per minute

Resulting in an average of 10 minute per
policy plus 6 minute comprehension

Average unique sites visited: 1462 sites

McDonald calculated a cost of $$781 billio
for the US

* This was for web, not for big data or loT
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RCIM Automation needs data
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* We have data
* We need to share data

* We need to secure data

* We need agreed security
semantics

- * We need Al to produce

the outcome
SECRYPT 2023 24 of 35




We also need secured semantics

uropean Research Consortium
Infi ti

SubClassOf

Submas.a{}f

Subﬂimm\ .

SubClassOf

Web of Things (WoT) Security Ontology
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https://www.w3.org/2019/wot/security

EIM Matching semantics to ambient
ot costlsamt it info rmation we h ave d nyway

Semantic
Use intrusion detection Process
mechanisms? Register
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ERCIM Automation

European Research Consortium
for Informatics and Mathematics

Compliance
Notification
Stream
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Does a seal
(certification)
Increase
Security!

By EFF cc-by 3.0
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RCIM Clubbing Seals

* TomVan Goethem, Frank Piessens, Wouter Joosen,
Nick Nikiforakis 2014

* Testing the security of webshops that have a seal
* Some shortcomings in the data analyzed

* Recklessly stealing from Nick’s presentation
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Amazon Fashion  Waomen

ﬁ"‘ 1-18 of 2,011 resulls for Clothing, Shees & Jewelry : Novelty, Costumes & More : “alice In wondarland
 Any Degariment

A
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ERCIM

European Research Consortium
for Informatics and Mathematics
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Security Mechanism

HSTS

Secure Cookies

SSL Stripping

X-Frame Options

HttpOnly Cookies

Content-Security-Policy

Anti-CSRF tokens

X-Content-Type-Options

iframe sandbox

SECRYPT 2023

Sites w/

Sites
w/o Seal

Significantly
different

(0.06)
(0.99)
(0.02)

(<0.01)

(NA)
(<0.01)
(NA)
(0.37)




ERCIM Addionally: Attack vectors

European Research Consortium
for Informatics and Mathematics

* Security seals are part of an attacker's toolset

— Attacker can evaluate if seal covers vulnerability
— Tested sites only fixed things on the list

— Search for the seal that does not cover vulnerability

* Improve phishing campaigns

SECRYPT 2023




ERCIM

European Research Consortium
for Informatics and Mathematics

Should we
oppose
Certification!

Abdoucondorcet, CC BY-SA 4.0 <https://creativecommons.org/licenses/by-sa/4.0>, via Wikimedia Commons

SECRYPT 2023
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ERCIM  There is the human aspect!

search Consortium
for Informatics and Mathematics

* Certificaton helps to
think about all aspects

INTHICORNER V& HAVE P
W FIREWALLS, ENCRYPTION,

\ L ANT‘V‘RU(’ %TWAREIETC-
“a /1 ADN TH CORNER,
| Wi HAvE DAV // R

* Certification is a
process, hot a goal

* Automation helps
against bureaucracy
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ERCIV

E um
for Informatics and Mathematics

Z

Thank you

rigo.wenning@ercim.eu

@rigo@mamot.fr
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