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Telco Landscape
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The New Reality - AI Agents & Multicloud Everywhere

• SDN / NFV / Multicloud era 
– On-demand
– Customers diversify
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• AI agents
– New Telco customers
– Machine speed

• Traditional Telco 
– Long-lived services
– Loyal customers

Hardware 
construct

Software 
construct

Data 
construct
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Challenges

Trust: Explainability
Familiar in Telco (CLI vs Model Driven)

360 observability → Situational awareness

Mindset Shift
Mastering complexity

Reasoning 
Hallucination

Orphan Agents

Intent Verification
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Telco concerns and standards

Example: A2A

Agent Portability
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Autonomous Networks

5



MODELSWARD 2026

Objectives of Autonomous Networks (TMF)
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Self-Planning Self-Ordering Self-Organizing Self-Governing Self-Healing Self-Optimizing

Network 
Operations 
Perspective

Self-Servicing Self-Fulfilling Self-Assuring
Services 

Perspective

Operational 
Capabilities

Zero-Touch Zero-Wait Zero-Trouble
Customer 

Perspective

Customer Experience 
Value PropositionZero-Friction

Improve Cost 
Structure

Increase Asset 
Utilization

Expand Revenue 
Opportunities

Customer 
Perspective

Business Drivers

Enhance 
Customer Value

Increase 
Efficiency

Grow 
Revenue

Reduce Risk
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TMF Autonomous Networks Pillars
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AD7
AD6

AD5AD1 AD2

AD3

AD4

Resource Layer

Service Layer

Business Layer

Atomic AD

Composite AD

Intent

• Vendor agnostic
• Technology agnostic 

(where possible)



MODELSWARD 2026

Journey towards Maturity - Data Oriented
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3

1

4

Data

Information

Knowledge

2

Wisdom

What

Why

How

• How to address? 
– Prescriptive AI
– Reinforcement Learning
– Automated Decision-Making
– Optimal Action Generation

• What is happening?
– Anomaly Detection
– Event Correlation
– Contextualization
– Pattern Detection

• Why is this happening?
– Root Cause Analysis
– Causal AI
– Knowledge Graphs
– Pattern Recognition

• Monitor Data
– Telemetry
– Logs & Metrics
– Alarms & Events
– Network Traces
– Configuration Data
– Customer Experience

Monitor
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AIOps and TMF AN maturity levels
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Journey towards Maturity - Functional - Role of AI

Evolution of Functionality Automation
• AI for choice making
• AI for reasoning
• AI for proper closed-loop control
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AI-Driven Choice Making 

11

● Prescriptive functions/ policies 
in a pool 

● Intent to formal declarative 
language

Knowledge

Analyze Plan

ExecuteMonitor

AM

P
E

D

Intent Declarative Policy Policy Tree Deploy Assure
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Policy Tree

 

 

● Form policy trees
● Build execution workflows
● UofT collaboration
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Journey towards Maturity - Human
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Gradual removal of human engagement

• L0 - Full Manual

• L1 -  Assisted operations

• L2 - Partial Autonomous Operations

• L3 - Conditional Autonomous Networks

• L4 - High Autonomous Networks

• Full Autonomous Networks
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Three Layer Logical View
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Intelligence Layer Analysis, Decision (Plan) block (may change), Agents in action

Ontology Layer Causal correlation / knowledge graph, logical representation, MCP …

Data Layer Ingestion, cleaning, aggregation (currently no AI, may change)

Critical: Impact radius of events
Foundational for Autonomous Networks Operations
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Network Digital Twin - History

14



MODELSWARD 2026

Network Digital Twin Functions

Impact Radius
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Network / Service / traffic InsightsNetwork / Service / Demand Topology

Network Digital Twin (Common Service)

Spatio/Temporal Causal Ontology Layer

(t-1) (t)

What if Optimization Intent Verification Anomaly Detection RCA

Intent Verification
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What is Different?
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Anomaly Detection
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Traditional  - Trend oriented AI Agent Age - Normal changes

• Check historical trend

• Establish normal

• Monitor data

• Identify deviation from normal

• Hidden assumption: there is 
fixed (seasonal) trend

• COVID time example

• AI Agents - no fixed logic

• Trends change

• Hard to find seasonality
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Checklist Manifesto - Does it work in AIOps?
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Test in Traditional Ops vs AIOps + CI/CD vs CI/CD/CT
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Incident & Problem Management: Traditional Ops vs AIOps
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Threat Landscape & Autonomy

21



MODELSWARD 2026

Why Telcos Are Prime Targets?
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How AI Changes the Attacker’s Playbook
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Autonomy Matches Adversarial Scale
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Adversarial AI

Transport

Millions of 

Millions of 
Decisions per Sec 

Atta
cks per S

ec
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New Perspective
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LLM is not Enough - New Directions
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David Ha and Jürgen Schmidhuber

Yann LeCun

Thousand Brains TheoryWorld Models Theory

Vernon Mountcastle /  Jeff Hawkins
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Final Words
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Call for Actions

Massive Scale of Agents

Model to Architecture
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Agent Portability

Open Source - Vendor

Agent to Agent

Compatibility

Guardrails

Checklists?

New Normal

Trend?
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