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Evolution of complexity 
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Motorola DynaTAC 
April 1973

Apple iPhone 17 
September 2025

Ferrari D50
Fangio’s 1956 Silverstone Grand Prix winner

Ferrari SF-25 
Formula 1 World Championship (Leclerc / Hamilton)



Industry 4.0
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} Re-shaping the way machines, processes and systems operate

intelligent, digital and 
connected automation!

Source: https://www.momenta.one/industry5.0 

https://www.momenta.one/industry5.0


Realizing Industry 4.0
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Internet of 
Things

Artificial 
Intelligence

analyze and extract 
value and knowledgeCollection and transmission of:

• (volume) huge amount of data
• (variety) heterogeneous data 

sources
• (velocity) real-time collected and 

managed

descriptive diagnosis prediction preventive

What is 
happening?

Which action to 
be performed?

What will 
happen?

What 
happened?

optimization

How can the system 
perform better?

CPS as the backbone platform to realize Industry 4.0 applications 
complemented with emergent digital technologies



Cyber-Physical Systems
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} High decision capability at two levels:
} autonomous with self-decision processes

} collaborative with decision processes based in negotiation

} Tight combination of computational and 
physical elements

} Distributed network manner

} Interaction to reach a common goal

} Intelligent, dynamic and adaptive systems, characterized by:

} Forming Systems of Systems (SoS)
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What is an agent?
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} Not a unique nor consensual definition!

[Ferber, 1995]
“A physical or virtual entity which: (1) is capable of acting 
in an environment, (2) can communicate directly with 
other agents, (3) has autonomous behaviour, (4) has only 
a partial representation of this environment, (5) may be 
able to reproduce itself, and (6) possesses skills and can 
offer services.”

[Russel and Norvig, 1995]:
“As something autonomous that perceives and acts in an 
environment, being its choice depends on its own experience 
rather than on knowledge of the environment.”

[Wooldridge and Jennings, 1995]:
“An encapsulated computer system that is situated in some 
environment, and that is capable of flexible, autonomous action 
in that environment in order to meet its design objectives.”

Source: Russel and Norvig 1995

[Leitao, 2009]:
“Autonomous component that represents physical 
or logical objects in the system, capable to act to 
achieve its goals and to interact with other agents 
when it does not possess enough knowledge and 

skills to reach alone its objectives.”

Source: https://doi.org/10.1016/j.engappai.2008.09.005 

https://doi.org/10.1016/j.engappai.2008.09.005


Main characteristics (properties)
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} Autonomy (capability to perform their own decisions)

} Cooperation (ability to cooperate with other agents to achieve a 
desired goal)

} Other characteristics [Wooldridge and Jennings, 1995]:
} Reactivity: perception of the environment and quick response to changes

} Proactivity: able to take the initiative

} Social capabilities: able to interact with other agents (and possibly humans) via a 
communication language.

} Other properties: mobility, intelligence, learning, truth, …



Agent typologies: Reactive versus Deliberative
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Deliberative Reactive
reasoning reflexive

speed of response

predictive capabilities

dependence on complete model

• Goal-oriented behavior 
• Requires full knowledge of the 

environment
• Frequent updating of the model 
• Optimized solutions
• Slow reaction to change & uncertainty

• Stimulus-response operation
• Incapable of foreseeing the future 

(no memory)
• Robust, fault-tolerant and fast 

response to unforeseen situations
• Non-optimized solutions
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} Rare applications consider agents in an isolated manner

} Work with other agents to solve complex problems

Society of autonomous agents representing the system objects, capable 
of interacting to achieve their individual goals when they have not enough 

knowledge and/or skills to achieve their objectives individually

From an agent to a Multi-agent System

} Infrastructure to distribute intelligence, implementing large-scale CPS

} System behavior emerges from the interaction among agents allowing to 
reach self-organization on-the-fly



MAS working in practice
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local scope

Individual local behaviour

Global function emerges from 
interaction among entities

Society of intelligent autonomous 
and cooperative entities

Modularity and 
reconfiguration is easy!

Each agent has a set a skills and 
local knowledge (myopia)



Other examples
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Book seller-buyer problem
} Some entities are selling books and others 

are buying books
} Sellers sell at least one book and have a 

price for each one
} Buyers want to buy books spending the less 

money as possible 
buyer 
agent

seller 
agent

seller 
agent

buyer 
agent

seller 
agent

Origins of species
Price: 58
…

Animals farm
Price: 40
…

Origins of species
Price: 78
…

} Agents use the CNP protocol to 
support the negotiation between them

Collision avoidance problem
} Some entities (cars, ships, flights, etc.) are 

moving with the possibility of colliding 
each other

} Agents need to collaborate, negotiate 
and synchronise their actions to avoid 
collision
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Emergence and self-organization

} Supports collective intelligence towards emergence and self-organisation
} Complexity comes from:

} Non-linear interactions among components involving amplification and cooperation

} Achieved behavior is more complex than the individuals from which they emerge

} Sensitivity to initial conditions (butterfly effect)

} Some challenges:

How to assure the proper 
system behaviour and self-

organization?

How to ensure that only 
desired behaviours and 
properties will emerge?

Which inter-organization 
collaboration relationships 

will emerge?

How to control the system 
nervousness?

How such systems are 
created, maintained and 

evolve?

How to adapt the emergent 
behavior using learning?



Example of MAS in practice
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} System comprising a sequence of modular conveyors

} Individual conveyor comprises:
} 1 motor

} 2 light sensors

How to implement the control system?

} Objective: transfer a part from an input to an output location
} C1 only stops when the part arrives to S1

} C2 starts when the part arrives to S0
S0

S1

C1 C2



Using the traditional solution
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} Use a centralized logical control approach

} Programmed using IEC 61131-3 running in a PLC

C D} Simple to program

} Industrial adopted

} Lack in supporting scalability and re-configuration
of the conveyor system

} Interdependencies between conveyors increases 
development effort and time!

Fonte: 
Schneider 
Electric

} Particularly, what happens if we need to …
A B C DBC

Need an alternative design 
approach to support the 
easy reconfiguration on-

the-fly!!!



Using the MAS based CPS solution
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Create cyber-physical componentsF

cyber-physical 
component

agent single-board 
computer physical 

platform



Intelligent MAS solution
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1. Each agent has a modular 
control logic
2. Instantiate as many agents as
the n. of conveyors
3. Agents interact to know the
sequence

plugability and reconfigurability on-the-fly!
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1. Each agent has a modular 
control logic

FIPA-ACL messages



Important notes in this example
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} MAS technology is used to implement an industrial CPS

} Agents are deployed in single board computers
} Low cost

} Located at edge computing

} MAS introduces self-organization to the system, and particularly on-
the-fly reconfiguration

} No intelligent algorithm is used!
} System will perform even better if intelligence is embedded in individual 

nodes!



Industrial agents
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} Inherit software agent principles, e.g., intelligence, 
autonomy and cooperation

} Facing industrial requirements:
} hardware integration, reliability, fault-tolerance, scalability, 

industrial standard compliance, quality assurance, resilience, 
manageability, and maintainability

agent

inter-agent 
communication

decision

physical 
interfaces

physical 
asset

“An Industrial Agent is an agile and robust software entity that intelligently represents 
and manages the functionalities and capabilities of an industrial unit. While it reveals the 
common features of an advanced agent, it also has some specifics. It understands and 
efficiently handles the interface and functionality of (low-level) industrial devices. Usually, 
it belongs to an agent-based industrial application system within which it acts and 
communicates in an efficient, intelligent, collaborative, and goal-oriented way. In principle, 
it is an autonomous and self-sustained unit. Nevertheless, it accepts and follows company 
guidelines, codes of conduct, general laws, and relevant directives from higher levels. 
Moreover, especially in emergency and real-time scenarios, its autonomy may be 
compromised in order to permit fast and efficient reactions.” Source: [Unland, 2015]

https://www.sciencedirect.com/science/article/abs/pii/B9780128003411000024?via%3Dihub
https://www.sciencedirect.com/science/article/abs/pii/B9780128003411000024?via%3Dihub


Agents in CPS context
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} MAS usually misses real-time constraints
} Preserve low-level control to ensure responsiveness

IEEE 2660.1-2020: 
recommended practices to 
solve the interface problem

how to 
standardize the 

interface?

source: https://standards.ieee.org/ieee/2660.1/6264/

Source: http://dx.doi.org/10.1109/OJIES.2023.3262549

http://dx.doi.org/10.1109/OJIES.2023.3262549
http://dx.doi.org/10.1109/OJIES.2023.3262549
http://dx.doi.org/10.1109/OJIES.2023.3262549
http://dx.doi.org/10.1109/OJIES.2023.3262549
http://dx.doi.org/10.1109/OJIES.2023.3262549


Why agent technology is a fascinating topic?
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} Suitable to build complex systems with connected autonomous building blocks, 
each incorporating the capability to make decisions without hierarchy

} System behaviour emerges from interaction among agents, allowing to exhibit 
emergence and self-organisation features

} Capability to distribute intelligence among the edge-cloud continuum

} Provide modularity, robustness, adaptability and reusability

Agent technology is a potential key enabler of smart, 
digital, and sustainable transformation!
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MAS applications in industrial domain
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Source: http://dx.doi.org/10.1109/jproc.2016.2521931 (Proceedings of the IEEE | Vol. 104,No. 5, 2016)

Application of Agents in LogisticsApplication of Agents in Smart Electric GridsApplication of Agents in Smart Production

http://dx.doi.org/10.1109/jproc.2016.2521931
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} Integration of quality & process control
in real-time in multi-stage production

} MAS for:
} Data collection

} Real-time data analysis

} Correlation of operating variables

ZDM at multi-stage production

} 1 PTA  representing the T-ROC car model

} 4  RAs representing inspection  stations, 
deployed at edge

} > 200k PAs, each one associated to a T-
ROC  car
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Examples of Data Analysis Deployed in Agents
RAs: Detection of changes
in the process

Concept Drift 
Page-Hinkley 
algorithm

PAs: Detection of anomalies in
multi-stage inspection stations

IMAs: keeping up-to-date the monitoring and
control settings of the lower-level agents, e.g.,
identification of similar groups of cars

BIRCH (Balanced Iterative Reducing and Clustering 
using  Hierarchies) algorithm
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} Technological perspective: Effectiveness, robustness and scalability
} In operation > 1 year, > 200 k agents

} No breakdown or need for maintenance intervention

Source: J. Queiroz, P. Leitão, J. Barbosa, E. Oliveira, G. Garcia, 
“Agent-based Distributed Data Analysis in Industrial Cyber-Physical 
Systems”, JESTIE, 2021; 
http://dx.doi.org/10.1109/JESTIE.2021.3100775

Benefits

Source: https://www.innoradar.eu/innovation/34921

} Operational perspective
} Reduction of cars needing to be aligned (± 10%)

} Reduction of production costs, due to
unnecessary alignment operations (± 15%)

} Reduction of the inspection time (± 50%)

http://dx.doi.org/10.1109/JESTIE.2021.3100775
http://dx.doi.org/10.1109/JESTIE.2021.3100775
https://www.innoradar.eu/innovation/34921


Weak adoption in industrial practice
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} In theory, a promising approach!

} However, in practice, several roadblocks arise, e.g.,
} Lack of understanding of applying distributed thinking to industrial problems

} Lack of standards (FIPA is somehow abandoned)

} Lack of mature and industrial-oriented (open-source) agent development frameworks

} Biggest learning curve for deploying and maintaining when compared with other technologies

} Lack of interoperability (i.e. the easy integration with physical assets and/or legacy systems)

} Improper application of agent concepts and overselling expectations (e.g., is not the solution 
for all problems) 

} Application in inadequate scenarios (e.g., real-time control)

} Lack of conviction of stakeholders



Analysis of MAS documents in literature
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query in Scopus: (TITLE-ABS-KEY(( "multi-agent system" OR 
"multiagent system" OR 

 "industrial agents" )))

1st

2nd

3rd
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New boost for the (finally) mass adoption of agent-based 
systems?

32

} Virtualisation, connectivity and AI can 
boost the wider adoption of agent-based 
systems

} In the scope of:
} physical–digital integration, e.g.,

} Cyber-Physical Systems

} Digital Twins

} AAS Type 3

} Combining with Generative AI (and Agentic 
AI)

Hype Cycle for Emerging Technologies, 2024



Agents to implement Cyber-physical Systems
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Source: http://dx.doi.org/10.1109/MIE.2019.2962225 

} Each agent can take 
control of different 
industrial resources

} Aligning its cyber 
actuation boundaries 
with those of the 
physical system

} Agents can run in cloud-
edge continuum

http://dx.doi.org/10.1109/MIE.2019.2962225


Matching digitalization defined by RAMI4.0
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} Industrial agents can implement digital 
twins and AAS

} Particularly developing AAS type 3

Source: V. Melo et al. 2023, https://doi.org/10.1007/978-3-031-24291-5_2

} Ability to represent and interact
with physical assets

} Provide intelligence for simulation 
and data-driven analytics

} Implement collaboration models 
to interact with other agents or 
AASs

Source: http://dx.doi.org/10.1109/ACCESS.2025.3586716

https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
https://doi.org/10.1007/978-3-031-24291-5_2
http://dx.doi.org/10.1109/ACCESS.2025.3586716
http://dx.doi.org/10.1109/ACCESS.2025.3586716


Holonic agent-based AAS Type 3

Source: L. Sakurada et al. (2025), https://doi.org/10.3390/fi17070270

Source: L. Sakurada et al. (2022), https://doi.org/10.1016/j.ifacol.2022.04.192 

https://doi.org/10.3390/fi17070270
https://doi.org/10.1016/j.ifacol.2022.04.192
https://doi.org/10.1016/j.ifacol.2022.04.192


GenAI is a new boost for MAS
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} Generative AI, and particularly LLMs, are re-shaping everything!



SLR for MAS with Generative AI

37



Example of agents enabled by generative AI 
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Agentic AI is reshaping the agents technology
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} Also known as autonomous AI agents
} Remember (source: https://www.ibm.com/think/topics/agent-communication-protocol):

} “An AI agent is a system or program that is capable of autonomously 
performing tasks on behalf of a user or another system.”

} “Multi-agent systems consist of multiple AI agents working 
collectively to perform tasks on behalf of a user or another system.”

} What is Agentic AI?
} AI agent is an agent enhanced with LLMs, typically designed to perform a specific 

task without human intervention
} Agentic AI leverages multiple AI agents working collaboratively to handle complex 

workflows
} Operates as a MAS that coordinates, orchestrates, and optimizes individual agents

https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol


Agentic AI vs traditional AI
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} Traditional AI operate within predefined constraints and require human 
intervention, but Agentic AI exhibits autonomy, goal-driven behaviour and 
adaptability

source: 
https://aisera.com/blog/agent
ic-ai/

} “agentic” refers to their capability to act independently and goal-oriented

https://aisera.com/blog/agentic-ai/
https://aisera.com/blog/agentic-ai/
https://aisera.com/blog/agentic-ai/
https://aisera.com/blog/agentic-ai/


Agent-to-agent communication protocols
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Agent Communication Protocol (ACP)
} Open standard, introduced by IBM’s BeeAI
} Key features:

} REST-based communication 

} No SDK required (or any specialised libraries)

} Offline discovery 
} Async-first (as default), sync supported

Agent2Agent (A2A) protocol
} Open standard, introduced by Google on April 25
} Key features:

} Client-server architecture
} JSON-RPC 2.0 over HTTP(S) (for transport and format)
} Discovery mechanisms (Agent Cards)
} Task management workflows
} Support for various data modalities
} Async first

source: https://www.ibm.com/think/topics/agent-communication-protocol source: https://www.ibm.com/think/topics/agent2agent-protocol

https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent-communication-protocol
https://www.ibm.com/think/topics/agent2agent-protocol
https://www.ibm.com/think/topics/agent2agent-protocol
https://www.ibm.com/think/topics/agent2agent-protocol


Get inspiration from FIPA?
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Source: http://www.fipa.org/repository/aclspecs.html

examples of interaction protocols

example of communication act

http://www.fipa.org/repository/aclspecs.html


Model Context Protocol (MCP)
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} Open standard for connecting AI agents to external services, e.g., data 
sources and tools

source: 
https://medium.com/@paragdesai123/understan
ding-mcp-architecture-for-ai-agents-a-business-
friendly-overview-34316a11e818

} Client-Server architecture
} Key architectural components:

} MCP Hosts: AI application, e.g., LLM (like 
Claude Desktop or IDEs), that initiate 
connections through clients

} MCP Clients: multiple clients can exist with a 
singular MCP host, but each client has a 1:1 
relationship with an MCP server

} MCP Servers: external service that provides the 
context, tools, and prompts to clients

https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818
https://medium.com/@paragdesai123/understanding-mcp-architecture-for-ai-agents-a-business-friendly-overview-34316a11e818


Examples of industrial applications
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Collaborative robots
Current: Cobots typically focus on 
the physical collaboration between 
robots and humans (shared space).
New features: a transformative role 
in enabling robots to communicate, 
reason, and collaborate more 
effectively with humans (extends 
physical collaboration to the 
cognitive level).

Explainable predictive 
maintenance
Current: prediction of future failures 
or defects based on real-time 
analysis of collected data.
New features: capability to explain 
the elaborated predictions to users 
and to get feedback that are used 
for better predictions in the future.

Logistics / supply chain
Current: complex processes are 
managed centrally with powerful 
algorithms or distributed with 
simpler algorithms.
New features: capability to enhance 
powerful AI algorithms to specialised 
agents, allowing to combine 
optimisation with fast response to 
uncertainty, and to interpret 
incomplete human instructions.



Take away messages
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} MAS is suitable for implementing distributed intelligence in CPS, enabling the 
smart, digital and sustainable transformation

} Hide complexity, reveal functionality
} Think globally, act locally 

} Emergence of AI, and particularly GenAI, can boost the (finally) mass 
adoption of agent-based systems

} In the scope of physical–digital integration (Digital Twins and AAS Type 3) 
and combining with GenAI / Agentic AI
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