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Abstract

The problem of object recognilion 15 addressed. In
the literature this fask has been generally considered in
a “passive” perspective, where everything is stalic and
there is no definite relation between the object and its
environment, We propose an “sclive” approach for
abject ition, based on the capability of the ob-
server o move and give a betler descripiion of the
object under consideration and also to lake advantage
of the relations belween the objects and the environ-
meni. This can be accomphshed at the task level and
at the sensor level.

The face recognition problem, based on the face-
space app B, d to d trate the ad-
vantage of adopling an active relina {o sample the face,
build o database and perform ihe recognition task. By
whing @n aclive spece-variant retina the site of the
database is iderably reduced and quently also
the processing time for recognition.

A comparafive experimen! uwsing the aclive and
slalic approach is presenied.

1 Introduction

Object recognition is one of the most “classi-
cal” themes in artificial intelligence applied to vision.
Nonetheless up to now it is not a solved problem at all,
but many different systems and methods have been in-
vestigated with limited success ', Certainly the reason
of such effort is the formidable complexity of the recog-
nition problem and the ability of humans to recognize
objects quite quickly. But, is this ability due to a par-
ticular efficency of the search strategy in the model
database? or is it due to the computational power of
the inference engine (the brain)? without any doubt

1The success of the techniques is limited in the sense that the
generality of the solutions is not even comparable to the sims,
which is to develop a fully general object recognition system,
working in real world environments.
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Tistarelli, M (1994) "Recognition by using an active/space-variant sensor” IEEE CVPR, 1994

Tistarelli, M. and Grosso, E. (1997) "Active face recognition with an hybrid approach” Pattern Recognition Letters, Vol. 18, pp 933-946, 1997
Tistarelli, M. and Grosso, E. (2000) "Active vision-based face authentication" Image and Vision Computing, Vol. 18, no. 4, pp 299-314, 2000

these are two relevant characteristics of the human
brain, but these are not necessarily the primary rea-
sons for the efficency of the human visual system. On
the other hand we can consider that all the research
carried out in the past, along these directions, did not
obtain the expected results.

2 Fixation and recognition

What is the role of fixation in the recognition pro-
cess? Yarbus, in his work on ocular movements (8],
4 | that the of fixati i d
by the human oculo motor system, sirongly depends
on the task (in this case the question asked to the sub-
ject]. He also showed that the eyes perform a particu-
lar sequence of fixations, if the subject has to recognize
a part or a person in the seene. The eyes are sucees-
sively directed toward the parts of the scene contain-
ing the most relevant features *, This motion strategy
suggests that the motion of the eyes is particularly im-
portant for recognition (at least in the human visual
system),

It is g . d that, for ition, it is
desirable to have a high resolution description of the
most salient features of the interest object. This can
be accomplished either by “foveating”, in rapid suc-
cession, these parts of the scene or moving an interest
window on a high resolution image [10].

Certainly object features are important for recog-
on, but the context, or the peripheral part of the
visual field, allows to define a spatial relation among
the object features which really characterize the ob-
jeet itsell. A way to meet these requirements is to
adopt a space-variant sampling strategy of the image,
where the eentral part of the visual field is sampled at
a higher resolution than the periphery, with a linear
variation in resolution from the center to the periph-
ery. An advantage of this approach is the great data

2Eklundh [#] demonstrated that these points can be recov-
ered through s scale-space analysis of the image.
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Face Recognition

A class (identity) separation problem




Two simple blocks

= Feature representation:
= Handcarfted: SIFT, SURF, HCD, Edges, Wavelets,...

= Learned: CNNs, PCA, LDA, FFT,...

= Classifier:

= Cross-entropy loss, Kernel Machines,
Generative/Discriminative Models, MCS, MRF, NNs, SVM, ...

Many approaches to achieve two simple tasks
and easily perform face recognition
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= If the solution is so simple, why do we still need to
pursue research on this topic?
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= If the solution is so simple, why do we still need to
pursue research on this topic?

1. We all have to pay our bills... from research or
company grants
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Question 1

= If the solution is so simple, why do we still need to
pursue research on this topic?

1. We all have to pay our bills... from research grants

2. We are not so clever

= Proof: regardless the huge efforts in terms of human and
computational resources, the systems we have built in 30+
years are still prone to errors:

= Adversarial examples
= Data alignement

= Estimation bias



Who is who?

Mahmood Sharif , Sruti Bhagavatula, Lujo Bauer, Michael K. Reiter, "Accessorize to a Crime: Real and Stealthy Attacks on State-of-the-Art
Face Recognition"”, CCS’16 October 24-28, 2016, Vienna, Austria
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Adversarial Attacks

0.3
O a  White-box attack:
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3! \ ;g: 03 [] * Black-box attack:
0% 152 § o Both the feature extraction model
S8 o sourcd . 0z Accept and the original enrolled face image
KSocial media) _ I Facial features are UNKNOWN.

H. Wang, S. Wang, Z. Jin, Y. Wang, C. Chen, and M. Tistarelli, Similarity-based gray-box adversarial attack against
deep face recognition, in IEEE International Conference on Automatic Face and Gesture Recognition 2021 (FG2021), 2021



Adversarial Attacks

Target user

-

-
—bv Database
_-_ was
Enrollment Feature Biometric
extraction template

Source image Difference Adversarial example
3 r 1

o A 04 -'j

:‘\{"‘ f — —) —

i L\/J Goal
Authentication Feature Biometric Comparing

extraction template

(a) The adversarial attack against FR-based authentication

Source image Target Image Target user I Source image Target Image Target user: Source image Target user 1 Target user 2

s ol F B

(b) The white-box adversarial attack (d) The multi-task adversarial attack
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H. Wang, S. Wang, Z. Jin, Y. Wang, C. Chen, and M. Tistarelli, Similarity-based gray-box adversarial attack against
deep face recognition, in IEEE International Conference on Automatic Face and Gesture Recognition 2021 (FG2021), 2021

H. Wang, S. Wang, Z. Jin, Y. Wang, C. Chen, and M. TistarelliA Multi-Task Adversarial Attack against Face
Authentication. ACM Trans. Multimedia Comput. Commun. Appl. 20:11, Article 332, 2024
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Question 1

= If the solution is so simple, why do we still need to
pursue research on this topic?

1. We all have to pay our bills... from research grants
2. We are not so clever

3. There is something making the problem harder
than we thought
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Match score distributions
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Crypto-biometrics

Source Distribution A
(Before encoding)

Codeword Distribution B
(After encoding)

Problem: Biometric sources generate random distributions of data. Error correction encoding may project the
data far apart in the feature space, enhancing the error.

Example: Source distribution A and codeword distribution B may tolerate the same error t. However, in the
codeword domain neighboring data points may be pushed apart and unsecure.

Significance of the problem: Tolerating errors in biometric data allow biometric cryptosystem to achieve a
higher security level and privacy protection, as well as a higher convenience, i.e., usability.

Yen-Lung Lai, Xingbo Dong, Zhe Jin, Massimo Tistarelli, Wun-She Yap, Bok-Min Goi: Breaking Free From Entropy's Shackles: Cosine
Distance-Sensitive Error Correction for Reliable Biometric Cryptography. IEEE Trans. Inf. Forensics Secur. 18: 3101-3115 (2023)
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3. There is something making the problem harder
than we thought

Answer 3 has a strong basis:

[ Fully automatic, data-driven learning, may drive to loose touch
with the physical nature of the problem.
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Question 1

3. There is something making the problem harder
than we thought

Answer 3 has a strong basis:

{1 Fully automatic, data-driven learning, may drive to loose touch with the
physical nature of the problem.

1 The complexity of the visual world, even for one class of objects
such as faces, is far greater than any canned face dataset
scraped from the web.
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Visual complexity

UMD-AA Mobile Device Database

U. Mahbub, S. Sarkar, V. M. Patel and R. Chellappa, "Active user authentication for smartphones: A challenge data set and benchmark
results," 2016 IEEE 8th International Conference on Biometrics Theory, Applications and Systems (BTAS), Niagara Falls, NY, 2016, pp. 1-8.



Question 1

3. There is something making the problem harder
than we thought

Answer 3 has a strong basis:

{1 Being fascinated by the lure of automatic, data-driven learning, we lost
touch with the physical nature of the problem.

(] The complexity of the visual world, even for one class of objects such as
faces, is far greater than any canned face dataset scraped from the web.

(1 The plasticity of the face due to natural movements makes it a
fully deformable object.



Face shape and texture

A. Savran, N. Alylz, H. Dibeklioglu, O. Celiktutan, B. Gokberk, B. Sankur, L. Akarun, “Bosphorus Database for
3D Face Analysis”, The First COST 2101 Workshop on Biometrics and Identity Management (BIOID 2008)
Roskilde University, Denmark, May 2008.



3D faces from mobile devices

* More than 100 subjects
» Raw data and reconstructed 3D models
= Different 3D scans acquired in 2 sessions

TABLE 11

OVERVIEW OF TYPE OF DATA COLLECTED IN DIFFERENT ENVIRONMENTS. T

TECHNICAL SPECIFICATION OF THE DATA COLLECTED

ENVIRONMENT  DATA COLLECTED NoO. DATA TYPE QUANTITY FORMAT  RESOLUTION [HxW pixels]
- face scan with TrueDepth sensor, frontal ill. 1 SRR Trac ik JPE,ZG l‘)Z()xlO.\O
Controlled - face scan with TrueDepth sensor, lateral ill. 1 Depth maps 3.8k NG 640x360
- high-quality photo (12 MP, frontal camera) 1 IMLJ data 73'8k 150N 5 2
= - 3D models 600 OBJ 90k x 150k (vert x faces)
- frontal selfie scan with TrueDepth sensor | Texture files 600 JPEG 2048x2048
Uicsatiolld - frontal selfie photo, frontal camera 2 Uncont images 400 JPEG 4032x3024
- selfie video by rotating around the face | Cont images 200 JPEG 4032x3024
(1080x1920 @ 30 FPS. frontal camera) Videos 200 MOV 1920x1080@30FPS

P. Ruiu, M. Cadoni, A. Lagorio, S. Nixon, F. Casu, M. Farina, M. Fadda, G. A. Trunfio, M. Tistarelli, E. Grosso, Uniss-MDF: A Multidimensional Face
dataset for assessing face analysis on the move, Computer Vision and Image Understanding, Volume 258, 2025,



CONTROLLED UNCONTROLLED 1 3D SELFIE 3D FRONTAL

!

P. Ruiu, M. Cadoni, A. Lagorio, S. Nixon, F. Casu, M. Farina, M. Fadda, G. A. Trunfio, M. Tistarelli, E. Grosso, Uniss-MDF: A Multidimensional Face
dataset for assessing face analysis on the move, Computer Vision and Image Understanding, Volume 258, 2025,



Question 1

3. There is something making the problem harder
than we thought

Answer 3 has a strong basis:

{1 Being fascinated by the lure of automatic, data-driven learning, we lost
touch with the physical nature of the problem.

(] The complexity of the visual world, even for one class of objects such as
faces, is far greater than any canned face dataset scraped from the web.

(1 The plasticity of the face due to natural movements makes it a truly
deformable object.

<1 There are subtile, even coarse, changes over small time spans.



Short-time aging
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M. Ortega, L. Brodo, M. Bicego, M. Tistarelli (2009) “"Measuring changes in face appearance through aging”, in Proc.
IEEE Computer Society Conference on Computer Vision and Pattern Recognition Workshops, CVPR 2009, pp.107-113, 2009.



An hard, ill-posed problem

Jacques Hadamard Andrej Tikhonov

Two adverse conditions:
1) Noise in the data (many sources)
2) Dimensionality of the data (from 4D to 2D)

Solution: Regularization

J. Hadamard, "Sur les problemes aux derivees partielles et leur signification physique". In: Princeton University Bulletin, 1902, 49-52.
A.N. Tikhonov, "On the stability of inverse problems". Doklady Acad. Sci. USSR 39 (1943), 176-179.

A.N. Tikhonov, "On the solution of ill-posed problems and the method of regularization". Dokl. Akad. Nauk SSSR 151(3) (1963), 501-4.
A. N. Tikhonov and V. Ya. Arsenin, "Solutions of Ill-Posed Problems". Wiley, New York, 1977.



Question 1

3. There is something making the problem harder
than we thought

Answer 3 has a strong basis:

{1 Fully automatic, data-driven learning, may drive to loose touch with the
physical nature of the problem.

(1 The complexity of the visual world, even for one class of objects such as
faces, is far greater than any canned face dataset scraped from the web.

[ The plasticity of the face due to natural movements makes it a truly
deformable object.

[=]

There are subtile, even coarse, changes over small time spans.

We even MAKE the problem harder. The architecture of the HSV
is designed to recognize objects: we don’t /learn to recognize.

[=]
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Retinotopic mapping

V1 retinotopic maps P

LGN

L Ventral -
p A (temporal}
\ SN~ pathway

* Each point of the visual
field maps on to a local
group of neurons in V1.

* Retinotopy = Remapping
of retinal image onto
cortical surface

* Foveal region uses more
of V1 (greater
magnification factor)

" Striate cortex V1)
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Receptive fields

Text-fig. 19. Possible sch for explaining the ization of simpl i
fields. A large number of lateral gemculnte cells, of which four are |lluatraued in
the upper right in the figure, have receptive fields with ‘on’ centres arranged along
a straight line on the retina. All of these project upon a single cortical cell, and the
synapses are supposed to be excitatory. The ptive field of the cortical cell will
then have an elongated ‘on’ centre indicated by the interrupted lines in the
roceptive-field diagram to the left of the figure.

Simple and
oo Complex cells

Text-fig. 20. Possible scheme for explaining the organization of compl ti
fields. A number of cells with simple ﬁold.s of wh:ch three are shown aohernatlcslly,
are imagined to project to a single cortical cell of higher order. Each projecting
neurone has a receptive field arranged as shown to the left: an excitatory region to
the left and an inhibitory region to the right of a vertical straight-line boundary.
The boundaries of the fields are staggered within an area outlined by the inter-
rupted lines. Any vertical-edge stimulus falling across this rectangle, regardless
of its position, will excite some simple-field cells, leading to excitation of the higher-
order cell.

Hubel DH & Wiesel TN (1962). "Receptive fields, binocular interaction and functional architecture in the cat’s visualcortex”.
JPhysiol160, 106-154



Q Neural architectures

v Riesenhuber and Poggio “ Hierarchical models of object recognition in
cortex” 1999.

v Serre, Kouh, Cadieu, Knoblich, Kreiman & Poggio 2005.

<

Serre, Oliva, Poggio 2007.

v' Anselmi, Leibo, Rosasco, Mutch, Tacchetti, and Poggio, “Unsupervised
learning of invariant representations”, Theoretical Computer Science, 2015.

v" Khellat-Kihel, Lagorio, Tistarelli “Foveated Vision for Biologically
Inspired Continuous Face Authentication” - Selfie Biometrics: Advances

and Challenges, 2019
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Question 1

= If the solution is so simple, why do we still need to
pursue research on this topic?

1. We all have to pay our bills... from research grants
2. We are not so clever

3. There is something making the problem harder than we
thought

4. There iIs a strong demand to build more accurate,
robust and efficient systems



Question 1

4. There is a strong demand to build more accurate,
robust and efficient systems

[« This has been the success of biometrics, but also its suicide.

[« Probably the best success story of CV and PR, risks to revert
scientific investigation into engineering design.

[x] However, there are still several challenging applications requiring
clever scientific answers.

{1 Examples: multi-modal integration; fake detection; adversarial
learning; continual learning; behavior analysis; etc.



Question 1

= If the solution is so simple, why do we still need to
pursue research on this topic?

1. We all have to pay our bills... from research grants
2. We are not so clever

3. There is something making the problem harder than we
thought

4. There is a strong demand to build more accurate, robust
and efficient systems

5. We are all driven by curiosity



Question 1

5. We are all driven by curiosity

Answer 5 is the last, but not the least important:

[l There is no scientific research without curiosity.
[*] This requires to make questions and look for answers.

[l I have my own questions and I gladly share with you...



Question 2

= What are the drawbacks and limitations of
current deep learning models? How far can we go
by exploiting increasing amounts of data?



Pl

Always more data... and energy

Dataset Available #Photos and #people
LFW Public 13K of 5K people
CelebFaces 2014 Private 202K of 10K people Method #Image LFW YTF
CASIA-WebFace 2014 Public 500K of 10K people DeepID [3 2] 0.2M 00 47 03.20
FaceScrub 2014 Public 100K of 500 people Deep Face [33] 4.4M 97.35 91.4
YouTube Faces Public | 3425 videos of 1595 people VGG Face [24] 2. 6M 98.95 97.30
DeepFace (Facebook) 2014| Private 4 4 Million of 4K people FaceNet [29] 200M 99 63 95.10
FaceNet (Google) 2015 Private | 100-200 Million of 8M people .
MegaFace Public 1 Million Baidu [16] 1.3M 1 99.13 )
Center Loss [39] 0.7M | 99.28 | 949
Range Loss [40] SM 99.52 | 93.70
Figure 2: Representative: sample of face r-ecognition Marginal Loss [9] 3.8M 9948 | 9508
datasets that were created in the recent years (in addition
to LFW). All the public datasets are small scale, and all SphereFace [15] 0.5M 99.42 1 95.0
the large scale datasets are mainly used for training rather SphereFace+ [17] 0.5M | 99.47 -
than testing and are not publicly available. MegaFace (this CosFace [37] M 99.73 | 97.6
paper) is the first large scale unconstrained dataset. It is MS1MV?2, R100, ArcFace 5.8M 99.83 | 98.02

collected from Flickr and will be available publicly.

Miller et al. (2015) Mega-Face: A million faces for recognition at scale.

Deng J, Guo J, Yang J, Xue N, Cotsia I, Zafeiriou SP. ArcFace: Additive Angular Margin Loss for Deep Face Recognition. IEEE Trans PAMI.
2021 Jun 9; doi: 10.1109/TPAMI.2021.3087709. https://github.com/deepinsight/insightface
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Face generation

Please create a highly realistic, photographic style image of an adult/young man/woman.
The image contains the face smiling. Natural window lighting, photorealistic, shot on Canon
EOS R5, 85mm lens, f/1.8 aperture, UHD resolution, professional photography, hyper-
detailed skin texture, volumetric lighting, HDR, cinematic depth.

Leonardo.Al

Genmo.Al AWS Nova Reel



Use-cases

Needed synthetic data

Face generation

Synthetic Data for

Face Recognition

Single faces of
random identities

Multiple faces per
random identities

Multiple faces of
existing identity

I

Evaluate

Single faces of
random identities

Multiple faces per
random identities

Multiple faces of

e existing authentic
identity

I

Attack

A face of multiple
identities

A face of a
= Specific authentic
identity

A face that

excludes a
specific pattern

Privacy
enhancement

A face that
excludes identity

A face that
excludes an
attribute

A face that

== excludes being a
face

Fadi Boutros, Vitomir Struc, Julian Fierrez, Naser Damer, Synthetic data for face recognition: Current state and future
prospects, Image and Vision Computing, Volume 135, 2023.



Face generation

= Side effects:

Identity leakage & duplication

Biases inherited from training data

Potential overfitting to synthetic features

Dependence on the quality of the realism transfer model
Potential residual artifacts affecting model training
Ensuring consistency across generated images

Ensuring the synthetic data accurately represents real-
world complexities

Accuracy of control over synthetized faces

Fadi Boutros, Vitomir Struc, Julian Fierrez, Naser Damer, Synthetic data for face recognition: Current state and future
prospects, Image and Vision Computing, Volume 135, 2023.



Synthetic

Synthetic

Face generation
= Identity leakage

Generation models

Reference Synthetic Dataset

Generator Training Dataset

[4] SFace StyleGAN-ADA (identity-conditioned) CASIA-WebFace
[9] IDNet StyleGAN-ADA (identity-conditioned) CASIA-WebFace
new diffusion model
[10] L (identity and style conditioned) Cenalareptace
[01] IDiff-Face (Uniform)  new diffusion model FFHQ
IDiff-Face (Two-stage) (identity-conditioned)
; StyleGAN (pretrained) FFHQ
.
o Bl DreamBooth (pretrained) LAION

Hatef Otroshi Shahreza and Sébastien Marcel, Unveiling Synthetic Faces: How Synthetic Datasets Can Expose Real
Identities, AdvML-Frontiers’24: The 3rd Workshop on New Frontiers in Adversarial Machine Learning@NeurIPS’24, Vancouver, CA.



Face generation
= Identity leakage
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Foundation models

Arc2Face + ControllNet

MEERE
o SRSk
&@!ﬂl'

F. P. Papantoniou, A. Lattas, S. Moschoglou, J. Dengl, B. Kainz and S. Zafeiriou, Arc2Face: A Foundation Model for ID-
Consistent Human Faces, In ECCV, volume 1, page 3, 2024.

: s

Anjith George and Sebastien Marcel, Digi2Real: Bridging the Realism Gap in Synthetic Data Face Recognition via
Foundation Models, WACV 2025 (Workshop on SynRDinBAS).
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The Doddington zoo

“ Sheep -> easy to be recognised
‘O\ Goats -> less likely to be recognised correctly

Lambs -> more likely to be recognised incorrectly

G. Doddington, W. Liggett, A. Martin, M. Przybocki, and D. Reynolds. Sheep, goats, lambs and wolves: A statistical analysis of speaker performance in the nist 1998
speaker recognition evaluation. Technical report, National Inst of Standards and Technology Gaithersburg Md, 1998.

Mean Genuine Scores
TLAMB TGOAT G S (SGEN)

[ : Mean Impostor Scores (S ;)

_____________ »
COS(H) = A—B if S < P & S * Tegm

|A]l | B]| exit
else
————— continue

similarity

Ross, A.; Rattani, A.; Tistarelli, M.: Exploiting the “doddington zoo” effect in biometric fusion. In: [IEEE 3™
International Conf. on Biometrics: Theory, Applications, and Systems. IEEE, pp. 1-7, 20009.



Vision Transformers

Vision Transformer (ViT) Transformer Encoder

) A .
1L, 5%

MLP
Head

_ela_ MLP

4
Norm
Transformer Encoder

* Extra learnable
[class] embedding [ Lmear PI'Q]CCIIOII of Flattened Patches
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SaE I Nomm
mwg Embedded
Patches

Dosovitskiy, Alexey, et al. An Image is Worth 16x16 Words: Transformers for Image Recognition at Scale.

International Conference on Learning Representations. arXiv preprint arXiv:2010.11929, 2020.
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ViT Early Exit

Input Image Encoders Classifier
Patch embedding + Final Hidden State
CLS
Early Exit Hidden
States
(b)
Early Exit
Classifiers
1 m mn
EE J J
lgs = —— E E t7log(p})
=1 4=1

Encoder

S. Nixon, P. Ruiu, M. Cadoni, A. Lagorio and M. Tistarelli, Exploiting Face Recognizability with Early Exit Vision Transformers, 2023 International
Conference of the Biometrics Special Interest Group (BIOSIG), Darmstadt, Germany, 2023, pp. 1-7

S. Nixon, P. Ruiu, M. Cadoni, A. Lagorio and M. Tistarelli, Assessing bias and computational efficiency in vision transformers using early exits,
EURASIP Journal on Image and Video Processing, 2025(1), 2. https://doi.org/10.1186/s13640-024-00658-9

IMPROVE 21-5-2026 © M. Tistarelli
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Results

Accuracy reduction vs compute cost for early exit models on FRGC

> Early Exits reduce computational cost [~ =¢ P
by up to ~18% with ~1% accuracy — 3eds — T
degradation. S[— ees

-10+

> Configurations with fewer exits provide
the best accuracy-efficiency trade-off.

-151

> Demographic bias differs across
cohorts and is amplified at earlier exits.

-20

Accuracy Reduction (% TMr@FMr0.1)

> Balanced training data reduces bias
more effectively than loss re-weighting.

-35+

> Early Exits enable efficient face . .
recognition but require explicit bias 2 0 60 &0 160

L. ] Compute Budget of full model (%FLOPS)
miti g ation. Fig. 5 Graph showing TMr@FMr0.1% for various thresholds

S. Nixon, P. Ruiu, M. Cadoni, A. Lagorio and M. Tistarelli, Assessing bias and computational efficiency in vision transformers using early exits,
EURASIP Journal on Image and Video Processing, 2025(1), 2. https://doi.org/10.1186/s13640-024-00658-9



Question 2

=z What are the drawbacks and limitations of
current deep learning models? How far can we go
by exploiting increasing amounts of face data?

Didn’t we forget something?
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Question 2

=z What are the drawbacks and limitations of
current deep learning models? How far can we go
by exploiting increasing amounts of face data?

Didn’t we forget something?

Yes! ...Memory!




Something to remember

IAS computer
(1952, Princeton USA)

Arithmetic-logic unit (ALU)

Prefrontal cortex [ac | o |
Ariu:mir::lii:loﬁc eq%gﬁim
[ ]
Cerebellum e
Amygdala Hippocampus
. . i !
1. The amygdala is involved in fear and fear memories. R b
2. The hippocampus is associated with declarative and 1
episodic memory as well as recognition memory. Lﬁ Ll-“*‘L‘
3. The cerebellum plays a role in processing procedural
memories, such as how to play the piano. | . me ,
| L i : C.unln.nl :
4. The prefrontal cortex appears to be involved in | ey | Addreses

remembering semantic tasks. § Program control unit

________________________________
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Memory models

Pre-canned memory

Yl noie

~evved+RellU

Continuous memory

-y

Chandlery
£ 0.599 7

T
F0.60T

https://towardsdatascience.com/s01e01-3eb397d458d

!i g e Kramer RSS. 2021. Forgetting faces over a week: investigating self-
! reported face recognition ability and personality. PeerJ 9:11828
http://doi.org/10.7717/peerj. 11828



Memory models

Prototype Memory

Enqueue | (@)
New :> E
Prototypes p‘
Mini-Batch O
| Use Prototype Memory
Create as classifier weights
Protolypes peccee e !
R w = | o
n| eoo® g g G
Q S | = = [o g
8 > @O0® —>XRX» x > 5T —>3m
Q ' | { f w» 3
) i Yelelo) | ! Cosine o | Logits 2 Scores =
e | Similarity | § g
, Embeddings | @ =
Classifier

FIGURE 1. Scheme of the face representation learning with Prototype Memory. Mini-batch
with several images per class is passed through the encoder, producing exemplar embeddings.
Same-class embeddings are used to generate new class prototypes. These prototypes are
enqueued to the memory module and used as the classifier weights in softmax classifier-based
training. When the memory is full, the oldest prototypes are dequeued and disposed of.

E Smirnov, N Garaev, V Galyuk, E Lukyanets, “Prototype Memory for
Large-Scale Face Representation Learning” IEEE Access, 2022

T
Style °
Transformer
c(x)
HH E,
aas EHEE
Iin E. cl(x) ) @) cN(x) Dy Tout
local style
| ] LR e
- EEE aen . . . . Forward
sy 3 30 6)) .
Skip-connect
e e; e3 em
slice to patch
Al JAl Adaln ResBIK
style e
z
s() e ) = ResBlk
s
Eg . _ Z o
Reference Block 500 = 4 aije; M Memory Module

i

Fig. 1. Overall architecture of the proposed memory-modulated transformer network (MMTN). MMTN
is composed of two branches that are responsible for content and style encoding, respectively. The
content encoder Ec first encodes the input image Iin into the content feature map c(x). Similarly, the style
feature map s(y) is produced by the style encoder Es with the reference image Iref as the input. This
feature map s(y) is further fed into the memory module M to produce the reconstructed feature s°(y),
which is utilized in two ways. For one way, s°(y) is fed into a mapping network F' to generate the global
style code z, which is integrated into the decoder Dg with Adaln. For the other way, s"(y) and ¢(x) are

cropped into patches to be fed into the style transformer module 7s. The output of T's is further fed into
the encoder £g and decoder Dg to generate the output images lout.

M. Luo, H. Wu, H. Huang, W. He and R. He, "Memory-Modulated Transformer
Network for Heterogeneous Face Recognition," in IEEE Transactions on

Information Forensics and Security, vol. 17, pp. 2095-2109, 2022, doi:
10.1109/TIFS.2022.3177960.
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Memory for everybody

Parameter-efficient fine-tuning
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Exclusive vs Inclusive

Biometrics and person identification has been largely
dominated by security and law enforcement
(exclusive) applications.

By design these are applications requiring exclusive
identification to avoid unlegitimate user access.

Decisions are to be made against large amounts of
data and classes.

This requires to “push up” the limit of the True
Positive Matching Rate.



Exclusive vs Inclusive

= This segment of the bimodal distribution has been
always addressed... anthstressed (exclusive).

= TPR is maximized against\FPR.
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Exclusive vs Inclusive

Inclusive applications generally do not require to deal
with a very large number of classes.

By design they need a quick memory update to
include new subjects.

Decisions are not as critical, and accurate authentication
can be left to another processing stage.

Uncertainties are mitigated by extended interactions.

Instead of “pushing up” the limit of the True Positive
Matching Rate, they minimize the False Negative
Matching Rate.



Exclusive vs Inclusive

= In more inclusive applications this segment is more
critical (inclusive).

m TPR is maximized against FNR.
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Exclusive vs Inclusive

Examples of inclusive applications:

= Nursing robotics

m Automated meet and greet

m Customer service (physical or online)
m Virtual presence
= Automated cashier

= Adaptive environments



Question 3

= Is the Human Visual System still the best
comparative face recognition model? If so, what
can we learn from the way humans recognize

faces?
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The performance arena

Courtesy of J. Phillips et al. (2022)

Group

Phillips, Yates, Hu, Hahn, Noyes, Jackson, Jeckln, Ranjan, Sankaranarayanan, Chen, Castillo, Chellappa, White, O’'Toole,
"Face recognition accuracy of forensic examiners, superrecognizers, and face recognition algorithms*, Proc. National Academy of Sciences, 2018.
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Natural vs Artificial Intelligence
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Group Courtesy of J. Phillips et al. (2022)

Phillips, Yates, Hu, Hahn, Noyes, Jackson, Jeckln, Ranjan, Sankaranarayanan, Chen, Castillo, Chellappa, White, O’'Toole,
"Face recognition accuracy of forensic examiners, superrecognizers, and face recognition algorithms®, Proc. National Academy of Sciences, 2018.



Perception of familiar faces

Perception

PLOS ONE
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face familiarity and perceptual difficulty (as has been suggested previ-
ously (Woolgar et al., 2011, 2015)) impact the involvemen of frontal
cognitive areas in familiar face recognition.
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Recent ﬂ!eunes suggest that familiar faces have a robust
encountered
over a wide vane1y of contexts and image changes (e.g.
lighting, viewpoint and expression). By contrast, unfamiliar
ces are encountered only once, and so they do ot benefit
from such richness of experience and are represented based
on image-specific details. In this registered report, we used
a repeat detection task to test whether familiar faces are
recognized better than unfamiliar faces across image changes.
Participants viewed a stream of more than 1000 celebrity face
images for 055 each, any of which might be repeated at a
later point and has to be detected. Some participants saw the
same image at repeats, while ofhers saw a different image of
the same face. A post-experimental familiarity check allowed
us to determine which celebrities were and were not familiar
to each participant. We had three predictions: (i) detection
would
Wwould be better across same rather than different images, and
(iil) detection of familiar faces would be comparable across
same and different images, but detection of unfamiliar faces
‘would be poorer across different images. We obtained support
for the first two predictions but not the last. Instead, we
found that repeat detection of faces, regardless of familiarity,
was poorer across different images. Our study suggests that
the robustness of familiar face recognition may have limits,
and that under some conditions, familiar face recognition can
be just as influenced by image changes as unfamiliar face
recognition.

© 8 The Auors
Attribution License http://creativecommons.org/licenses/by/4.0/, which permits unrestricted
‘use, provided the original author and source are credited.
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Beyond' the FFA: The role of the ventral anterior
temporal lobes in face processing

essica A Colims R 4R Olson B
Show more +
& Share 9y Cite

Abstract

Extensive research has supported the existence of a specialized face-processing network
that is distinct from the visual processing areas used for general object recognition. The
majority of this work has been aimed at characterizing the response properties of the
fusiform face area (FFA) and the occipital face area (OFA), which together are thought to
bl Although
accruing evidence has shown that face-selective patches in the ventral anterior temporal
lnlm (vATL)are interconnected with the FFA and OFA, and that they play a role in facial
: the relative c

o

constitute the core network of brain areas for facial

of these brain areas to the core face-processing

network has remained unarticulated. Here we review recent research critically
implicating the vATLs in face perception and memory. We propose that current models
of face processing should be revised such that the ventral anterior temporal lobes serve a
ing network. We speculate that a hierarchically

centralized role in the visual face-proces
organized system of face processing areas extends bilaterally from the inferior occipital
gyxi to the vATLs, with facial representations becoming increasingly complex and
abstracted from low-level perceptual features as they move forward along this network.
The anterior temporal face areas may serve as the apex of this hierarchy, instantiating
the final stages of face recognition. We further argue that the anterior temporal face
areas are ideally suited to serve as an interface between face perception and face
memory, linking perceptual representations of individual identity with person-specific

semantic knowledge.
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Log-Polar/Retino-Cortical mapping

The complex log-polar transform is a
good approximation of the retinal sampling

VW NN
,k h I 17

4

—Fovea

AL _/‘{\__,JI(_ A~

Massone, L., Sandini,G. and Tagliasco, V. "Form-invariant topological mapping strategy for 2-d shape recognition”,
CVGIP, vol. 30 No.2, pp. 169-188, 1985
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Visual attention in face comparison

Face pairs compared

(A) perceptual and (B) computational results of saliency of local facial
features, demonstrate the relevance of non-standard facial landmarks

Bicego M., Brelstaff G., Brodo L., Grosso E., Lagorio A. and Tistarelli M. (2007) “"Distinctiveness of faces: a
computational approach”, ACM Transactions on Applied Perception, Vol. 5, n. 2, 2008.



CNNs and visual attention

Original

Densenetcy Efficientnet; Inceptioncg Resnetc;

M. Cadoni, A. Lagorio, S. Khellat-Kihel, E. Grosso "On the correlation between human fixations, handcrafted and CNN features”, Neural
Computing and Applications, 2021.



CNNs and visual attention

Fixation points AlexNet interest points.

Interest regions are modeled via Kernel Density Estimation.

M. Cadoni, A. Lagorio, E. Grosso, T. Jia Huei, C. Chee Seng (2021) “"From early biological models to CNNs: do they look where humans
look?”, 25t Int.l Conference on Pattern Recognition ICPR 2020, pp. 6313-6320.



Transformers and visual attention

Transformer Encoder

Multi-Head
Attention

N > Multi Head Self Attention is computed as the normalized dot
tom product between input patch embeddings.

Embedded ] > Data- and task-dependant up-weighting of the most informative
— image regions

» Through repeated, parallel comparison and feed-forward
networks a robust representation is obtained.

S. Abnar and W. Zuidema. Quantifying attention flow in transformers. In Proceedings of the 58th Annual Meeting of the Association for
Computational Linguistics, pages 4190—4197, 2020.




ViT attention

Layer 6 Layer 9 Layer 12

ViT-EE

ViT-N

M. Cadoni, S. Nixon, A. Lagorio and M. Fadda, Exploring attention on faces: similarities between humans and Transformers, 2022 18th IEEE
International Conference on Advanced Video and Signal Based Surveillance (AVSS), Madrid, Spain, 2022, pp. 1-8.

S. Nixon, P. Ruiu, M. Cadoni, A. Lagorio and M. Tistarelli, Exploiting Face Recognizability with Early Exit Vision Transformers, 2023 International
Conference of the Biometrics Special Interest Group (BIOSIG), Darmstadt, Germany, 2023, pp. 1-7
IMPROVE 21-5-2026 © M. Tistarelli 83



Driving Attention in ViTs

> Vision Transformers often attend to irrelevant
Image regions.

> Human vision selects salient regions through eye
fixations.

> Approach: injecting human eye fixation points
directly into transformer self-attention.

> @Goal: alignh model attention with human attention
and improve classification accuracy.

A. Waseem, P. Ruiu, S. Nixon, A. Lagorio and M. Tistarelli, Attention Mechanisms in Vision Transformers: A Survey, Int.| J. of Computer Vision, 2026
A. Waseem, P. Ruiu, S. Nixon, A. Lagorio and M. Tistarelli, HuGDAT: Guiding transformer attention with human vision, ICPR 2026.



Driving Attention in ViTs

> Fixation points are
injected into

deformable attention Reference Points
sampling. R A A

> Fixations are combined P B T 1 A
Wlth dEformabIe i | - -‘ . Offset Network .......
attention offsets. | ' “ 5

| e % < LB

> Sampling positions = | Ciie. ® —— 53—
reference points + L i % P 2
Iea rned Offsets + Human Fixation Points H'-B‘:Eﬁ?:g’ed Deformed Points 2
fixations.

» The backbone |
architecture remains G e
unchanged.

A. Waseem, P. Ruiu, S. Nixon, A. Lagorio and M. Tistarelli, Attention Mechanisms in Vision Transformers: A Survey, Int.| J. of Computer Vision, 2026

A. Waseem, P. Ruiu, S. Nixon, A. Lagorio and M. Tistarelli, HuGDAT: Guiding transformer attention with human vision, ICPR 2026.

Sampled Features



Driving Attention in ViTs

Human Fixation DAT HuGDAT (ours)

b} S
["

« Largest gains appear in
object-centric categories
(faces, objects, indoor
scenes benefit most).

Art

« Human fixations are
effective attention priors.

* Hybrid human-guided +
learned attention performs
best.

« Improved interpretability
and stability.

Indoor

Ground Truth Misclassified to Inverted X Correctly Classified v

A. Waseem, P. Ruiu, S. Nixon, A. Lagorio and M. Tistarelli, Attention Mechanisms in Vision Transformers: A Survey, Int.| J. of Computer Vision, 2026

A. Waseem, P. Ruiu, S. Nixon, A. Lagorio and M. Tistarelli, HuGDAT: Guiding transformer attention with human vision, ICPR 2026.
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Question 4

= How can we build "ethical” systems which
propery address current privacy concerns?

1. Only recently arised, because of the data greedy
behavior of CNNs, and widesprad applications

2. Another dimension of the same ill-posed problem

1 Feature-disentagle-based methods learn unbiased face representations. Still race, age and
gender convey useful information for recognition. [Y. Li, K. Swersky, R. Zemel “Learning unbiased
features”, 2014]

1 Adaptation-based methods learn unbiased representation spaces where all faces are equally
represented. [R. Ragonesi, R. Volpi, J. Cavazza, V. Murino, “Learning Unbiased Representations via
Mutual Information Backpropagation”, 2021]

1 Re-weighting-based methods learn an adaptive weight or margin to be adopted for each
specific group. [X. Xu, Y. Huang, P. Shen, S. Li, J. Li, F. Huang, Y. Li, Z. Cui, “"Consistent Instance
False Positive Improves Fairness in Face Recognition”, 2021]



Question 4

= How can we build "ethical” systems which
propery address current privacy concerns?

1. Only recently arised, because of the data greedy
behavior of CNNs, and widesprad applications

2. Another dimension of the same ill-posed problem

3. The bias mainly depends on our ecosystem



The other race effect
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Accuracy

m Race A face m Race B faces Courtesy of J. Phillips et al. (2022)

K. S. Krishnapriya, V. Albiero, K. Vangara, M. C. King and K. W. Bowyer, "Issues Related to Face Recognition Accuracy Varying Based on Race
and Skin Tone," in IEEE Transactions on Technology and Society, vol. 1, no. 1, pp. 8-20, March 2020.

Cavazos JG, Phillips PJ, Castillo CD, O'Toole AJ. “Accuracy comparison across face recognition algorithms: Where are we on measuring race
bias?,” IEEE Transactions on Biometrics, Behavior, and Identity Science 3(1):101-111, 2021.

C.A. Meissenr and J.C. Brigham, “Thirty Yeéars|of Investigating the Own-Race Bias in Memory for Faces: A Meta-Analytic Review,” Psychology
Public Policy, and Law, vol. 7, no. 1, pp. 3-35, 2001.

R.S. Malpass and J. Kravits, “Recognition for faces of own and other race,” J. Pers. Soc. Psychol., vol. 13, no. 4, pp. 330-334, 1969.



Question 4

= How can we build "ethical” systems which
propery address current privacy concerns?

1. Only recently arised, because of the data greedy
behavior of CNNs, and widesprad applications

2. Another dimension of the same ill-posed problem
3. The bias mainly depends on our ecosystem

4. Concept of universality... and the likelihood ratio



Question 4

= How can we build "ethical” systems which

propery address current concerns?

* Assign the evidential value (Likelihood Ratio)

Similarity

Pr (Hp|s, 1)
Pr (Hd| s, I)

Pr (s [Hp, I)
Pr (s|Hd, I)

Pr (Hp, I)
Pr (Hd, 1)

Posterior probability ratio Likelihood ratio Prior probability ratio

Tipicality

3



Question 4

= How can we build "ethical” systems which
propery address current privacy concerns?

1. Only recently arised, because of the data greedy
behavior of CNNs, and widesprad applications

. Another dimension of the same ill-posed problem
. The bias mainly depends on our ecosystem

. Concept of universality ... and the likelihood ratio

g i P~ W N

. How many bias sources should be considered?
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= Will face recognition advance AI?

...Maybe
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Deng J, Guo J, Yang J, Xue N, Cotsia |, Zafeiriou SP. ArcFace: Additive Angular Margin Loss for Deep Face Recognition.
IEEE Trans PAMI. 2021 Jun 9; doi: 10.1109/TPAMI.2021.3087709. https://github.com/deepinsight/insightface



Natural vs Artificial Intelligence

International Journal of Computer Vision (2021) 129:781-802
https://doi.org/10.1007/5s11263-020-01405-z
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Check for
updates

Deep Nets: What have They Ever Done for Vision?

Alan L. Yuille! - Chenxi Liu’

Received: 10 January 2019 / Accepted: 9 November 2020 / Published online: 27 November 2020
© Springer Science+Business Media, LLC, part of Springer Nature 2020

Abstract
This is an opinion paper about the strengths and weaknesses of Deep Nets for vision. They are at the heart of the enormous
recent progress in artificial intelligence and are of growing importance in cognitive science and neuroscience. They have
had many successes but also have several limitations and there is limited understanding of their inner workings. At present
Deep Nets perform very well on specific visual tasks with benchmark datasets but they are much less general purpose,
flexible, and adaptive than the human visual system. We argue that Deep Nets in their current form are unlikely to be able to
overcome the fundamental problem of computer vision, namely how to deal with the combinatorial explosion, caused by
the enormous complexity of natural images, and obtain the rich understanding of visual scenes that the human visual
achieves. We argue that this combinatorial explosion takes us into a regime where “big data is not enough” and where we
need to rethink our methods for benchmarking performance and evaluating vision algorithms. We stress that, as vision
~ algorlthms are Increasingly used 1n real world applications, that performance cvaluation 1s not mercly an academic exercise
but has important consequences in the real world. It is impractical to review the entire Deep Net literature so we restrict
ourselves to a limited range of topics and references which are intended as entry points into the literature. The views
expressed in this paper are our own and do not necessarily represent those of anybody else in the computer vision
community.
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Natural vs Artificial Intelligence
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Natural vs Artificial Intelligence

- PLASTICITY

to alter over time, by
creating new connections.

 FLEXIBILITY

to adapt to new, changing,
or unplanned events.

- ADAPTABILITY

to change in response to
external stimuli enhancing
his own skills.




Natural vs Artificial Intelligence

>Learn from human perceptual behaviors

» Exploit attention mechanisms; make models more curious

>Change the learning paradigm
> Perform interactions; incremental and continuous learning

»Add event-driven feedback to the system

Understanding how faces become familiar appears to rely on both
bottom-up statistical image descriptions, and top-down processes
that cohere superficially different images of the same person...

Robin S.S. Kramer, Andrew W. Young, A. Mike Burton, “Understanding face familiarity”, Cognition, Vol.
172, pp. 46-58, 2018, ISSN 0010-0277, https://doi.org/10.1016/j.cognition.2017.12.005.



Conclusion

Q1 If face recognition is so simple, why do we still need to
pursue research on this topic?

Q2 What are the drawbacks and limitations of current deep
learning models? How far can we go by exploiting increasing
amounts of face data?

Q3 Is the Human Visual System still the best comparative face
recognition model? If so, what can we learn from the way
humans recognize faces?

Q4 How can we build "ethical" systems which propery address
current privacy concerns?

Q5 Will face recognition advance AI?



Conclusions

Any other questions?
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