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AI in Geoscience

Key Publication:

Abdenour Hadid, Tanujit Chakraborty, and Daniel 

Busby

”When Geoscience Meets Generative AI and Large 

Language Models: Foundations, Trends, and 

Future Challenges”

ArXiv, 2024.

AI in Security

Key Publication:
A. Hadid, N. Evans, S. Marcel and J. Fierrez, 
"Biometrics Systems Under Spoofing Attack: An 
evaluation methodology and lessons learned," in IEEE 
Signal Processing Magazine, vol. 32, no. 5, pp. 20-30, 
Sept. 2015.
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Key Publication:
Abdenour Hadid, 
From Mind-Reading to Health-Reading 
Machines: Towards Contactless Health Diagnosis 
using Generative Artificial Intelligence, 
Nafath Journal, 2024.

AI in Healthcare AI in Mobiles AI in Autonomous Driving

Key Publication:
Abdenour Hadid et al. 

AI Powered Smart Roads for Future Smart Cities
International Workshop on Information 

Technology & Communication for a Smart City -
IWITIC’2021
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AI in Security
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https://scholar.google.com/citations?user=Obhn_AkAAAAJ&hl=en
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On the Detection of 
AI-Generated Images and Videos
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Aniek F. Markus et al, "The role of 
explainability in creating trustworthy artificial 
intelligence for health care: A comprehensive 

survey of the terminology, design choices, 
and evaluation strategies", Journal of 

Biomedical Informatics, Volume 113, 2021.
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Aniek F. Markus et al, "The role of 
explainability in creating trustworthy artificial 
intelligence for health care: A comprehensive 

survey of the terminology, design choices, 
and evaluation strategies", Journal of 

Biomedical Informatics, Volume 113, 2021.
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AI-
generated 
Content

Deep 
Fake

Creating highly good looking content  (text, videos, images) with AI
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https://humanaigc.github.io/emote-portrait-alive/
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Pros of AI-Generated Content
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Biases and Hallucinations

•Explainable models

Impersonation, fraud and miss-use

•Robust detection models

Generation Latency

•Data Efficient Modeling

High Computational Power

•AI and ML Accelerators 

Explainability &Trustworthiness

•Explainable Models

22



AI-Generated Content: 
Opportunities and Challenges

23



The Incident: A Deepfake Scam in Hong Kong
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https://www.youtube.com/watch?v=oxXpB9pSETo

Morgan Freeman?
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Abstract
It is becoming quite easy to generate realistic images and videos especially 
using diffusion-like models (e.g. DALL-E, GLIDE, Midjourney, Imagen, 
VideoPoet, Sora, Genie, etc.) due to their impressive generative capabilities. 
This creates a huge potential for a wide range of applications such as image 
editing, video production, content creation and digital marketing. Moreover, 
synthetically generated images and videos can be very useful for enhancing 
the training of AI models which usually require a large amount of data. 
However, these advances have also raised concerns about the potential 
misuse of these images and videos, including the creation of misleading 
content such as fake news and propaganda. So, one of the critical challenges 
associated with these advancements is the development of effective detection 
methods of synthetic images and videos. In the talk, we present the advances 
in automatically generating and editing images and videos, and discuss the 

limitations and challenges of such AI-generated content.
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Biases and Hallucinations

•Explainable models

Impersonation, fraud and miss-use

•Robust detection models

Generation Latency

•Data Efficient Modeling

High Computational Power

•AI and ML Accelerators 

Explainability &Trustworthiness

•Explainable Models
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The Detection of AI-Generated Content

Objective: develop a model        that learns
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Deepfake Detection Using Spatiotemporal Transformer
B Kaddar, SA Fezza, Z Akhtar, W Hamidouche, A Hadid, J Serra-Sagrist, 

ACM Transactions on Multimedia Computing, Communications and Applications, 2023 
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https://scholar.google.com/citations?view_op=view_citation&hl=en&user=Obhn_AkAAAAJ&sortby=pubdate&citation_for_view=Obhn_AkAAAAJ:QYdC8u9Cj1oC


Deep Fake (DF)
FaceSwap (FS)

Face2Face (F2F)
NeuralTexture (NT)

Deepfake Detection Using Spatiotemporal Transformer
B Kaddar, SA Fezza, Z Akhtar, W Hamidouche, A Hadid, J Serra-Sagrist, 

ACM Transactions on Multimedia Computing, Communications and Applications, 2023 
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Architectures and features of state-of-the-art AI-synthesized images detection models
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The datasets used in the evaluations of state-of-the-art AI-synthesized images detection 
models
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The Detection of AI-Generated Content

Approaches based on binary classification are shown a serious lack 

of efficiency in generalizing to accurately discriminate new diffusion-

generated images that have never been encountered before. 

J. Ricker, S. Damm, T. Holz, and A. Fischer, “Towards the detection of diffusion model deepfakes,” arXiv preprint
arXiv:2210.14571, 2022. https://arxiv.org/pdf/2210.14571.pdf

Poor Generalization to Diffusion Models
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https://arxiv.org/pdf/2210.14571.pdf
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This 
image 

is...

VLM with parameters

Frame deepfake detection as a image captioning task:

46



Bi-LORA: A Vision-Language Approach for Synthetic Image 

Detection M Keita, W Hamidouche, HB Eutamene, A Hadid, A Taleb-

Ahmed, https://arxiv.org/abs/2404.01959
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Multimodal Analysis

Generation and detection of manipulated multimodal audiovisual content: Advances, 

trends and open challenges

H Liz-Lopez, M Keita, A Taleb-Ahmed, A Hadid, J Huertas-Tato, Information Fusion, 2024

https://www.sciencedirect.com/science/article/abs/pii/S1566253523004190
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Merci

53

mailto:abdenour.hadid@Sorbonne.ae
mailto:abdenour.Hadid@ieee.org

