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6&BMA book. Our ability to help
patients is so reliant on IT

BMA medical book and digital solutions.

awards 2022
This book has the

WINNERS ANNOUNCEMENT broadest appea| and has
achieved something quite
impressive. It is not just
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LEARNING FROM THE PAST

Deaths and illness around childbirth had
always been a fact of life until 1847, when
Dr Ignaz Semmelweis noticed that his
hospital wards had a higher rate than the
nearby convent hospital. He set out to find
out why. What was he doing wrong?

Semmelweis started collecting statistics.
He noticed that his wards had fewer sick
patients in the summer. But why? He
realised that in winter his doctors attended
autopsies to learn about anatomy, then went
straight back to the wards. In summer they
didn’t do this so often.

Semmelweis speculated something was
getting back to the wards from diseased
bodies in the morgue. He instituted hand
washing. His intervention soon reduced
maternal death from around 20% to 2%.

Unfortunately, Semmelweis met a lot of
resistance to his ideas. Doctors didn't like
being told they might be the cause of illness.
After all, Semmelweis had no real theory
why his ideas worked.

A real explanation had to wait until Louis
Pasteur developed germ theory, which at
first only explained fermentation. The
Scottish surgeon Joseph Lister then
connected germ theory to putrefaction and
disease. Lister realised that antiseptics
would destroy germs causing disease, and his
success as a surgeon soon became famous.
Healthcare was persuaded.

Antiseptics prevent but don't cure disease.
Effective cures had to wait for antibiotics,
which Alexander Fleming discovered when
he identified penicillin in 1928.

Antibiotics are now widely used to treat
infections. But in turn, using antibiotics is
creating new problems in this invisible world
of bugs. Bacteria evolve, and become
resistant to antibiotics. Some antibiotics are
thus losing their power, which can be
catastrophic for infected patients — it's a
new global health threat. Guidelines are
being developed so antibiotics are only used
when they are effective and don’t increase
antibiotic resistance.

Bugs that cause disease are invisible, and for
thousands of years, people could only
speculate about illness. Most people just
accepted disease.

Eventually, Ignaz Semmelweis worked out
a cause of disease, but he met considerable
resistance from his colleagues.

Digital healthcare is a new intervention,
affecting all areas of healthcare. Digital
health has hidden bugs.

Managing digital bugs doesn't require
antiseptic procedures, it requires
computational thinking. Unfortunately, just
like theories of infection in the nineteenth
century, computational thinking meets
resistance.

Like Semmelweis's colleagues, we resist
being told we may be wrong. Moreover, as
cat thinking shows, the excitement about
digital itself makes it much harder to think
about its limitations and weaknesses. Why
would we have bought that expensive Al
system if it wasn't going to be an effective
system?

Just like early ignorance of bacteria,
antiseptics, and antibiotics meant that
curing disease was almost impossible,
ignorance of computational thinking makes
it almost impossible to recognise, talk about,
or to address the problems of digital bugs.

What does computational
thinking mean?
. We haven't defined
computational thinking in this
booklet. We haven't defined antibiotic
either.

You take for granted that to understand
antibiotics you need some medical training.
It's the same with computational thinking:
to understand computational thinking you
need computer science and software
engineering training.

Chapter 13 in Fix IT is all about
computational thinking.

There are parallels between antibiotic resistance and digital failure.

Just like the discovery of antibiotics was revolutionary, and antibiotics were first seen as a “magic
cure,” so, too, people promote digital as a cure-all solution to many of today’s healthcare problems.
But it's counter-productive to try to solve problems by getting more or newer digital systems —
digital transformation — without stopping to ask: Will it be better? Will it be safe and effective?
When is enough enough? We won't know unless we understand the underlying computer science.

Think! Computational thinking is the right approach to understand digital.
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LEARNING FROM THE PAST
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Dr Semmelweis’s students washing their hands in his ward Fix IT page 15

Medical device and system manufacturers
often complain about regulatory burden —
the cost to them of complying with even the
current regulations around digital healthcare.

| remember a manufacturer saying that if
they followed regulations to the letter, their
innovative systems would be so delayed
they'd be obsolete by the time they reached
the market. | wondered, if things are going
to get obsolete so quickly, why would
anybody want to spend any money on them?

We wouldn’t generally go along with such
arguments for drugs — we'd first want to
know drugs are safe and mostly free of side
effects before they are marketed.

Pharmaceutical companies rarely
complain about regulatory burden. They
employ highly qualified chemists, often post
doctoral, and microbiologists to develop and
test new drugs. They take regulation in their
stride.

Inexperienced developers use what's called a
“happy path” to test their systems. They
simply check that things work as they are
supposed to work. They can now tell
everyone that it works exactly as it's
supposed to work — implying any problems
are your fault. But the happy path means
they didn't check for possible failures.

Competent developers instead test all
possible paths where their systems are and
aren't used as they are supposed to be. This
is very hard, as there are an overwhelming
exponential number of ways of using things
in unexpected ways. Developers who want
to do thorough testing therefore use
sophisticated computer tools.

Al, of course, makes safe development
very much harder — so at least carefully
check contracts to ensure manufacturers
don't deflect responsibility for safety.

In response to the serious problems of quack doctors, the UK Medical Act of 1858 requires doctors
to be formally registered to practice. Similarly, after deaths from accidental poisonings, the
Pharmacy Act of 1868, requires drugs to be appropriately labelled, requires keeping written
records, and restricts the sale of drugs to qualified pharmacists.

So, when we read about digital health failures in this booklet, why don’t we see the bad digital
systems as likely developed by “quacks” and “adulterated” with bugs? Digital has become so
fundamental to all healthcare, it's time for it to be regulated in much the same way as pharmacy is.

Think! We should accept regulating digital — systems, developers, and support — just

like we accept healthcare regulation.
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The big picture...

1. The world has problems
(including many we don’t yet know about)

2. Thinking is the only way to find answers

3. Computers help us think

4. Using

5. Almost every step introduces more problems

6. Why? And what can we do about it?

7. Here at ICT4AWE, we will explore problems together...






Designers don't know things
users do know



Designers think they know
things they don't know
UNCONSCIOUS ARROGANCE



Designers know things
users don't know
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Undo Trash

Cancel Undo
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47 buttons ... 7 buttons ...
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But whose KNOWLEDGE?

21:21 all F

 Designer’s?
e Computer’s?

e User’s?

< Inbox

iI": comminter

Bonjour

Bienvenue sur le réseau IciWifi.

Vous recevez ce mail suite & la crBation de
votre compte dans I'Gtablissement Mercure
Angers Centre Gare.

Vous serez automatiquement identifi§ sur
'ensemble des Btablissements @quipbs avec
une solution IciWifi.

Vous pourrez utiliser votre compte pour lier
d'autres Bquipements (smartphone,
ordinateur portable) pour profiter de notre
réseau avec tout votre mat@riel.

Notre site www.iciwifi.com vous permet de
retrouver I'ensemble de nos hotspots en
France mais aussi de g@rer votre compte
Iciwifi.

Vous pouvez surfer en toute s@curit et en
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COUNTRY/TERRITORY

United Kingdom

CREDIT CARD ADDRESS

62 Cyncoed Road, CARDIFF, CF23 5SH

APT/SUITE (OPTIONAL)

oIty HAROLD THIMBLEBY
62, CYNCOED ROAD
Cardiff CF23 5SH

POSTCODE
CF23 5SH h i

Please enter a valid ZIP/Postcode.
Reminder: Your outstanding account balance
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‘Never before, in years
of reviewing books about=
4 buildings, has one brought:2&
Mme to tears. This one-did.’
Rowan Moore, Obsery,
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What went wrong?

* Deregulation
* Cost-saving for industry

 Corruption

* Building failed — so standard fire brigade policies failed

AND

e BothIT and HCI failed repeatedly

* Interestingly, unlike other problems,
the book How we let Grenfell happen
just says IT failed and doesn’t explore it
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We don’t know the user

1. Multidisciplinary teams
2. Use them before finishing the design!

3. Use different people:
skills, gender, nationality, age — users

4. Use an ethnologist:
someone who thinks about different people

5. Become two people:
review your own work next week

6. Be two people now:
use maths or formal methods

7. Be two people:
program in a serious language
(like SPARK



User problems

* Users don’t understand computers or expect bugs

* Users are busy doing their jobs

* Users think computers are wonderful

* “A new computer or digital innovation solves your problems!”

e This is the user’s curse of knowledge



Why isita CURSE 2

* Users don’t understand computers or expect bugs
* Users are busy doing their jobs

 They think that computers are wonderful

* Digital innovation solves problems!

* So they just want a new system ...

 This is the user’s curse of knowledge
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So what do
we do?
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Ideas

What users do is hard work
What developers do is hard work
We all lose situational awareness
But we are intermediaries

We have to understand both

We need multidisciplinary teams
to avoid “curse of knowledge” and “curse of ighorance”

We need to use analytical methods (maths, assurance cases...)

And iterative design



The big picture...

1. The world has problems
(including many we don’t yet know about)

2. Thinking is the only way to find answers
3. Computers help us think

4. Almost all computers have silly problems
5. Why? And what can we do about it?

6. How are we going to use these
or your better
ideas throughout the conference?



Donald Rumsfeld, 2002

* “Reports that say that something hasn’t happened are always
Interesting to me, because as we know, there are known knowns; there
are things we know we know. We also know there are known unknowns;
that is to say we know there are some things we do not know. But there
are also unknown unknowns — the ones we don’t know we don’t know.
And if one looks throughout the history of our country and other free
countries, it is the latter category that tends to be the difficult ones.”

e Donald Rumsfeld overlooked he didn’t know there are unknown knowns




When people travel to the
past, they worry about
radically changing the present
by doing something small.

Few people think that ==
they can radically &
change the future by !
doing something *
small in the present.



