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The North Atlantic Treaty Organizati on

What is NATO?

S one

and military alliance that brings together 32 member countries from Europe and North America. NATO
provides a unique, transatlantic link between these two continents for political and security cooperation.
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Protecting People

Albania - 2009
Belgium - 1949

Bulgaria - 2004 &

Canada - 1949
Croatia - 2009
Czechia - 1999
Denmark - 1949
Estonia - 2004
Finland - 2023
France - 1949
Germany - 1955
Greece - 1952
Hungary - 1999
Iceland - 1949
italy - 1949
Latvia - 2004

(+DATES OF ACCESSION)

#Lithuania - 2004
Luxembourg - 1949
Montenegro - 2017
Netherlands - 1949
North Macedonia - 2020
Norway - 1949
Poland - 1999
Portugal - 1949

g Romania - 2004
* Slovakia - 2004

Slovenia - 2004

Spain - 1982

Sweden - 2024

Turkiye - 1952

United Kingdom - 1949
United States - 1949




NATO Structure
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The Interoperability Challenge
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5 Domains Nations
AIR Bring different
LAND capabilities and
MARITIME systems to the
CYBER Alliance for
SPACE Defence

(Approx 150
different Air, xx
Land, XX
Maritime
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Overview NATO Responsible Al Policy
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6 Principles of Responsible Use:
Lawfulness, Responsibility, Accountability, Explainability, Traceability, Reliability, Governability and Bias Mitigation

Accelerated Adoption Framework

.
Data and Al Review Board




NATO Data Strate@nd Governance

4 )

Il n Feb 2025, the North At | &comprehensive DatacSirdtegydgn gr o v e
the Alliance (DaSA) emphasi zing NATO6s commitment tjo | ev
strategic asset driving sustainable battlespace advantage and business efficiency by 2030.

- /

TWO FOCUS AREAS: Consolidation of ongoing data -related activities & create a Data -Centric governance
framework

7 Guiding Principles of
NATOOs Data Govce

\\ Data must be:
Discoverable

1.
\\ C 2. Accessible
3. Reliable
4. Regulated
— 5. Interoperable
6. Shared
7.

Secure




The Military OR Ladder

a
Al
DECISION
4 LEVEL SHEERORITY MILITARY APPLICATION
W
o DISCRETE EVENT .
5 ' Level 7 SIMULATION Full Theatre Wargaming
Q
<
Level 6 Counter-A2/AD Strategy
n}
g/ STOCHASTIC . ‘ )
§ Level 5 PE {orm (MMING Planning for ‘Fog of War
MIXED-INTEGER : .
w f Level 4 ATy | | Joint Asset Targeting
<L
& : : :
S Level 3 Multi-Domain Routing
S
f Level 2 Spare part stockpiling
w
I Fuel/Ammo allocation
g Level 1 LINEAR PROGRAMMING for a single unit

NATO UNCLASSIFIED

INCREASING COMPLEXITY AND
AND INTERCONNECTION




COMPLEXITY

>
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EA
A

DECISION
SUPERIORITY

Vi ATION

GAME THEORY

MIXED-INTEGER
PROGRAMMING (MILP)

The Military OR Ladder In Depth

Military Application Traditional "Manual" Process Al-Assisted Enhancement

TheatreLevel Wargaming & Mission
Rehearsal

CounterA2/AD (AntitAccess/Area Denial)
Strategy

Course of Action (COA) Planning under
uncertainty

Joint Asset Targeting & Resource
Allocation

Multi-Domain Routing & Supply Chain
Optimization

Spare Part Stockpiling & Prepositioning

Fuel & Ammo allocation for a single unit

Manual Scripting: Analysts hardode Reinforcement Learning: Agents "learn’
every "If/Then" rule; simulations are from every run to discover optimal,
static. emergent tactics.

Fixed Payoff Matrices: Human analysts Multi-Agent Systems: Thousands of
guess enemy values in a limited "chess competitive "adversary" agents evolve
board. tactics in realtime.

Small Scenario Trees: Limited by how Generative Al: Creates millions of

many "WhatlIfs" an analyst can extreme "Black Swan" scenarios to
manually type. stresstest plan resilience.

Long Solver Runtimes: Computers take Al Heuristics: Neural networks "prune”
hours/days to crunch "Yes/No" the math to find top-tier solutions in
targeting math. near-real-time.

Batch Processing: Data is updated once FiEelEiG Analytlcs: DYETILE rerout! ng
based on live sensor data and satellite

a day; plans are often "stale" on arrival. .

imagery.
Reactive Adjustments: We wait for a Machine Learning: Predicts adaptive
"Low Stock" alert before ordering more "burn rates" based on mission intensity
parts. before shortages occur.

Manual Data Entry: Analysts spend NLP/Vision: Instantly ingests field
hours cleaning spreadsheets to update reports to update model constraints
model limits. automatically.
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AUDIENCE QUESTION:
Which phase of an OR project takes the
LONGEST??
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Estimated Time (%)

Rapid Capabillity Integration: An Alliance Innovation Ecosystem

Distribution of Time Across Operations Research Study Phases

OR Study Phase




Data Cleaning Techniques

COMPLEXITY

DECISION
SUPERIORITY

Traditional OR Method (Manual) Al-Enhanced Way (Automated)

NLP & Computer Vision: Automatically extracts
and standardizes units from diverse NATO
reports.

Manually converting units (Liters vs.

Normalization Gallons) and date formats in Excel.

Manually scanning rows to find "Doubte

Deduplication Counted" tanks or fuel trucks.

Filling missing sensor data with simple

Imputation averages (Means) or zeros.
Visual inspection of scatter plots to find
Anomaly Detection "impossible” data (e.g., a truck at 500

mph).

Crossreferencing disparate databases b

Entity Resolution hand to link "Unit A" to "Bde 1."

Fuzzy Matching: Uses probabilistic logic to
identify identical entities even with typos or
different naming conventions.

PredictiveModeling: Uses historical patterns to
"guess" the missing value based on related
variables (e.g., speed + terrain = fuel use).

Unsupervised Learning: Automatically flags data
that deviates from physical or logical norms,
including potential "spoofed" data.

Knowledge Graphs: Automatically maps
relationships between people, places, and
assets into a connected web of data.
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APPLICATION : o = ﬂ 3 :‘} Customized software applications are

2l ; =T | =1l == built in weeksand days, not years
LAYER - - _ S ys, not y
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NATO Secret

DATA LAYER

DATA SECURITY | Identity Based Access i Slecaisstion el AriE I '] Permissioning at the User
& GOVERNANCE Controls \U Access Controls " and Data Level

Nations
NATO Force Structure
DATA & E
SOURCES | |

Integrations
( OpenSource )
Information

(e.g., Janes & Datamin
\. y,




Wargaming

Automated
classification

== Modeling &

0 Simulation

N2
rZIE

Physichased <
MDO Simulation ==

& Gotham®

N\ Apollo®

Ontology and OSDK Layer

Workflow
Services

Data Al
Services Services

Security & Governance Layer

Software Delivery Layer
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E Preview YO History | <[> Code | 4 Data health = [= Build timeline ¥ ,”

Y Find.. [ View in code workbook

1
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def hubble_entities(all_entities, all_accounts):

selected_accounts_fields = all_accounts.selectExpri(

'entity_id',
'subaccount_types',
‘account_pk"*,
'opened_first_account_at',
'closed_last_account_at'

)

df = all_entities.join(selected_accounts_fields,

‘entity_id")

.
Q
8
A
B
=

«

DATA LINEAGE TOOL




Entity Extraction for Battle  Space Objects (BSO)

Problem: It takes analysts too long to read reports,
identify relationships, and create red order of battle
for use in Wargaming and Simulation Tools

KNOWLEDGE GRAPH RELATIONSHIPS 1st REGIMENT

(MECHANIZED
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Ran i

: —_— r dep
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DATA VERIFICATION INBOX — = \\ ECHEO \\ g | X ‘

T ) )
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[SUBJECT PERSON A] Q ] INTELLIGENCE A O o ARG COY ) (MBS 2t
o) T CYCLE PHASES _ﬁ/ ! Command & Control
[REPORT 01] e —— [LOCATIONA] Analysis == Logistical Link
in elo @ Place Production ARTILLERY GROUP Sensor Feed
= 155mm x12)

PENDING ENTITY REVIEWS reported

\ ICATION PROTOCOL Dissemination

reported [SUBJECT PERSON B] linked to
ATE IDENTITIES > = (Person)
= :

‘ ERENCE INTELLIGEN > |
VALIDATE Gf HUMAN reportel E?BJ K 9
LIDATE GEOLO! Al » » et reported [O‘EJECT 4 linked to [REP(TRT [!]2] R E D O R D E R O F BATT L E
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Ready for Verification: 609

ENSURING HIGH-FIDELITY INTELLIGENGE & REOUCING AUTOMA

KNOWLEDGE GRAPHCreate a
ENTITY EXTRACTION: structured, interconnected view.

Uses Natural Language Processing
to create suggested relationships

RAW Intel Reports in Database 2@sed on specific prompts.
xtracts people, places, things and




Single Version of the Truth - Executability Analysis

Problem: It takes too long to give my Commander an |
accurate view of what military capabilities they have to ERHIOTS:L:EH STATUS: wss:: Data Refreshed: mt;m;tmp]
execute our plans as readiness changes. R EEEEE R 3
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Q - Palantir AIP | Defense and Military PR —
« Palantir : : s 2 .
g AIP Terminal ~ [nvestigations  Proposals 4 share sl s ! i Bettiefiold Ovarview 13 v

Al processing on SAR imagery has detected potential unusual enemy activity.
Aroa of Interest /
INTRODUCING &
AIP FOR DEFENSE AE (vou)

Show me more details
. AIP Assistant
Alert - Anomalous military activity detected Hand-off Inspector [

Here are additional details about this alert.

Summary

This satellite image was captured 8
minutes ago. An algorithm that detects
military equipment found 5 pieces of
equipment in the image.

Details
Timestamp 29 April 2023 14:39Z
Satellite StarTech N-58200

Imagery Type SAR
Image Quality im

Algorithm Military Vehicle
Detector V 25.3.0

MORE VIDEQOS >
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Q Palantir AIP | Defense and Military T _— ,
s Palantir File  Edit IRIS-52 (MQ-9) ) MOCK DATA Sl}are 4
g AIP Terminal Investigations Proposals % Share i :

B AMVLA QLUNL T/ INWTE UMY THT INCAL GVaiiauvit Salciiintg pasd D 9 1ANOMITad 1 22

minutes. It has a resolution of 0.5m.

Area of Interest /

INTRODUCING How would you like to proceed?
AIP FOR DEFENSE

AE (vou)

Task the MQ-9 to capture video of this location

Q AIP Assistant

Tasking Request Sent Hand-off Inspector
ISR Air Tasking Order View deta
Timestamp 29 April 2023 14:392 Imagery Type EO/IR
Asset IRIS-52 MQ-9 Tasking ID # 902853-RRN

Q AIP Assistant

Tasking Request Approved
ISR Air Tasking Order
Tasking ID # 902853-RRN Approved on 29 April 2023 14:40Z
Approved by Col McHansten NETH Approved

> Live 18:2713p |
——

MORE VIDEOS
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Defense and Military S— s:’ f
§ . . e X ﬁare
g AIP Terminal Investigations Proposals 8 share (W File Edit Saved 3| Battlefield Overview - - © MOCKDATA

AE (You)

Generate 3 courses of action to target this enemy equipment

‘ AIP Assistant

3 Courses of action generated Hand-off Inspector [
Created three options outlined below.

COA 1 — Target with Air Asset View COA details
Time required 18 min Distance to target 40.3 km

Asset HAWK11 (F-16) Fuel Level 935 kg (89%)
Armament 4x AGM-114 Personnel Req 8

COA 2 — Target with Long Range Artillery View COA details
Time required 7 min Distance to target 53.5km

Asset Knight 114 (HIMARS) Vehicle Status READY

Armament 4x ER GMLRS Personnel Req 4

COA 3 — Target with Tactical Team View COA details
Time required 2 hr 15 min Distance to target 39.5 km

Team Team Omega Team Status On Mission, Ready
Armament 6x Javelin Missile Personnel Req 9




e and Military

AIP Terminal

Q AIP Assistant

Generating route

Route details

Start Location
End Location

MD (vyou

Proposals

11SNV0749708718
11SNV1292226454

Speed
Terrain

How many javelin missiles does Team Omega have?

Q AIP Assistant

Team Omega has 31 Javelin missiles.

1€

Details

Unit Size
Callsign
Assigned Mission

Vehicle

avel

I

ODA
OMEGA - 511
Horizon Shield

Stryker

Javelin Missiles
R-052 Missiles
Micro Drone

FR-5128 Weapon

Stryker (40 kph)

Offroad / Mountain

31/50
25/ 30
3/3

13/ 14

AN
P
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