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The Cybersecurity Imagination

Social Threats to Networks = 

“Human Factors”

“Social Engineering”
or

“The Socio-technical”

Etc. etc.



The Human Factor

Accepted - and known that (for example):

- Between 60 -90% of data breaches have a 
human basis

- 83% of organisations reported insider 
attacks in 2024

- Phishing attacks remain the most 
prevalent and disruptive type of breach or 
attack (experienced by 85% of businesses 
and 86% of charities)



The Human Factor
- 70%–79% of organizations targeted by 

business email compromise. Global losses 
surpassed $8 billion between 2021 and 
2023, making it more frequent than 
ransomware

- 50% of firms say that family members 
permitted to use work issued devices

- Only 19% of businesses overall have specific 
cyber training (76% of large businesses) 

(UK cyber breaches survey 2025 )



Acceptance is one thing - But

– what more clearly IS a human factor?

– If i t  is to do with ‘errors’ (as is commonly 
assumed) what is an ‘error ’ in this context?

– is “human” equivalent to “social”?

– where in the socio-technical does human agency 
end/begin and technical agency predominate?

– Where is the predominant requirement of any 
science – causality….. ?



Attack Surfaces and Explanatory Voids

Surface

Context



Attack Surfaces - Analogy from a Murder Scene

Local Ridge Orientation = gradient of



Three Varieties of 
Social Challenge

1: Challenges of Social  
Change

2: Challenges of Social  
Organisation

3: Challenges of Social  
Mutation/Hybridization



1: Social Change
Contemporary socio-polit ical 
shifts e.g.:

- Electoral inf luences

- Economic shifts/upheavals

- Confl icts and tensions

How is any of this a 
network security issue?



Social Change
Electoral influences

New att i tudes, new pol ic ies e.g.  

- Trump administrat ion pivot 
towards crypto

- Coinbase crypto-mining malware 
enters top 3 threat l is t  in 2025

- Use of i l legal  crypto-wal lets 
increase by 145% between 2024-
25. Valued at $158bn –  h ighest 
ever



Deep Strike (2026)



1: Social Change
Electoral influences

September  –  October  2020

- Process  o f  fo rced  remova l  o f  Char les  K rebs  
f rom h i s  pos t  as  D i rec to r  o f  Home land 
Secur i t y  Cybersecur i t y  Agency

- Krebs  had  a f f i rmed  the  2020  US e lec t ion  
was  the  sa fes t  (mos t  cybersecure )  i n  US 
h is to ry  and  den ied  any e lec t i on  f raud

November  2020

- So la r  W inds  Supp ly  Cha in  a t tack  (by  
Russ ian  SVR?)  –  one  o f  the  mos t  
soph is t i ca ted  to  da te

- 30 ,000  pub l i c  and p r i va te  o rgan iza t ion  had 
ne tworks ,  sys tems  and  da ta  compromised  –  
i nc lud ing  US Treasury,  Depar tmen t  o f  
Jus t i ce ,  Pen tagon ,  M ic roso f t ,  I n te l ,  Vmware ,  
V i sa ,  Mas te rca rd ,  CBS,  McDona lds ,  Vo lvo  &  
Ford  



Social Change
Economic upheaval

- Impacts of economic instabil i ty 
upon share value of cybersecurity 
f irms 

- Average falls of between 4-5% in 
2026 with wider falls for software 
f irms

- Reduced capacity to produce 
effective tools

- Impact of economic 
downturns/recessions on 
investment in cybersecurity and 
shifts toward other priorit ies



Social Change
Economic upheaval

- Booms in cer ta in forms of  network 
prov is ions can quick ly  turn in to economic 
bubbles

- Subsequent  f inancia l  crashes which then 
reor ientate sector  away f rom previous 
solut ions.  

- EG dotcom bubble of  la te 1990s.  Over  
investment  in  IT s tar t -up f i rms led to 
reduct ions in  caut ion and protect ions

- Rise of  whol ly  new var ie t ies of  a t tack 
vectors and cybercr iminal  organisat ions

-  EG Mel isa Vi rus (1999)  I  loveyou Virus 
(2000) ;  My Doom Virus (2003)  Maf iaBoy 
Ddos at tacks,  Card ing groups l ike 
ShadowCrew

- Many argue current  obsession wi th AI  
based solut ions are leading to s imi lar  r isks 
–  and probable outcomes….



Social Change
Global Conflicts and tensions

• Research  sugges ts  tha t  ra te  o f  cybera t tacks  r i se  by  up  to  
50% dur ing  s tand -o f f s  o r  con f l i c t s

• And new con f l i c t s  can  c rea te  en t i re l y  new k inds  o f  
cybersecur i t y  r i sk

• Cf .  22 -day a t tack  on  Es ton ia  i n  2007 ,  the  cement ing  o f  
Ddos  o r ien ted  s t ra teg ies  l i ke  p ing  f l ood ,  UDP f l ood  &   
ma l fo rmed web  quer ies  as  na t i on  s ta te  a t tack  vec to rs

• Pro tec t i ng  ne tworks  aga ins t  adversa r ies  can  have  the  
oppos i te  e f fec t ,  p rov id ing  cyberc r im ina l  g roups  w i th  new 
op t ions  and  oppor tun i t ies

• 2016  NSA hack  by  the  ‘Shadow Brokers ’ –  E te rna l  B lue  
exp lo i t  +  1  g igabyte  o f  o the r  exp lo i t s  en te r  the  c r im ina l  
ecosys tem.  Up  to  20m E te rna l  B lue  a t tack  a t tempts  
recorded  every  mon th… .

• Russ ian cybercr ime groups l i ke  Cont i ,Tr ickBot ,  Kraken,  
Noname 057and K i l lne t  deve loped ar rangements  wi th  
Put in  reg ime to  undermine Ukra ine  under  the  ‘Dark  
Covenant ’ 

• 74% of  a l l  ransomware pro f i ts  now goes to  such groups



2: New Forms of Social Organisation

History  of  cybercr ime shows movement  
f rom lone  actors  through to  ag i le ,  
integrated  groups ,  nat iona l i zat ion  and 
reg iona l i zat ion  of  product ion

Major  impacts  upon cybercr imina l  
pract ices  and network  threat  landscape.  

Coming together  of :

 -  Or ig inal  card ing groups

 -  Forums

 -  Communicat ion channels

 -  Emerging onl ine cr ime marketp laces 
l ike Si lk  Road



New Forms of Social Organisation
The Cybercrime economy

2 year study –  init ially to understand how 
cybercriminals spend profits.  Field 
Research and Qualitative interviews with 
over 150 Dark net vendors,  suppliers and 
customers 

Identif ied emergence of a highly 
integrated cybercrime economy

Multiple modes of revenue generation

Estimated value in excess of $1.5tn 
annually

Larger than the GDP of many nation states



2: New Forms of Social Organisation
Platform Criminality

Result ing evolution of tradit ional 
cybercriminality into a new modality - 
Platform Criminality

Integration of platform modes of organization 
into digital crime word

Blurring between operations of legal and 
i l legal platforms. “Post -Crime”?

Easy availabil i ty of digital crime tools across 
crime platforms

Legal platforms increasingly targets and 
resources for digital crime

Widening need for new approaches to  
cybersecurity



3. Hybridisation
Digital Attack techniques

Increasingly merge with

Kinetic Attack techniques

For example:

Ukraine war demonstrating that 
jamming, or e-warfare 
responses not suff icient to 
block drone attacks



Hybridisation
Conversely: drones can now use 
physical  means to compromise 
network securi ty.  

EG: Flying in close to:

- Conduct local de-authenticat ion 
attacks.

- Detect and spoof wi -f i  networks

- Carry devices to inf i l t rate or shut -
down systems

Emergence of micro drones which 
conduct simple intel l igence and 
survei l lance of cybersecuri ty at work. 

Password sniff ing and f i lming 
network protect ion tools



Social
Hybridisation

Human bod ies  and soc ia l  l i fe   in tegra ted  ever  more  
c lose ly wi th  d ig i ta l  techno log ies

Techno log ica l  ex tens ion

Wearab les

Whol ly  new th reats  –  

Enhanced Persona l /Corporate /S ta te  Esp ionage

Pacemaker  hacks

Incorpora t ion  in  Botnets

Pr ivacy r i sks



Putting things back 
together
Increasing evidence that cybersecuri ty has 
not only fa i led to meet any of these 
chal lenges

But a lso, as i t  s tands, may not be f i t  for  
purpose

In spi te of  industry value est imated at 
$500bn+

Ongoing r ises in malware 

Cont inuing success of new (and old)  at tack 
vectors

And so on



Putting things back 
together

Could there even be a sense in which 
cybersecuri ty can be held to be 
responsible  for  cybercr ime?

Time to take stock and rethink again?



Embedded 
Cybersecurity?

A model which no longer treats 
network security as an 
afterthought

Not just the old chestnut of 
‘better education’

Something embedded at every 
stage of policy and 
institut ional adaption



Embedded 
Cybersecurity?

In higher education –  br idging 
computer science/social  science type 
divides

In the professional domain - breaking 
down the glass wal l  between f ields of 
expert ise (cf.  professional 
conferences….)

In everyday l i fe –  “natural is ing” how 
social  actors use and respond to 
securi ty

Or –  do we need something yet more 
radical?



Co-evolutionary 
Cybersecurity?
A new paradigm?

Responding to cyberthreats in a 
dynamic evolut ionary way

Across al l  levels of social  
interact ion

But in l ine with co-evolut ionary, 
NOT individual  evolut ionary 
processes

Eg ensuring that evolut ions in 
network protect ion co-evolve with 
evolut ions in attack tools



Level 
Complications

But:

Multiple complexit ies in 
mapping co-evolutionary 
relations between agents at 
different levels …



A Socio-technical Framework for Reducing Human Related Risks in Cybersecurity (McGuire et al. 2019)



Conclusions

A more extended engagement wi th the social  
now essentia l .

Needs to move beyond poor ly grounded 
assumptions about ‘human factors’

 Towards a fu l l  spectrum, technological ly 
extended merging of the social  and the 
cyber…

Far greater co-operat ion and more considered 
in tegrat ion between social  sc ient is ts and 
cybersecuri ty pract i t ioners wi l l  be crucial  for  
th is  to happen
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