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ICT ecosystem

e Advancements in the ICT have changed our society

e Infrastructures and services are more powerful, efficient, and
complex
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e |CT is the enabling factor for a smart society ...
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... Everything is getting smart

Smart entertainment systems Smart governance Smart toothbrush
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Smart society
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Smart society - Advantages

Utilities

Financial Services

Transportation &
|

Health & Life Science \‘r\ \
:) : @ Retail

Telecommunications \,@9

Law Enforcement

Multiple Industries
Manufacturing
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Smart services and security — Advantages

+ Better protection mechanisms

+ Business continuity and disaster recovery

+ Prevention and response

.. but ...
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Smart services and security — Disadvantages

— More complexity ...
... weakest link becomes a point of attack

o system hacking
o improper information leakage

o data and process tampering

— Explosion of damages and violations

— Loss of control over data and processes
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Maybe too smart? — 1

The Joy of Tech .. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS N
BITCOIN, OR NEXT
TIME T s”E{I-i-LHT
n % SMOKE, I Ml
ON STRIKE JUST I:E‘I’ You
SLEEP.

THE NEXT TIME

SYSTEM IS
GOING TO GO
oMLY

HACKER #100
OR I'LL REVERSE

MY BANK
ACCOUNT/

IF YOU DONT
SEND US CASH,
YOUR REPUTATION THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
SH. S TO BUY AN INTERNET-
CONNECTED BROOM!
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Maybe too smart? — 2
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Warning over smart meters privacy risk
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An EU data watchdog has warned
of the "considerable risks” to
privacy posed by new energy smart

Markey Report Reveals Automobile Security and Privacy Vulnerabilities

Mondy, by .20

5, 2010

S prvacy saps
The European Data Protection ~
‘Supervisor said safeguards were
needed over how firns used the
*massive collection” of consumers"
data uploaded by meters.
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Security ... a complex problem

Protection of ihfrastructu re

Protection of devices

Protection of data
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The role of data in a smart environment

Collection of information

smart

Analysis of & Analytics devices

information €&

Use and sharing
of information

— better governance and intelligent systems



The most valuable resource - Data

INQUIRER
Fuel of the future

The new oil: data is the world’s most Data is giving rise to a new economy
valuable resource

How s it shaping up?

'Data is the new oil': Your personal
information is now the world's

P i
most valuable commodity Why

Huge amounts of data are controlled by just 5 global mega-corporations t. s

bigger than most governments o cBF finen 'o, cted BY
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Big Data and Analytics Play an Important Role in the Energy <% o o 5
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By Ramona Pringle, CBC News  Posted: Aug 25, 2017 500 AMET | - Last Updated: Aug 25, 2017 11:28 Ak

T dmving g,
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| . 18816
Valuable Resouree Goig? A THENEW gy

‘The Economist, Monday, May 8, 2017 6:22 AM

Data is now the world's most valuable resource according to The Economist,
which reports on antitrust concerns about Alphabet (Google's parent company),
Amazon, Apple, Facebook, and Microsoft, all of which have tons of data. The
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Impact on data protection and privacy

Uber reveals 2.7 million UK users of its Computer Scientists Develop a Simple Tool to Tell If
app were affected by a mass data Websites Suffered a Data Breach
breach that saw names, emails and Publshed: December 12, 2017, . The Dutch Data Protection Authority
phone numbers stolen Uber says data breach compromised 380K  gccidentally leaked its employees’
ol : users in Singapore data
o & - P ‘ © Approx. 9,000 Penn students affected by
el Over 100GB of Secret Consumer Credit Data Leake —— security P'QUCh that released their private
Online information
. : a4 S . - O K Montadiog 15121 505
A collection of 1.4 Billion Plain-Text leaked credentials™ g MASSIVE B

Personal Data of Over 143 Million Americans Stolen

is available online from a Credit Reporting Firm

December 12,2017 By Pierluigi Paganini

[ £ wypage ] 63,500 records breached by &
G+ misconfigured database /) 5,
Jessica Davis. e,
* 4y 2Ch
A 41-gigabyte archive containing 1.4 Billion credentials in ‘@"5‘%‘9
iy,

. . ) 4
clear text was found in dark web, it had been updated at the S Equifax discovers another 2.4 million customers hit D""To
end of November . =8 by data breach

Former nursing home employee plssert Business Secior Heck, U

d gr credit card Deloitte hit by cyber-attack revealing

numbers clients’ secret emails

Shaniece Borney, 29, will be forced to pay the victims back and could

face an additional $250,000 fine, 10 years in prison or both.
e Excusive: .
Facebook admits to far higher number of

Carphone Warehouse Breach: 'Striking' Failures
data breaches Trigger Fine
Facebook has said personal data on 87 million users was shared with Cambridge Mobile phc 3 e
Analytica, millions more than it admitted earlier. The social media giant also unveiled new b war s e eichies
privacy rules, but the whiff of scandal lingers.
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Huge amount of data stored at external providers
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Cloud computing

e The Cloud allows users and organizations to rely on external
providers for storing, processing, and accessing their data

+ high configurability and economy of scale
+ data and services are always available

+ scalable infrastructure for applications

e Users lose control over their own data

— new security and privacy problems

e Need solutions to protect data and to securely process them
in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

B B

data owner cloud data owner cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

data owner cloud data owner cloud

functionality

o functionality
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

g—a f-—-O

data owner cloud data owner cloud

functionality but no protection
(key is with the CSP)

e functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)
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Cloud computing: Today
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data owner cloud data owner cloud

functionality but no protection protection
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

p

data owner cloud data owner cloud
functionality but no protection protection but limited functionality
(key is with the CSP) (you cannot access data as you like)

e functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

e protection but limited functionality since the CSP cannot access
data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

U

data owner cloud

AAAAAA

Mhnps:l/mosaicmwn.eu \ / https://www.marsalproject.eu

©SPDP Lab - UNIMI 17/43



Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

data owner cloud

e client-side trust boundary: only the behavior of the client should
be considered trusted
— techniques and implementations supporting direct processing
of encrypted data in the cloud

AAAAAA

Mhnps:l/mosaicmwn.eu \ / https://www.marsalproject.eu
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Data protection — Base level
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The latest incident to emerge - which happened in 2013 - s probably distinct
from the breach of 500m user accounts in 2014
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million PlayStation
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Data protection — Base level

otball opinion culture business lifestyle ~fashion environment tech travg

Yahoo hack: 1bn accounts compromised
by biggest data breach in history

The latest incident to emerge - which happened in 2013 - is probably distinct
from the breach of 500m user accounts in 2014

4> Technology

HacKers steal 2.5

million PlayStation

and Xbox players'
Healthcare ITNews

Privacy & Security

Even with encryption, EMR data
at risk

'While encryption could offer some protections ... it also has
serious limitations'
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jobs dating more +

International edition +

theguardia

Equifax Says Cyberattack May Have

Affected 143 Million in the U.S.

snd RON LIEBER SEPT.7.2017 0000

RLROTH
2 SIEGEL BERNARD, TIFFANY HSU, NICOLE PEF

Smay}
have 4,
Untaney 5 - 2CCEssE
Y firn blue. dlusem"mes Ji
~Chjj S Dasery,
Register’

Biting the hand that feeds IT

RE SOFTWARE SECURITY TRANSFORMATION DEVOPS BUSINESS ~PERSONAL TECH ‘
Security

Two million customer records pillaged

in IT souk CeX hack attack

18/43



Data protection — Regulation

Access and usage control Selective sharing

* K % General
* *
Data

* * .
* » Protection

* ek Regulation

Governance and regulation
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Data protection — Confidentiality (1)

e Minimize release/exposition
o correlation among different data sources
o indirect exposure of sensitive information
o de-identification # anonymization

TECHNOLoGY UNBOXED
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Data protection — Confidentiality (2)
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Re-identification with any information

e Any information can be used to re-identify anonymous data
= ensuring proper privacy protection is a difficult task since the
amount and variety of data collected about individuals is
increased
e Two examples:
o AOL

o Netflix
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AOL data release — 1

In 2006, to embrace the vision of an open research community,
America OnLine publicly posted queries to AOLs search engine

AOL @

e 20 million search queries for 658,000 users summarizing
3 months of activity

e obviously identifying information (AOL username, IP address)
was removed

e usernames replaced with unique identification numbers
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AOL data release — 2

User 4417749:
e numb fingers

e 60 single men

e dog that urinates on everything

e hand tremors

e nicotine effects on the body

e dry mouth

e bipolar

e several people with last name Arnold
e landscapers in Lilburn, Ga

e homes sold in shadow lake subdivision
Gwinnett county, Georgia
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AOL data release — 2

User 4417749:

numb fingers

60 single men

dog that urinates on everything

hand tremors

nicotine effects on the body

dry mouth

bipolar

several people with last name Arnold
landscapers in Lilourn, Ga

homes sold in shadow lake subdivision
Gwinnett county, Georgia

Thelma Arnold, a 62-year-old widow
living in Lilburn, Ga

A Face Is Exposed for AOL Searcher No. 4417749

By MICHAEL BARBARO and TOM ZELLER Jr.
Published: August 9, 2006 = senmTo

EMALTHIS
Buried in a list of 20 million Web search queries collected by AOL & rnr
and recently released on the Internet is user No. 4417749. The

@ REPRINTS

‘number was assigned by the company to protect the searcher’s
anonymity, but it was not much of a shield.

¥ No. 4417749 conducted hundreds of
o searches over a three-month period

on topics ranging from “numb fingers” to “60 single men”
to “dog that urinates on everything.”

And search by search, click by click, the identity of AOL

" user No. 4417749 became easier to discern. There are
queries for “landscapers in Lilburn, Ga,” several people
with the last name Arnold and “homes sold in shadow lake
subdivision gwinnett county georgia.”

It did not take much investigating to follow that data trail
to Thelma Arnold, a 62-year-old widow who lives in
Lilburn, Ga., frequently researches her friends’ medical
ailments and loves her three dogs. “Those are my
searches,” she said, after a reporter read part of the list to
her

Thelma Amold's identity wa ved
by AOL records of her Web searches,
like ones for her dog, Dudley, who
dlearly has a problem.
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AOL data release — 3

What about user 175566397?

e how to kill your wife e steak and cheese

e how to kill your wife e photo of death

o wife killer e photo of death

e how to kill a wife e death

e poop e dead people photos
e dead people e photo of dead people
e pictures of dead people e www.murderdpeople.com
e killed people e decapatated photos
e dead pictures e decapatated photos
e dead pictures e car crashes3

e dead pictures e car crashes3

e murder photo e car crash photo
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Netflix prize data release — 1

In 2006: “Netflix Prize” of USD 1 million for a movie recommendation

algorithm that improved Netflix’s algorithm by 10%
NETFLIX

e 100 million records (movie rated, rating, date)
for 500,000 users from Oct’98 to Dec.05

e only a sample (one tenth) of the database was released
e some ratings were perturbed (but not much, not to alter statistics)

e identifying information (usernames) removed, but a
unique user identifier was assigned to preserve rating-to-rating
continuity
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Netflix prize data release — 2

Netflix Prize dataset + IMDb:

e with 6 movie ratings and dates
(4 2 weeks), 99% of records uniquely
identified

e with 2 movie ratings and dates
(£ 3 days), 68% of records uniquely
identified

e 84% of subscribers in the dataset
uniquely identified by knowing
6 obscure (outside the top 500) movies
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Netflix prize data release — 2

THREAT LEVEL )—m

Netfllx Pr|Ze dataset + IM Db Netflix Spilled Your Brokeback Mountain Hlsom gy,
Secret, Lawsuit Claims el
BY RYAN SINGEL 12.17.09 4:29PM e 1
¥ Folow drsngel san| 5

e with 6 movie ratings and dates
(4 2 weeks), 99% of records uniquely
identified

e with 2 movie ratings and dates
(& 3 days), 68% of records uniquely

identified
L
e 84% of subscribers in the dataset ot i i g N I, B P o company e
. . .ge . it possidle for her 10 tly e & about neary half-a-
un|que|y identified by knowmg millon customers as part of s $1 milion contast o improve s recommendation system.
6 obscure (outside the top 500) MOViES I e e e e

popular in September 2006.

“The sull seeks more than 52,500 in damages for each of more than 2 million Netlx customens.
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Target data mining

In 2012, Target found to mine customers’
data for targeted advertising

e Every customer assigned a
Guest ID number:

o tied to credit card, name, email
address, ...

o stores history of bought goods and
other (bought) information

e Purchase history enables mining to

o infer major life events
o predict shopping habits
o target on expected interest
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Target data mining

. , How Target Figured Out A
In 2012, Target found to mine customers Teen Girl Was Pregnant
data for targeted advertising Before Her Father Did

‘ Kashenie Hill

Every time you go shopping, you

e Every customer assigned a
Guest ID number:

And many of those e
studying those de

o tied to credit card, name, email
address, ...

what you like, wh

o stores history of bought goods and TARGET

other (bought) information

% Times how Target tries to

before they turn into

1 all things pastel, plastic, and

e Purchase history enables mining to

ian Andrew Pale - before
the

o infer major life events
o predict shopping habits
o target on expected interest
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Cambridge Analytica scandal — 1

Facebook makes their money by exploiting and selling
intimate details about the private lives of millions, far

Revealed: 50m ! ,”-“ | :::ﬁrr:: xTh:esyc:;t :Cec«:i::py"cg ;/}aluntarily post. They are not
Facebook files : = " €| Publshed 2018
taken in record :

data breach

© Whisticblowerells

How Trump Consuitants Exploited the Facebook Data of Millions (Publ

Cambridge Analytica harvested personal information from a huge swath

of the electorate to develop techniques that were later used in the
nytimes.com

9:28 PM - Mar 17, 2018 ®

© 194K © 523 1 Share this Tweet
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Cambridge Analytica scandal — 2

e Personality quiz app

o installed by 330,000 Facebook users who gave permission for
accessing their data . ..

o ... but the app was also collecting data of those users’ friends

e Data from 87 million Facebook users retrieved by the app

o data shared with Cambridge Analytica
o users profiled through their data
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User profiling - Facebook/Cambridge Analytica

OCEAN model

e Openness

e Conscientiousness

e Exiraversion

e Agreeableness

e Neuroticism
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User profiling - Facebook/Cambridge Analytica

OCEAN model
e Openness
do you enjoy new experiences?

e Conscientiousness
do you prefer plans and order?

e Extraversion
how social are you?

e Agreeableness
do you value others’ needs
and society?

e Neuroticism
how much do you tend to worry?
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User profiling - Facebook/Cambridge Analytica

OCEAN model

e Openness Message to push support for
do you enjoy new experiences? Second Amendment of US Constitution

e Conscientiousness Conscientious individual with
do you prefer plans and order?  high neuroticism:

\l" -

e Extraversion
how social are you?

e Agreeableness
do you value others’ needs

s

and society? “The second amendment isn't just
a right. It's an insurance policy.
e Neuroticism Defend the righ to bear arms!”

how much do you tend to worry?
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User profiling - Facebook/Cambridge Analytica

OCEAN model

e Openness Message to push support for
do you enjoy new experiences? Second Amendment of US Constitution

e Conscientiousness Close and agreeable individual:
do you prefer plans and order?

e Extraversion
how social are you?

e Agreeableness
do you value others’ needs

and society? “From father to son,
since the birth of our Nation.
o Neuroticism Defend the second amendment.”

how much do you tend to worry?
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Characterization of Data Protection

Challenges in Cloud Scenarios



Scientific and technical challenges

Three dimensions characterize the problems and challenges

SECURITY PROPERTIES
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Data updates

ACCESS REQUIREMENTS
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Security properties

Confidentiality
« data externally stored
« users identities
« actions that users perform on the data

Integrity
« data externally stored
e computation and query results

SLA compliance
e assurance and certification
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Access requirements

Data archival
» upload/download
» protection of data in storage

Data retrieval/extraction
« support for fine-grained data retrieval and queries
 protection of computations and query results

Data update
« support for access retrieval and enforcement of updates
« protection of the actions and of their effects on the data
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Architectures

1 user - 1 provider

~ e protection of data at rest
a © « fine-grained retrieval
e query privacy/integrity

2 n users - * providers
~2 @ « authorizations and access control
) e multiple writers

~ % .
- users - n providers
e « controlled data sharing and computation
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Combinations of the dimensions

e Every combination of the different instances of the dimensions
identifies new problems and challenges

e The security properties to be guaranteed can depend on the
access requirements and on the trust assumption on the providers
involved in storage and/or processing of data

e Providers can be:

o curious
o lazy

o malicious
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Digital Data Market



Digital Data Market

% —— Ingestion § Data Market

Data Owner

" Ingestion
Analytics
Data Owner (]
=
o N
‘2‘ Analytics
J Ingestion
Data Owner
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Dimensions of the problem and challenges

e Requirements capturing and representation
policies regulating access, sharing, usage and processing
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Dimensions of the problem and challenges

e Requirements capturing and representation
policies regulating access, sharing, usage and processing
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Dimensions of the problem and challenges

e Requirements capturing and representation
policies regulating access, sharing, usage and processing

==

e Enforcing technologies
data wrapping / sanitization
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Dimensions of the problem and challenges

e Requirements capturing and representation
policies regulating access, sharing, usage and processing

==

e Enforcing technologies
data wrapping / sanitization

==

e Enforcement phase
ingestion / storage / analytics
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Enforcement phase

e Ingestion / Storage / Analytics

_

_ Data Market

Data Owner

Data Owner

Data Owner

LEGEND ) policy 3 plaintext data &2 wrapped data @B sonitized data

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu
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Enforcement phase

e Ingestion / Storage / Analytics

Data Owner

i

E— P

Ingestion

Data Owner

e |

|
=2\

L Ingestion

Data Owner

LEGEND ) policy 3 plaintext data &2 wrapped data @B sonitized data

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu
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Enforcement phase

e Ingestion / Storage / Analytics

Data Owner

E— P

Ingestion

Oy_éﬁ

L Ingestion

Data Owner

Data Owner

LEGEND ) policy 3 plaintext data &2 wrapped data @B sonitized data

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu
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Enforcement phase

e Ingestion / Storage / Analytics

Data Owner
[S—T M
— 2
— Ky
T Ingestion
= Analytics
Data Owner
— L
M % aﬁ
Analytics

L Ingestion

Data Owner

LEGEND ) policy 3 plaintext data &2 wrapped data @B sonitized data
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Other open issues

Selective access

Protection of data at rest
Fairness and trust in digital data market

Security metrics Providers/plans selection
Access confidentiality

Multi providers for security

Private collaborative Computation Po"cy definition and mode”ng

Fine-grained access

Query privacy

Query and computation integrity
Privacy-aware retrieval

Data publication and utility

User privacy
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Conclusions

e |CT advancements introduces:
o new needs and risks for privacy

o new opportunities for protecting privacy
e Lots of opportunities for new open issues to be addressed

... towards allowing society to fully benefit from information technology
while enjoying security and privacy
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“"Before I write my name on the board, I'll need to know
how you're planning to use that data.”
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