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ICT ecosystem

• Advancements in the ICT have changed our society

• Infrastructures and services are more powerful, efficient, and
complex

• ICT is the enabling factor for a smart society . . .
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. . . Everything is getting smart

Smart car Health CareMuseum and exhibitions

Augmented reality Intelligent shops

Smart entertainment systems

 

Smart governance

Smart e-commerce

Smart toothbrush
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Smart society
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Smart society - Advantages
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Smart services and security – Advantages

+++ Better protection mechanisms

+++ Business continuity and disaster recovery

+++ Prevention and response

. . . but . . .
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Smart services and security – Disadvantages

−−− More complexity . . .

. . . weakest link becomes a point of attack

◦ system hacking

◦ improper information leakage

◦ data and process tampering

−−− Explosion of damages and violations

−−− Loss of control over data and processes
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Maybe too smart? – 1
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Maybe too smart? – 2
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Security . . . a complex problem
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The role of data in a smart environment

=⇒ better governance and intelligent systems
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The most valuable resource - Data
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Impact on data protection and privacy
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Huge amount of data stored at external providers
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Cloud computing

• The Cloud allows users and organizations to rely on external
providers for storing, processing, and accessing their data

+++ high configurability and economy of scale

+++ data and services are always available

+++ scalable infrastructure for applications

• Users lose control over their own data

−−− new security and privacy problems

• Need solutions to protect data and to securely process them
in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

data owner cloud data owner cloud

functionality implies full trust in the CSP that has full access to the data (e.g., Google Cloud Storage, iCloud)

protection but limited functionality since the CSP cannot access data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the
services they offer but these measures protect only the perimeter and
storage against outsiders

functionality but no protection
(key is with the CSP)

protection but limited functionality
(you cannot access data as you like)

data owner cloud data owner cloud

• functionality implies full trust in the CSP that has full access to the
data (e.g., Google Cloud Storage, iCloud)

• protection but limited functionality since the CSP cannot access
data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners
both: full control over their data and cloud functionality over them

data owner cloud

client-side trust boundary: only the behavior of the client should be considered trusted
=⇒ techniques and implementations supporting direct processing

of encrypted data in the cloud

https://mosaicrown.eu https://www.marsalproject.eu
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Data protection – Base level
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Data protection – Base level
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Data protection – Regulation

Access and usage control Selective sharing

Governance and regulation
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Data protection – Confidentiality (1)

• Minimize release/exposition

◦ correlation among different data sources

◦ indirect exposure of sensitive information

◦ de-identification 6= anonymization
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Data protection – Confidentiality (2)
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Re-identification with any information

• Any information can be used to re-identify anonymous data

=⇒ ensuring proper privacy protection is a difficult task since the
amount and variety of data collected about individuals is
increased

• Two examples:

◦ AOL

◦ Netflix
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AOL data release – 1

In 2006, to embrace the vision of an open research community,
America OnLine publicly posted queries to AOL’s search engine

• 20 million search queries for 658,000 users summarizing
3 months of activity

• obviously identifying information (AOL username, IP address)
was removed

• usernames replaced with unique identification numbers
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AOL data release – 2

User 4417749:
• numb fingers

• 60 single men

• dog that urinates on everything

• hand tremors

• nicotine effects on the body

• dry mouth

• bipolar

• several people with last name Arnold

• landscapers in Lilburn, Ga

• homes sold in shadow lake subdivision
Gwinnett county, Georgia

Thelma Arnold, a 62-year-old widow who lives in Lilburn, Ga
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AOL data release – 3

What about user 17556639?

• how to kill your wife

• how to kill your wife

• wife killer

• how to kill a wife

• poop

• dead people

• pictures of dead people

• killed people

• dead pictures

• dead pictures

• dead pictures

• murder photo

• steak and cheese

• photo of death

• photo of death

• death

• dead people photos

• photo of dead people

• www.murderdpeople.com

• decapatated photos

• decapatated photos

• car crashes3

• car crashes3

• car crash photo
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Netflix prize data release – 1

In 2006: “Netflix Prize” of USD 1 million for a movie recommendation
algorithm that improved Netflix’s algorithm by 10%

• 100 million records (movie rated, rating, date)
for 500,000 users from Oct.’98 to Dec.’05

• only a sample (one tenth) of the database was released

• some ratings were perturbed (but not much, not to alter statistics)

• identifying information (usernames) removed, but a
unique user identifier was assigned to preserve rating-to-rating
continuity
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Netflix prize data release – 2

Netflix Prize dataset + IMDb:

• with 6 movie ratings and dates
(± 2 weeks), 99% of records uniquely
identified

• with 2 movie ratings and dates
(± 3 days), 68% of records uniquely
identified

• 84% of subscribers in the dataset
uniquely identified by knowing
6 obscure (outside the top 500) movies
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Target data mining

In 2012, Target found to mine customers’
data for targeted advertising

• Every customer assigned a
Guest ID number:

◦ tied to credit card, name, email
address, . . .

◦ stores history of bought goods and
other (bought) information

• Purchase history enables mining to

◦ infer major life events

◦ predict shopping habits

◦ target on expected interest
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Cambridge Analytica scandal – 1
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Cambridge Analytica scandal – 2

• Personality quiz app

◦ installed by 330,000 Facebook users who gave permission for
accessing their data . . .

◦ . . . but the app was also collecting data of those users’ friends

• Data from 87 million Facebook users retrieved by the app

◦ data shared with Cambridge Analytica

◦ users profiled through their data
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User profiling - Facebook/Cambridge Analytica

OCEAN model

• Openness
do you enjoy new experiences?

• Conscientiousness
do you prefer plans and order?

• Extraversion
how social are you?

• Agreeableness
do you value others’ needs
and society?

• Neuroticism
how much do you tend to worry?
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User profiling - Facebook/Cambridge Analytica

OCEAN model

• Openness
do you enjoy new experiences?

• Conscientiousness
do you prefer plans and order?

• Extraversion
how social are you?

• Agreeableness
do you value others’ needs
and society?

• Neuroticism
how much do you tend to worry?

Message to push support for
Second Amendment of US Constitution

Conscientious individual with
high neuroticism:

“The second amendment isn’t just
a right. It’s an insurance policy.
Defend the righ to bear arms!”
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User profiling - Facebook/Cambridge Analytica

OCEAN model

• Openness
do you enjoy new experiences?

• Conscientiousness
do you prefer plans and order?

• Extraversion
how social are you?

• Agreeableness
do you value others’ needs
and society?

• Neuroticism
how much do you tend to worry?

Message to push support for
Second Amendment of US Constitution

Close and agreeable individual:
individual:

“From father to son,
since the birth of our Nation.
Defend the second amendment.”
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Characterization of Data Protection
Challenges in Cloud Scenarios



Scientific and technical challenges

Three dimensions characterize the problems and challenges
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Security properties
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Access requirements
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Architectures
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Combinations of the dimensions

• Every combination of the different instances of the dimensions
identifies new problems and challenges

• The security properties to be guaranteed can depend on the
access requirements and on the trust assumption on the providers
involved in storage and/or processing of data

• Providers can be:

◦ curious

◦ lazy

◦ malicious
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Digital Data Market



Digital Data Market

c©SPDP Lab - UNIMI 39/43



Dimensions of the problem and challenges

• Requirements capturing and representation
policies regulating access, sharing, usage and processing

Enforcing technologies
data wrapping / sanitization

Enforcement phase
ingestion / storage / analytics
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Enforcement phase

• Ingestion / Storage / Analytics

Data Market

Data Owner

____
____
____

____
____
____

____
____
____

plaintext data wrapped data sanitized datapolicyLEGEND

Data Owner

Data Owner

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu
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Enforcement phase

• Ingestion / Storage / Analytics

Analytics

Data Market

Data Owner

Storage

Analytics
Ingestion

Ingestion

Ingestion
____
____
____
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____
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Data Owner

____
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____

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu

c©SPDP Lab - UNIMI 41/43



Other open issues
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Conclusions

• ICT advancements introduces:

◦ new needs and risks for privacy

◦ new opportunities for protecting privacy

• Lots of opportunities for new open issues to be addressed

. . . towards allowing society to fully benefit from information technology
while enjoying security and privacy
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