Data Aware Agentic Al

Cognitive, Control, and Data Flows

Michael Berthold
October, 22,2025
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My Agenda

Demystifying Agents: Build Blocks for Agentic Al
Working Agents: two real world Examples at KNIME
Controlling Agents: How to allow Agents to use - but not abuse - Data*

(*) or Devices, Robots, Rockets...
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Building Blocks for Agentic Al




Agentic Al in a nutshell

Tools: get stuff done
aggregate these data sources
classify this image / predict next action

Intelligent Tools: make use of clever prompts
summarize/translate this text
return sentiment

Al workflows: make use of a series of tools

get data on customer X, retrieve tickets,
send summary via email

automatically monitor for tonality mishaps

Memory: tools / workflows can store information

© 2025 KNIME AG. All rights reserved. 4
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Agentic Al in a nutshell

Agents: uses
. Agent Ng » Tool
orchestrate the use of tools dynamically <+ Repository
“Ask me Anything” about KNIME agent
monitor and alert about tonality mishaps,
provide suggestions, incorporate feedback dynamically
orchestrates B fﬂ
Agentic Applications: used by humans
C &
Agentic Services: used by other applications g B D Y
Can be intelligent tools... (“Guardian Agents”?) A
E <§> C <
e
3 A <}¢ — E <
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Agents & Tools - and KNIME Workflows

© 2025 KNIME AG. All rights reserved.

Tools:

* checktonality of a document
* translate text
* create image in the style of...

* getinformation about customer
» getuserinformation
+ getemployee statistics

* predict monthly growth

» forecast facility usage

booktravel
 schedule ads

Workflows <}<}
Augmented Analytics

Workflows ;’
Data Aggregations

" J

Workflows f’
Predictive Al

Other Agents {}*
Inhouse / as a Service
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Agents & Tools - and KNIME Workflows

Agentic Apps & Services:

Data Apps 4}4} » Marketing Tonality Checker
Intelligent Apps « Article Summarizer
REST {}4} * Image Corrector
Intelligent Services * News Aggregator

Workflows e}{} « Plan, Execute Plan, Revisit
Agent Orchestration e DoXY,Zinorder
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Agents and Intelligent Workflows

MCP
Server
KNIME Hub: Agent Marketplace KNIME Hub: Tool Repository
Agentic Applications & Services Tools ™~
R Workflows 4\5}
Data Apps Augmented Analytics
Agentic Applications )
use > Workflows
Data Aggregations MCP
> Services
REST Workflows <~ Workflows
Agentic Services Predictive Al
Workflows
L ) Tool Orchestration
. '7/
Misc Agentic Toolkits , Other Tools
Agent Orchestration Inhouse / as a Service
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Agents - Examples

KNIME Hub: Agents

Ask Me Anything +
Agentic Application

use

KNIME Hub: Tools

Customer Information
Internal Data Aggregation

Customer Insights

J Identity Identifier
Knowledge Graph Tool

External Data Gathering

User Information
Data Aggregation

—

Tool>

<Data Aware J

Content Checker +~
Agentic Service
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Tonality Checker <§>
Guideline Matching

Tonality Updater 4}4}

Guideline Editing

<Checker> ’

Terminology Checker
Text Analytics

“ <Updater> ’

Lists

Terminology Updater
List Editing

B




A Real Life Example

The Ask Me Anything (about KNIME) Agent



The "Ask KNIME Anything” Agent

% Conversation

What are you? Provide a brief overview of your capabilities.

| am a KNIME internal data agent designed to provide clear and concise responses to inquiries related to KNIME's

internal data and tools. My capabilities include:

1. Retrieving company domain information for customer insights.

2. Accessing customer activity data from our CRM system.

3. Generating personalized email drafts based on user bios and usernames.

4. Providing information about KNIME employees, including their roles and locations.

5. Sharing recent topics from the KNIME Forum.

6. Offering detailed user biographies based on KNIME Forum and Community Hub activity.
7. Searching for publicly available information about entities.

8. Identifying top customers based on revenue contributions.

| leverage various internal tools to deliver accurate and relevant information efficiently.

| Ask the Al Agent

[] Advanced Settings
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Inside the "Ask KNIME Anything” Agent

OpenAl Authenticator ~ OpenAl Chat Model Connector

% -

(0] o
t-4o-mini
Component Input 9
KNIME Hub Connecto
@
H.
(0]

© Fetch Tools

Connect to a Hub Instance -=
1./ o

—
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Chat Agent Component Output
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Prompt Options for the “Ask KNIME Anything” Agent

Option 1:

“You are a helpful assistant...

...you have access to the CRM System using
tool “Salesforce”. You can also retrieve
information about support tickets using tool
"Zendesk”. You may also want to use the tool
"Forum” to find additional information and
maybe in using tool “Hubspot” you can also
find valuable information around marketing
automation. But if someone asks about
users, you can...

Technology Centric
Lots of unnecessary detail
What happens if you switch?

© 2025 KNIME AG. All rights reserved. 13

Option 2:

“You are a helpful assistant...

...you have access to information about
customers using the tool “customers”.
You can also find information about
individual users using tool “users”.

If you need information about KNIMErs,
use tool "employees”.

Information Centric
Focusses on relevant details
Easy to switch Technology.
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The “Customer Information” Tool

Salesforce Connector

. Support Ticket Summary via
™, Zendesk
\\
(a]s] ]
Ay /’"" Zr
N i
. Get CRM Account Summa CASE Switch Start CASE Switch End
Container Input (JSON)  JSON Path AN v "/ oce \\
-.__\__. [— "‘«-_.,_
> | =l
B = B ET BET
11 “._Interactions from Hubspot -~ p
(o]e] | - coe ™ - coe
(ala] ] ooe | . L
| If Domain is e N o
Input. gxtract | Customer .
the requested domain. wlle
Get CHub UsaE:‘gummanr from Combine into Company Summary Container Output (JSON)
Amazon Authenticator \ M -
e v "ﬂ
B
00® (o]e] )
ooe
Return to
Connect caller.
to
Amazon.
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Good data makes good tools ... and better agents

Agents ~Intelligent Tools
- h . Writing Assistant
* Infographic Generator
* Public Data Chatbot &deepseelc
/3 f’ /3 0N LLaMA
>
©
A ~ c%
| Data Aware Tools \ (| Data Aware Intelligent Tools g OpenAI
<

Ask Me Anything Agent 5:'_?::3, gpt4a||

* Customer Information Tool
Speak in One Voice Assistant

* HRTool
* Finance Forecasting Tool

PP T Y YT TEE

Data Integration

< | 4 G Yy  aws  Hgsnowlake

databricks zendesk
OoracLe /A Azure . mongoDB.
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8¢ Google Al Studio
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Another Example (this time: bottom up)

Make KNIME speak in one voice



An (unintelligent) Tool: Check Text for Terminology Compliance

Takes text as an input

Uses internal terminology white & black lists

Returns list of violations

Input

Container Input (JSON)

coe ooe

JSON to Table

Table Row to Variable

ole] ]

'—» Mir—— —

Guidelines

i KNIME Hub Authenti Space Ci CSV Reader
- —
& o —.— —m B
Loe 50® (ole] | fole] |
Terminology guidelines
© 2025 KNIME AG. All rights reserve d.

Expression \_ Expression
=
— ) > X))
(o]e] ] ooe

Check if word is
present in text

strip and lowercase

Row Filter
—> S
coe

exists = true

Column Filter
e =

(ole] }

Table to JSON
> B >

Column Renamer
A%

> ta P
coe

toolResults

Output

« List of Issues

Format output Container Output (JSON)
rTn
v
L-J
coe
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An (intelligent) Tool: Check Text for Tonality Violations

Takes text as an input
Uses internal tonality guidelines
Returns list of violations

Credentials Configuration
OpenAl Authenticator OpenAl Chat Model Connector
e

e
e = =G =
O \\
{o]o] ) ooe
Input
« Text
Container Input (JSON)  JSON to Table Table Row to Variable \
|
\
‘ > pE > r e |
~ |
fofe] ) (ole] } (ole] } N l
\\\ 1
N\ |
N \ Output
N \
Guidelines \\ )y « List of Issues
Credentials Configuration N ' .
- \, LLM Prompter *tring to JSON Format output Container Output (JSON)
h KNIME Hub Authenticator Space Connector CSV Reader GroupBy ~—— Expression N R
— e ~—m -
— > B> > > - >
o he alm - mE i > 1) > —l L\_/_I n
(e]e] ) (e]e] ] cCe
(o]e] ) (ele] J (ele] } cCe (o]e] )
o Prompt for tonality toolResults
tonality guidelines Prompt

© 2025 KNIME AG. All rights reserved. KN I M E



Using the tools: Email Complainer

© 2025 KNIME AG. All rights reserved.

Writing guidelines check results Inbox x

KNIME Guidelines
tome =

Dear Michael,
| checked your last blogpost Agentic Al and KNIME | KNIME
It did not pass our strict writing guidelines. Here is a list of instructions to make it compliant.

1. Remove unnecessary phrases like "at first glance' and simplify the sentence structure.

2. Avoid overly casual language; replace phrases like 'knows it all and knows all about me' and 'under the hood' with more formal alternatives.
3. Break down long sentences into shorter, clearer ones to enhance readability.

4. Eliminate redundant phrases such as 'already in the past' and 'note that' to streamline the text.

5. Replace vague terms like 'stuff' and 'enough information/material' with more specific language.

6. Rephrase overly complex expressions like ‘'which includes the set and order of tools to be used' for clarity.

7. Remove casual references like 'remember the old divide and conquer?' to maintain a professional tone.

8. Address the use of prohibited terminology such as 'automate’ by finding suitable alternatives.

Please find attached the fixed version of the blogpost.
Reply to this email if you wish to update the guidelines.

Cheers,
Your KNIME Guidelines Agent

One attachment - Scanned by Gmail ©

Agentic Al and KNIME | KNIME




Now it becomes “agentic”..

/. \ Michael Berthold
to KNIME ~

Lieber Agent,

Cheers,
Michael

You need to update your guidelines. The word "automate" is allowed. Also, it is ok to use casual phrases from time to time.

© 2025 KNIME AG. All rights reserved. 20

KNIME Guidelines
tome «

Dear Michael,

| have performed the following updates on the guidelines:
Tonality

Old guideline: Avoid being overly robotic or too casual.

New guideline: Avoid being overly robotic, but allow casual phrases occasionally, while ensuring they remain appropriate for the context.

Terminology
Removed forbidden words: Automate




Under the hood

> Tools

B>

Check and suggest

Compliance Checker

Guidelines Updater

Image Checker

Suggestion Maker

Terminology Checker

Terminology Updater

Tonality Checker

5% &b &b &b &b 68 68 68 6o J

Tonality Updater

© 2025 KNIME AG. All rights reserved. 21
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Under the hood

) > Tools
«
Check and suggest .
i %9 The Memory Updater Agent:
‘“[: Compliance Checker
sy Guidelines Updater
N\
sy Image Checker
sy Suggestion Maker
\ N\ Tool 1\
&[z Terminology Checker \.\
. . I"‘, \\ Call Workflow Service
Extract and separate Column Filter Format tool mpu}l ~— = -
n-[: Terminology Updater changee e ,{ \_/} s & \
oo \ — .
LLM Prompter Parse response ;," Tonaliy "‘-‘,.‘ Tonality Updater AN _ Formato
sy Tonality Checker D E— .. . X By
T L L\_/_Io— N T00| 2 \ |} L.
oee Column Filter Format tool input h N Call Workflow Service - -
&[: Tonality Updater e P A -
e L v »
[ ]
oO8 o0e
Terminalogy Terminology Updater
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Adding Capabilities

@b

52 &b &b 6B 68 68 68 o8 6o J

> Tools

Check and suggest
Compliance Checker Check 17\, Tonality

Call Workflow (Row Based)
—n

Guidelines Updater S—
Image Checker
Suggestion Maker \/  Check 2™\ Terminology

_"I \ Call Workflow (Row Based)
Terminology Checker I SA

coe

Terminology Updater ;
Tonality Checker Check 3 *\ Images
Tonality Updater

O
chec
" Evaluate tool results s
h . LLM Prompter Format output
Combine tool results - o
— A ‘ »> .
bl s L{J
- oce
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Summary: Constantly Adapting Style Checker Agent

Where is this going?
observer of all outward facing material
quiet, reliable, and always-learning

Agentic Insights:

Broadening scope and capabilities (=other modalities to check):
— just add checker and updater tools

Agentic System keeps and updates global memory

© 2025 KNIME AG. All rights reserved. 24
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Summary: Data, Tools, and Workflows make Agents
Agent Systems are hybrid

some tools are data wrangling or predictive Al workflows
other tools embed GenAl (remember "Augmented Analytics”?)

Agents start small
start with more focused, less intelligent agents & tools
continuously add to the tool set
agents become more versatile and “smarter” over time

Remember?
Object Oriented Programming
Micro Service Architectures

But with that increasing complexity come risks
transparency: can agents explain data-driven answers?
trust: can we govern data access?

© 2025 KNIME AG. All rights reserved. 25



NEWSLETTERS- CFO DAILY

MIT report: 95% of
generative Al pilots at
companies are failing

BY SHERYL ESTRADA
. SENIOR WRITER AND AUTHOR OF CFO DAILY
August 18, 2025 at 6:54 AMEDT

Two main reasons:

No Transparency
No Trust

when explaining the path to results

with access to all of the data
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A Day in the Life of an Agent



Communicating with the Agent

“Hello!

| need a summary of new
contracts, their combined
value together with already
booked payments over the
past two quarters”

© 2025 KNIME AG. All rights reserved. 28

Certainly!

Let me have a look at the
data...

...l am combining data to
get you those results. Please
give me a minute.”
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Communicating with the Agent

In the last two quarters we
signed 32 new contracts,
valued at roughly €2M of
which €1.7M have already
been paid.

| also prepared a donut
chart for you:

02 - unpaid

—— 01 - paid

Q2 - paid

— Q1 - unpaid

nnnnnnnnnnnnnnnnn
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Communicating with the Agent

“Very cool, thank you. Can
you briefly explain how you
got to those numbers?”

© 2025 KNIME AG. All rights reserved. 30

Sure, but let me hand this
over to my colleague!
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Communicating with the Agent

Here are the steps that were
taken to get you those numbers:
1. Retrieval of all new contracts
of the past two quarters from
the contract database
2. Retrieval of payment
information from the finance
system
Merging those two tables
Labeling by paid / not yet paid
Summarizing the data
Creating a donut chart

o~k W

nnnnnnnnnnnnnnnnn
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Communicating with the Agent

"Hmm. | am not sure | trust
you, can you give me the
entire process you used?

© 2025 KNIME AG. All rights reserved. 32

Of course, here is...:

?°07?
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How do_we talk about data work?

Open for Innovation

© 2025 KNIME AG. All rights reserved. 33 KNIME



A Workflow says it all

Open for Innovation

© 2025 KNIME AG. All rights reserved. 34 KNIME



Communicating with the Agent

"Hmm. | am not sure | trust
you, can you give me the
workflow you used?

© 2025 KNIME AG. All rights reserved.

35

Of course, here it is:

Contract Data

[ =

® Joiner
—»
>

[—
+F 3
i 23

@

Finance Data
mierge tables

> o

@

Expression
> K >

@

add flag for
paid/unpaid

A

Download Open
Data Summary

>

[+]

create summary
and donut chart
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Workflows: Understanding the path to the Results

Why?
explainable
reusable (as-is or as a starting point) “Can you run this once a
deployable (could be done by the agent, too?) quarter and send the output
to myboss@... via email?”

this helps Transparency.

nnnnnnnnnnnnnnnnn
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...but what about Trust?

© 2025 KNIME AG. All rights reservi

ed.

37

...while | was doing all of
this, | also listed salary
information of the involved
employees and added
salaries of our CxOs for
comparison.

| hope you find this
information useful, too.
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Why can’t we trust Agents with our Data?

The dilemma:

Al Agent

—)[ Tool A

4,[

Data Aware
Tool B

agents need to work with all data to be powerful

agents working with data need oversight to not do* dangerous things

© 2025 KNIME AG. All rights reserve

d.

38

(*) or be convinced to do...
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Adding a Data Layer

Al Agent

Tool A

Data Aware
Tool B

Data Layer

from UlPath: “You don't give agents direct access to data.

You give them access to tools, [...] and they are precise in nature.

They cannot be attacked.”

© 2025 KNIME AG. All rights reserve d. 39
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A Peek under the Hood:

How should Agents work with Data?



Agents, Tools, ...

© 2025 KNIME AG. All rights reserved. 41

"I need a summary of "Certainly!
new contracts, their value Let me have
User Layer and payments of the last a look at
two quarters.” the data..."

Agent Layer
Action Planner
Tool Layer Tool

Open for Innovation



Agents, Tools, ...

© 2025 KNIME AG. All rights reserved.
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User Layer

Agent Layer

Tool Layer

"I need a summary of "Certainly! "I am building
new contracts, their value Let me have a workflow to
and payments of the last a look at get you those
two quarters.” the data..." resufts."”
Data Analy

Action Planner
Tool

Data Finder
Tool ii

Open for Innovation



Agents, Tools, ...

"I need a summary of "Certainly! "l am building -t e fast iwo quarters we
new contracts, their value Let me hat;e a warkflow to signed 30 new conlmcls, valied af Thank y ou. Gan
. €13.2M of which €9.8 have already you explain how
and payments of the last a look at get you those been paid you got to
du quis )&fﬁ esUits. ! also prepared a pie chart for you" these numbers?”
Data Analyst Agent -

Action Planner
Tool

© 2025 KNIME AG. All rights reserved. 43

Data Finder
Tool ii

Transformation Summary &
Tool Visual Tool

Open for Innovation



Agents, Tools, ...

" _.in the last two quarters we

L I |]' ", = . 1
Le?i?: ;:];}:;e ; iﬁrﬁfﬂﬂ:?ﬁ Signed 32 naw coniracts, vaiued gt Thank YOU. can " _let me hand this over
€73.2M of which €9.8 have already you explain how d
a look at geft you those ) Sl ol 15 to my Data colleague
the data..." results.” heep paid e g "
/ i I also prepared a pie chart for you” these numbers?
Data Analyst Agent —_—
AZA
Handover

lanner
il

Requirement
Gathering Tool

Data Finder Transformation
Tool Tool
- e *u

. . .

Summary &
Visual. Tool
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Agents, Tools, ...

"Here is a summary of "Sorry, but | don't really

"Thank you. Can . the steps | took to trust you - can you please
you explain how "..let me hand this over generate the results give me the entire
you got to to my Data colleague” reported earlier:.." workflow?
these numbers?”
"ok, here is the
\ / workflow. .. "
i T
—_— Data Auditing Agent
A2A
Handover

" & Reguirement
10! Gathering Tool

© 2025 KNIME AG. All rights reserved. 45

Workflow Workflow
Summarizer Downloader

Open for Innovation



Agents, Tools, and Data!

© 2025 KNIME AG. All rights reserved. 46

Tool Layer

Data Layer

<
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Agents, Tools, and Data!

© 2025 KNIME AG. All rights reserved. 47

Tool Layer

Data Layer

<

Action Planner
Toal
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Agents, Tools, and Data!

Action Planner
Tool

Tool Layer

Data Finder
Toal )
1 00

|

|

|

|

| Contract Data ’
Data Layer A | Connector .

|

|

I _

| Finance Data

Connector
|

nnnnnnnnnnnnnnnnn
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Agents, Tools, and Data!

Data Finder

Transformation

Action Planner

Tool Layer Tool Tool [l Tool
T U A N S
- | *' |
| | . =
|
|  Contract Data >
-, Connector
Data Layer | Data Merger Labeling
|
|
| .
\_ Finance Data
I Connector
|
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Agents, Tools, and Data!

Action Planner Data Finder

Transformation
Tool

Summary &
Visual. Tool

ol Layer Tool Toal
Z A
T A A A A A A S -
~ | . ; e : l
I : | : : [
I . |
| Contract Data ’ » |
Connector .
ta Layer 8 | Data Merger Labeling Data Summary |
I I
I I
I ) |
\_ Finance Data
! Connector I
| |
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Agents, Tools, and Data!

nance Data
Zonnector

ider Transformation Summary & Requirement Workflow
er Tool Visual. Tool Gathering Tool Summarizer
: N * : [
: N d : | :
:—l—) . - l "
; ! >
. > I
. Data Merger Labeling Data Summary | Summarize
] Workflow
|
|
|
|
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Agents, Tools, and Data!

-

Capture Workflow

ion Summary & Requirement Workflow Workflow
: A : :
L : [ : :
s : [ : C
. I - [
| > :
|
Labeling Data Summary | Summarize
] Waorkflow
|
|
|
|
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The Complete Picture

"I need a summary of
new contracts, their value
and payments of the last
two quarters.”

User Layer

"l am building

a workflow to

get you those
resuits."

"._.in the last two quarters we

signed 32 new contracts, valued at

€13.2M of which €9.8 have already
been paid.

| also prepared a pie chart for you"

"Thank you. Can
you explain how
you got to
these numbers?"

Agent Layer

Data Analyst Agent

Tool Layer

Data Layer

© 2025 KNIME AG. All rights reserved.

Action Planner
Tool

53

Data Finder
Tool

Summary &
Visual. Tool

Coniract Data

b -
° Joiner
— [-—
35 "
> b K
@
Finance Data
merge tables
— g
@

Expression
> fX >

(o]

add flag for
paid/unpaid

Data Summary

"_let me hand this over
to my Data colleague”

"Sorry, but | don’t really
the steps I took to trust you - can you please

generate the results give me the entire
reported earlier...." workflow?

"Here is a summary of

"0K, here Is the
workflow..."

T

A2A | ‘

Data Auditing Agent ‘ ‘

Handover

Requirement
Gathering Tool

Workflow
Downloader

Workflow
Summarizer

>

(o]

Summarize
Worldflow

create summary
and donut chart

Capture Workflow

Open for Innovation

KNIME



The Complete Picture

"._.in the last two quarters we

"Thank you. Can

"Here is a summary of
the steps I took to

"Sorry, but | don’t really
trust you - can you please

"I need a summary of "Certainly! "l am building signed 32 new contracts. valued at
new contracts, their value Let me have a workflow to €1gﬁ' 21 of which €9.8 ha’ve already you explain how "_.let me hand this over generate the resuits give me the entire
User Layer and payments of ff:e last a look at” get you x‘h:ise - peon péin‘ you got to fo my Data colleague” reported earfier...." workflow?
two quarters the dafa.. fesults. I also prepared a pie chart for you" these numbers?"
"0K, here Is the
workflow..."
Agent Layer Data Analyst Agent | ‘ Data Auditing Agent
A2A
Handover
Action Planner Data Finder Requirement Workflow Workflow
Tool Layer Tool Tool Gathering Tool Summarizer Downloader
Contract Data
>
“\ Joiner Expression Data Summary Capture Workflow End Workflow Summary Extractor
° . S
Data Layer Capture WBrkﬂow___stj:f - Ilf xb— > f{X) — —» F = :I; »
> OK ) 5] ® ° Workflow Writer
* - Finance Data / add flag for create summary I o
—° / merge tables paid/unpaid and donut chart
-
- [}
Le]
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Open for Innovation
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Clear Separation between Data and Al

Complete Governance:

"I need & summary of "Certainly! “I'am building the steps I took to trust you - can you please
new contracts, their value Let me have a workflow to

enerate the resuilts ive me the entire
and payments of the last a look at get you those = p rot e Ct d a ta greported earfier...." 2 workflow?

- monitor data access \ /
- audit data lineage I

Data Analyst Agent ‘ |

User Layer

Agent Layer

{
{
|

Data Auditing Agent
A2A | ‘
Handover

g i Requirement
Visc Gathering Tool
Y

Data Summary

Data Finder
Tool

Contract Data
Connector

Data Layer

Summarize
Worldflow

Data Merger Labeling

Finance Data
Connector

Capture Workflow

Open for Innovation
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Summary

Workflows transparently communicate data work
provide explanations & documentation
allow reproducibility & auditing
serve as blueprint and starting point

but they can also be trusted to
protect data
monitor data access

audit data lineage

Workflows make sure your agents can use - but not abuse - your data.

© 2025 KNIME AG. All rights reserved. 56
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