New Horizons in IoT Workflows Provisioning in
Edge and Cloud Datacentres for Fast Data
Analytics: OSMOTIC COMPUTING APPROACH

Prof. Rajiv Ranjan, PhD SMIEEECS
Professor of Computing Science
Chair of Internet of Things
Newcastle University, United Kingdom
E raj.ranjan@ncl.ac.uk web: http://rajivranjan.net/

85 Newcastle
University




Outline

d _____________________________________________________________________________________________________________________________________________________________________

» loT landscape

» loT application context

» Big Data context

» Osmotic computing approach

» Research Challenges
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Natlonal [0T Research Testbed@Newcastle

£4.3m total capital investment to 202|

£25m+ total research revenue

3500+ sensors deployed to date

Largest sensor deployment in the UK

1,000,000,000 observations > 2000 per minute

I(.)z;rgest set of open environment monitoring data in the world
» 64+ variables, 24 platforms

Weather, traffic, water flow, water quality, bees, traffic, people flows, air
quality, energy consumption, waste and clean water, noise

» Monitored infrastructure and buildings
» CCTV — 240+ cameras > 100,000,000 images
» Relationships with city stakeholders
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« | billion fydathpoints ™),
» 3600 deployed sens¢

* Scaleable data platfo
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AWS loT

Azure loT

* High latency e

* Wasting of bandwidth Google Cloud loT
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Osmotic Computing

Osmotic computing is a new paradigm to support the efficient
execution of Internet of Things (loT) services (microservices)
and applications between cloud datacenter and the network
edge by providing increased resource and data management
capabilities at the edge of the network.

M. Villari, M. Fazio, S. Dustdar, O. Rana, and R. Ranjan, “Osmotic computing: A new paradigm for edge/cloud integration,” IEEE Cloud
Computing, vol. 3, pp. 7683, Nov 2016.
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* In chemistry,“osmosis” represents the rempemestie memorene
seamless diffusion of molecules from a I
higher to a lower concentration : ;ggﬁgeslm;yeaggfes
solution. AT

= Dynamic management of
(micro)services across cloud
and edge datacenters

Cloud computing (L1) Edge computing (L2)

= deployment, networking,and R e i > | e s Talacariar
security, ... | : \ a8 ° . e

=  providing reliable loT
support with specified levels

of QoS.
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Osmotic Computing
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Osmotic Computing: Federated View
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Building Blocks: Containerized Microservices

* Division of
functionality in
to multiple
components

e Easy to manage
and upgrade

* Lightweight

* Improved
performance
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Abstract View of Osmotic IoT Application

d _____________________________________________________________________________________________________________________________________________________________________

» The dependency among various ke |

microservices is represented by ' f
a topologically ordered 4
directed acyclic graph (DAG). Clcxmsemce

» Each microservice belongs to ET e g
either a set of pre-defined loT 5l
functions W or user-defined B Mrosemce i
functions Q,

» Each microservice has specific
hardware and software
requirements RH and RS N
respectively. Some QoS
constraints are also associated T

with each microservice
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"""""""""""""""""""""""" Network management Tttt

microService for MS"
Security management Sec
General purpose MS
microService

Cloud
Federated omputing

System LI

Datacenter
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Osmotic Computing Concept

A tunable configuration of the resource involvement
* Adapt to the available resources
* Meet application requirements (latency in this paper)
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Cloud Computing (L1)
I OT Cloud Datacenters
. .
application

Edge Computing (L2)

micro

] Edge Micro Datacenters
micro service k / & W
service i) micro 0 | AL\ m:cru i)
i - service £\ * micro
- mite = service :
micr | f service

Partitioning Y

Larger search  Djstribution o
space

Edge Computing (L2)

Edge Micro Datacenters

Cloud Computing (L1) i 7 Edge Computing (L2)

\ Edge Micro Datacenters

Cloud Datacenter:

1

Verification
is hard

service
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Osmotic Computing Challeng
Z. . oSmouc LOmMpPUting A enees
How to abstract IoT Data Analysis and Flow Patterns?
loT analysis patterns Data flow patterns
Data capture loT connect
Data Store Data transfer
Data inference > Edge to Edge
Data filter > Edge to Cloud
Data aggregate —> Cloud to Cloud
Data visualization Cloud to Edge
Data translate
Actuation
Ref: Y.Li, AAlgahtani, E. Solaiman, C. Perera, P. P. Jayaraman, R. Buyya, G. Morgan, and R. Ranjan, “loT-CANE: A Unied Knowledge Management System for Data-Centric
Internet of Things Application Systems,” Journal of Parallel and Distributed Computing (JPDC), https://doi.org/10.1016/;jpdc.2019.04.016, Elsevier.
» s Newcastle BdUIIE &u o
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Air Quality IoT Data Analysis Workflow

A [ Data ] [ Data ] [ Data ] Data
aggregate filter translate inference visualization
Data
ccrv Filter/Convert the data . . . N
_ Air quality Visualisation
Remove anomalies model
Data Data
Sensors Format the data

of results
y

|Image process M
model

K !
v

Cloud Microservice

A

Ref: Y.Li, AAlgahtani, E. Solaiman, C. Perera, P. P. Jayaraman, R. Buyya, G. Morgan, and R. Ranjan, “loT-CANE: A
Edge Microservice

Unied Knowledge Management System for Data-Centric Internet of Things Application Systems,” Journal of Parallel
and Distributed Computing (JPDC), https://doi.org/10.1016/j.jpdc.2019.04.016, Elsevier.
loT Microservice
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Flood Prediction IoT Data Analysis Workflow

z v v
M
Data Data [ Data ] [ Data ] [ Data ]
capture aggregate translate aggregate filter translate Data
inference inference visualization
CCTV Stream Filter/Convert the data X Tmpact —
UO data Remove anomalies Rainfall assessment Visualisation
output Model of IA results
Sensors P Format the data

Data
capture
—
Data
store

M
Cloud Microservice
Ref: Y.Li, AAlgahtani, E. Solaiman, C. Perera, P. P. Jayaraman, R. Buyya, G. Morgan, and R. Ranjan, “loT-CANE: A
Unied Knowledge Management System for Data-Centric Internet of Things Application Systems,” Journal of Parallel
Edge Microservice and Distributed Computing (JPDC), https://doi.org/10.1016/j.jpdc.2019.04.016, Elsevier.

loT Microservice
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Microservices’ Performance Characterisation:

» How to systematically undertake performance characterisation of data analysis

activities (e.g., microservices) across different parts of the infrastructure (Cloud, Edge,
and loT)?

» How to reason about heterogeneous QoS implications across Cloud, Edge and loT?

» The performance of a data analysis activity mapped to a Cloud layer is quite different

from a gateway and/or device in the Edge and loT layer

» Network stability, throughput optimality, routing delays, fairness in resource sharing,

available bandwidth, and sensor battery state . [Edge and loT]

» End-to-end response times, platform scalability and reliability, virtual server utilizations,

and the costs of moving data to and from the Cloud. [Cloud]
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Microservices’ Performance Characterisation

» Current benchmark kernel implementation can only test
performance of specific type of loT data analysis activities

» TPCx-loT can benchmark Edge layer (data aggregation, real-
time analytics and persistent storage)

» Google ROADEF & Linear Road kernels for benchmarking
stream processing data analysis activity at the Edge layer.

» None, by themselves, can reveal the true bottleneck of whole
loT application graph,
» Possible research directions

» To identify/build different suitable benchmarks from each type of the
data analysis activities and hierarchically/logically combine them to
draw accurate conclusions across an loT graph in a holistic way.
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Dockerizing Benchmark Kernel: Our Approach

d _____________________________________________________________________________________________________________________________________________________________________

Linear Road Kernel
Q ke
VM | ducer}’Consumerl'Processing services

Kafka VM

VM2
1 \
* Detect which car has a * Finds any cars near
speed of 0 from the last where the accident Brosdesstto thedidvers
30 seconds took place that are near the accident
Raw data

Standford University, MIT, Brandeis University, OHSU/OGI (2004) Linear Road:A Stream Data
Management Benchmark https://www.cs.brandeis.edu/~linearroad/linear-road.pdf
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2 Dockerizing Linear Road Kernel

iy
Raw Kafka producers Kafka functions
data
PositionReportStream . . ) o
“POS” AccidentDetectionStream AccidentNotificationStream
LatestAverageVelocityStream \
ACC_NOT.csv
NumberOfVehiclesStream CurrentTollStream
» SegmentCrossingPositionReportStream
car.dat

[\ QccountBalanceRequestStrea AccountBalanceResponseStre

“BALANCE” am

CurrentExpenditurePerVehicleTable

DailyExpenditureRequestStrea TollNotificationStream

m ¥ ACCOUNT_BALANCE_RESPcsv i
“DAILYEXP” TOLL_NOT.csv

cardat.tolls.dat TollHistoryReugestStrea /] DailyExpenditureResponseStream  —#| DAILY_EXP_RESPcsv
m
“TOLL_HIST_TABLE”
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Testing results — Throughput

d
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>_‘ New Benchmark Kernels

ZN

(-») urban observatory

\E

National Urban Observatory Facility

Newcastle

http:/ /newcastle.urbanobservatory.ac.uk
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» Challenges with setting up real-world benchmarking experiments in context
of Osmotic Computing

v

Complexity and heterogeneity of end-point networks (e.g. WiFi, 4G, Bluetooth)
Heterogeneity of cloud, edge and loT hardware resources and software stack

4

» Mobility of loT and edge devices

» Complex interactions between the loT and edge layers
4

Hard (if not) impossible to scale

i ARDIFE
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Simulator

A\ e
> Microservices’ Performance Characterisation: Osmotic

= § [osoa

00,
Simulator release site: —— & % I/?
o —> %’ l
https://rajivranjan.net/i b P Q omplex
otsim/iotsim-release/ L2 & :
loT Devices Edge Devices
) loTSim-Edge
Osmotic
Simulator
Static Data Batch Processing Final Analytic
’/,.—v BigDataSim-SDN
Osmotic

Simulation
Controller

2> » P

Data Streams Stream Processing Continuous analytics

loTSim-Stream
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[oTSim-Edge Case Study
- Capacity Plannine for Road Side Units (RSUs)

7 RSU1 ASU 2

> 2= Newcastle
University




[oTSim-Edge Case Study

TIoT device

Current location 0.0.0 Edge device 1 . .
IoT type car

Type Raspberry P1 ¥ 1
1
Movable true Location 0.0.0
MIPS 10000
Data frequency 1 Movable false
= = RAM 10000
Data generation ime 1 Signal range 25+25
_ _ BW 10000
Network protocol bluetooth Max IoT device capacity 10000
- - Shrinking factor ‘variable’
IoT Protocol XMPP Max battery capacity 200000 units =
_ : EA— Network protocol  bluetooth
Max battery capacity 70 MIPS 10000
— Uplink -
Battery drainage rate 1 RAM 10000
anli )
Number of entity ‘“variable’ Bandwidth 10000 Dowmlik -
Velocity 0.5

Simulation Configuration for loT device, Edge device and Microservices
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[oTSim-Edge Case Study

W 40
€ —~ 600 -
o =
X =
&30 - < 500
2 S
= E’ 400 ~
e
2 20 2 3001
: :
a |8
% 200 ~
® 10- 3
o 2 100 -
(- LLl
[
; 0- 0 -
5 10 15 20 25 30 35 40 45 50 5 10 15 20 25 30 35 40 45 50
Number of cars Number of cars
(a) Average execution time for each edgelet (b) Average energy consumption by the edge devices
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Microservice deployment: e
, : depl t
» How to map microservices to Edge, loT, eP;zr:en
and Cloud layers based on non-
functional requirements? ‘ #
R Total
» How to solve the NP-hard deployment STl 7 Turnaround Cost
Time
problem?
» To this end, novel decision-making ¥ v v v v
. . Battery Battery life v o
techniques based on multi-criteria e ol of Edge loT Edge Cloud | ..
; ; Cost Cost Cost
e e L. . . . . device device
optimization and multi-criteria decision
making  techniques should be
investigated. Fig: Non-functional Requirements
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Microservice Networking

» Limitation of Software Defined
Networking (SDN) in context
of loT includes:

» having a centralized controller
» connecting millions of loT

OpenFlow

OpenFlow
Routers

Routers

devices to a centralised ________-y_______-_
controller is not scalable | !
| : Q :
. . I
» One of the important research Reserved the bandwidth | __\, - !
direction will be to for the VIP users T
» first subdivide the controlling .‘ \
layer to create hierarchy of SDN |
controllers Controll I \
» develop algorithms for ontrofier . |

coordinating bandwidth
allocation across controllers

A DIF|
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Microservice Contention

» The co-deployed microservices on Cloud
or Edge datacenters can lead to contention

problems which will affect QoS.

» Research in Osmotic Computing should be

focus on novel microservice consolidation

techniques that can dynamically detect and

resolve resource contention.
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Debugging «—— Monitor — Measurement

Platforms —
— Resources

" Dataflow Analysis activities

loT data analysis microservices’ graph

|

Microservice Monitoring

» How to monitor & debug loT applications in real-time!?
» How to effectively analyze collected monitoring data to detect root

causes of QoS violations and failures?
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Microservice ‘ .
orchestration and LA

elasticity control / l \

» How to holistically !
) . Autoscaling Replication Load-balancing !

autoscale! ; :
to avoid data loss? |

} HOW to Ioad_balance I _______________________________________________________ y

based on resource
and data flow!?
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Computer Society, May 2018.
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» D.Puthal,S. Nepal, R. Ranjan, and J. Chen,“Threats to Networking Cloud and Edge Data Center in the loT,” IEEE Cloud Computing,
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» M.Vogler, ]. M. Schleicher, C. Inzinger, S. Dustdar, and R. Ranjan,*“Migrating Smart City Applications to the Cloud,” IEEE Cloud Computing,
Volume 3, Issue 2,2016, IEEE Computer Society.

» A.Souza, Z.Wen, N. Cacho,A. Romanovsky, P.James, and R. Ranjan,“Using Osmotic Services Composition to Dynamic Load Balancing of
Smart City Applications,” The 2018 (I Ith) IEEE International Conference on Service Oriented Computing and Applications (SOCA
2018), IEEE Computer Society.

» A.Souza, N. Cacho,A. Noor, P.P. Jayaraman, A. Romanovsky, and R. Ranjan,“Osmotic Monitoring of Microservices between the Edge and
Cloud,” The 20th IEEE International Conference on High Performance Computing and Communications (HPCC 2018),
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2 Building Blocks: IoT Sensors and Acutators

S E N SO RS & ACTUATORS

We are giving our world a digital nervous system. Location data using GPS sensors. Eyes

and ears using cameras and microphones, along with sensory organs that can measure
everything from temperature to pressure changes.

; - Machine Vision / Optical b
{ | Ambient Light ‘4
e
{{I =

= Acceleration / Tilt

Position / Presence / Praximity

Motion £ Velocity / Displacement

T ES
Temperature

P

»d

Humidity / Moisture

/

Electric / Magnetic

Leaks f Levels

h

Force f Load / Tarque

7 Chemical / Gas
Straim { Pressure

ng \.F'%‘_‘
¥
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Building Blocks: Connectivity

d _____________________________________________________________________________________________________________________________________________________________________

& CONNECTIVITY

These inputs are digitized and placed onto networks.

LTE Advaniced

Callular 4G / LTE

3G - GPS/ GPRS

2G { GEM{ EDGE, COMA, EVDO
WEIGHTLESS

WA

LICEMSEFREE SPECTRUM
DASH 7

N

WAN
‘Wide Area Network - 802.20

FOWERLINE MAN
ETHERMET
FRINTED " i Metropolitan Area Network -802 16
i LAN

PAN Local Area Metwork - 502,11
Perscnal Area Network - 502,15
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Building Blocks: Edge Computing

Parking <
Kiosks R

Eluetooth low energy

Weather —
Sensors A Edge Gateway

EV Charging

d

O

Arduino

®

Dell Edge Gateway
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Smart World of Things in Connected
“Cities”

Smart Roads

Warning messages and diversions
according to climate conditions and
unexpected events like accidents or

Smartphones Detection Electromagnetic Levels traffic jams.
1 1 Detect iPhone and Android devices and in Measurement of the energy radiated H i
Air Pollution general any device which works with Wi or | by cell stations and and WiF1 routers. Smart Lighting
Control of CO, emissions of factories, pollution Bluetooth in Intelligent and weather adaptive lighting

in street lights.

Intelligent Shopping

emitted by cars and toxic gases generated in
farmes.

Perimeter Access Control

Traffic Congestion

+ ; Access control o resiricted areas and detection Monitoring cles

Forest Fire Detection of people in non-authorized areas. affluence o oplimize driving and walking ces in the point of
ing of combustion gases and preemptive routes according to customer habits, preferences,
ditions to define alert zone: Radiation ls presence of allergic components for them

or expiring dates.

VTS D

buted measurement of raci

onnected “Things”
O & @' ® © =

Detection of iquid presence outside tanks
and pressure variations along pipes,

Vehicle Auto-diagnosis

nformation collection from CanBus to

Waste Management

Detection of rubbish levels in containers send real time alarms to emergencies
to optimize the trash collection routes or provide advice to drivers,

Smart Parking Item Location

Monitoring of parking spaces availability  Search of individual items in big surfaces
in the city. (ke warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses
Monitoring of vibration 25, container openings Study of water suitability in rivers and the Selective irrigation in dry zones to

or cold chain maintenance for insurance purposes. sea for fauna and eligibility for drinkable reduce the water resources required in
use. green

Source: http://images.libelium.es/content/applications/libelium_smart_world_infographic_big.png



